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Switch# show[ﬂ

Command incomplete.

Switch#

%

HFo] Y =2 I (Command Syntax Helper)
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& RUACH E3016H Series A% X= Uslt &2 F MK =52 Jls= MSetth
MBS
« Jiségt ety & 2 elAEN e 8K EsZS MB&th s 80 T30l
et 2t s EL0L
m RPEREESY s
s S == Wet0IeE Y=Eet =, 010 ol Eot= etOIE ol CHet =2 = M38t
Ct. et 80 US0 S8S SX Z=0
A EBY JIS= show BHUHE Sot0H EH ChS 0 20 show BENH TS0 S 2 X2t &M
78 YEEotE 2ENI 28 g = Us Ii20ie & e 2/AED SHE 0 deld CHAl
“Switch# show” ZSLE AEHUIA HAIL ZH0IHAM 2SS LSS Holet 24 L0l
N 2= SHEl EAIZX Z=C0H

Switch# show E

access-list
arp
authentication
auto-reset
barcode
clock
config
cpu
cpu-filter
cpu-mac-filter
cpu-packet-counter
cpuload
crc-alarm
debugging
dump
dump-£file
environment
flash
flow-rule
history
interface
ip
last-mac
llcf-group
logging
loop-detect
mac
mac-address-table

access list entry
Display ARP table entries
Authentication configurations parameters
Auto-reset information
Bar code
show current system's time
Show config file information
CPU
CPU
MAC
CPU
CPU
Crc

information

Filter

Bloacking Table based on CPU load
packet-counter

load information

Alarm

Debugging functions

dump-traffic

tcpdump log file

Temperature and Threshold information
display information aboud flash file system
flow-rule

Show
Port
IP
Port
Link
Show
Enable self-loop detection

all contents of command history buffers
interface status and configuration

interface last 4 mac
Loss Carry Forward group
all contents of logging buffers

Display MAC address table entries
Display MAC address table entries
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mac-count
mac-threshold
max—hosts
memory
mirroring
mvlans

mvr+

ntp

port
port-group
port-mib
private-lans
privilege
processes
gos
rate-limit
rmon

running-config

self-loop-detection

service-policy
spanning-tree
stack
startup-config
switchport

sysctl-default-value

syslog
system

temperature

traffic-control

uptime
users
version
vlans

whoami

MAC count (max-hosts) configuration
Mac count threshold set

MAC count (max-hosts) configuration
Memory statistics

Port mirroring configuration

MVLAN information

Multicast Vlan Registration Plus

show current ntp status

Port status and configuration
Port-group configuration

Port-Mib Count

Private-LAN information

Display your current level of privilege
Active process statistics

Qos configuration

Display rate-limit control parameters
Remote Monitoring

Current operating configuration
Enable self-loop detection
service-policy information

Spanning tree topology

Show stacking information

Show startup config file information
Switching port configuration

All sysctl default value

syslog

Display the system information
Temperature and Threshold information
Display port-based traffic control information
Display elapsed time since boot
Display information about terminal lines
Display the system version

VLAN information

Display information about the current user

Switch# show

P2 ETSL JISS show BEUHE SotH EX ChSW 20} show BHN 2 = I8 Q0] 2’ E
UEotH T3S0 20l show B0 st Ol EAIEI LD HAIL ZE0ITHN OS EE 28
JIcet

Switch# showi
show Show running system information
Switch# show

2 O0AM 2SNt TEQ AHE 21 XIS H

Jo
ol
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Ctd otk el p'E X1l 3
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I8 P2 Al&Gte A2 BE02 2lAED TSl 20| EHENL =8
SE2 CAl EAIDHEIEA HAMIL ZE0IHA &S U8

st

Switch# show pi

port Display port configuration
port-group Port group information
privilege Display your current level of privilege

Switch# show p_

w3 9ol 4

E3016H Series A X2 CLI= E& 0 & Oiet0lH

g
=2 ’
S XASICH YBNOZ YOO X FH 2XE YAGH0| S5 TYS LAICH

b Notice Ct= HHAS AEE M, MAE &G XH= E3016H Series AR Xl
= O] Al &F

SEE

Ct.

o
ali
baal
to
U
o)
S
S|
my
o
Qﬂ
[
0z
10
02
0y
(=)
S
$0
0/0
o
10
ol

Switch# show ﬂg

)

% Ambiguous command.

Switch# show i
interface Port interface status and configuration
ip IP

Switch# show i

ol A2

2 JI0IEUAM B85t AIAE ZBH 2YH0l= CHLs AZ0l AAEEC0H B A2 B3N =
HE RAoHA Met0IEHS0l HENH LSEH0F ol= XIS E&HECH AR BHN 2 HEE &
= ¥ 21219 40| 2/0I6t= Hte O3 <& 1> 20

H1.930 22 &2

a2 0I8 43

<> Angle brackets m B0 SYHOA St B = gt= 2l 0(sth OZ

HEE met0le e BrEAl 223 ol OF StCt.

8
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as 0l

ol

&g

B E S, OS2 B0 US T

access-list <1-99> (denylpermit) address

0: Braces

B FEO SEHUA AISE = Let0le = gtel elAE

B ANAE 2N CAEN 2 E g5 S0A 228t ot
Lt Olat= & = o OF StCH.

B ES0, UsSt2=2 B0 US T

gos (cos-queue-map|cos-remarking)

AMAE 2H = QoS method £ M gos-queue-map E£=
gos-remarking = 2| otLIE BtS Al B AlGHOF SHCt.

[: Square brackets

B FEO SYUAM AISE = Wet0le £ 8t elAE

B ANAE 2ENECAEN ZSE &2 SUA 2R &
SS HHHCZ AHE R0 HetMd= otls &S
S othl g == AL

B fE S0, Ust a2 B30I US T

show interfaces [ifname]

CIEHIOIAS OIS S HGHA &2 =% UL
|: Vertical bar = [I20IH 2IAENAM &S HHEtEC =52 58
Italic 4/ m QA HRS
Bold Xl m AT L0 St EE O
A.B.C.D B PEAEE=E NBYOIATIE 20|
A.B.C.D/M ® |P prefix £ 2/0| (0ll. 192.168.0.0/24)

BRo A P R =R

E3016H Series A X
g9ad et HE 3

[Ctrl] + [A]

B HAE S HS2Z2 0ls
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[Ctrl] + [E] " HME EQ BOZ OIS
.............. [Ctrl] + [B] m HME S HU FZ 0SS
[Ctrl] + [F] m HAE S SR Y220IS
Backspace " A 2o & XE A
[Curl] + [K] " S HNRRE SO N 2XE AH
[Ctrl] +[U] m S HANZRE Z2 HSNX 2XE AA
Tab m HHNO LEES X1 [tab]2 XIH 1] prompt 0l A 22 prefix S
JHE BEHIE el i UAS BR 2UAEE HA
B 5O HEOE UAS R FBHUH LHA RF=22 24
[Ctrl] + [P] £= | 1] m OpXS e HHNWRE Xtell CHZ 20 JHDEKI2l HE O L0 st
olg=s EA
[Ctrl] + [N] €= [1] " (1S OIS Al
? = prompt &0lA AHE IS8t BE U2 c|AE EHE HA
B HANOSH 27EFS 2R, i BEH G300l LHoioF & It
ct0lH 2IAEE HEA
B SEFOIHIN HIZ 20HM 78 LIS B L2 prefix E
IR HEHOC 2| AES HA
Return &£= Spacebar £ ® --More -- 0l M Return 9| € 2™ C+2 &t line O Al
=0 ® Spacebar £ 29 3 HIOIXIJ EAMZH, QE $2H =5t
prompt & Ef 2 & &t
ol =
2.2. ARX EEOH 2=
E3016H Series AR Xl= <& 3>% 20| GhYst AAX HEOH LEE KASHC 2 A/AX HEN
SEOtt 2EXUA =0 X= 2 &toll= X0l ot UCH
T3 AKX 8 2=
2= DEZE 49
User 25 Switch> m BESH IEE CUAEY 0
Privileged 2= Switch# B OAAE ARS G AIA
B 2o ddE AE

10
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Config & Switch (config) # m AR EE HdE gE B2
& oA B
Interface 2& Switch (config-if-fal)# " OIHHOIAS &8 &3S BHE
Switch (config-if-vlanl) #
Interface range 2=  Switch(config-ifrange)# B i JH2 QIEHIOIAE SAI0
HF50| fIst 2E
Range Port 2 & Switch (config-range-port) # B O OHS CIEHHIOIAE SAlIO
80| RIst 2
Notice YYH ZEZLE= 24 REE UEIHE=E SAE 20l E3016H Series A 2| Xl
b Ol 0SS SAE 0IE2Z AMESHLE 2 JI0IE M= ‘Switch Z8EZEES
B SAE OIS M ALZEHT
AMAE 2= E3016H Series ARAXIC 2H2E &3 &€ M, W JHA SR ESZEE ot
Il EESZE= 22 48 2E0HM 2GR0 M e /AXI0 o A= NE LAE0H ARAX S
BE A2 HEGH| AMAME BtEAl ZSZEES M oHOC 80t <H 4>2 AIXI S8 2
E A0I2 Ol = HEHE 4 HEH
H 4 AKX HENH 2E A0 OIS
=0 49
enable ® User 2S 0l A Privileged 252 0l S
® Privileged 252 INAREE S ER
disable ® Privileged 2E0lM User 252 0l=
configure terminal ® Privileged 2E 0l M Config 252 0l =
interface ifname ® Config 2= Wl Al Interface 2= 2 0| S
interface range ®m Config 250 A Interface range 252 0| S

(gigabitethernet) portid range

range port

Config 2= 0l A range port 2= 2 01 S

exit R Q|&o BEZ 0l

end B 0= D=0 E Privleged 252 0|1S
m User 2= 0lAlE 0IS0HR 2 =0

11
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2.3.

E3016H Series A X| JI=

E3016H Series A2 Xl= M2 Jt=& M, AAM HAEE Aaictd SHAl HEZ2I2FH OS image

E XO0tM BIZ2el0l 2& St AIABS AIRSHCH A

o A=

Mo
!
oo
o
Q=

0™ &8 & F 3t(startup-config)

b Notice E3016H Series A/ Xl= AAE A HZ 20t

O
£ 22|80 JI2&8 22 Primary OS image Jt &
H, 28 = A9IXI12 boot L& & = privileged
ULCH.

2.4.

ArEAF QLR HIO] A

ANAE 2 AKX &8s £40tl, 88 €8s Z38otl], SH 82 =8 S Uhe AL
828 7A 52 SH22 AX0 5 = UCH A/AX0 E506t0| et HE Jl2X8el &
& 2 E3016H Series A XIJt MBots 82 2 ZEE Sot A& ¥ £otk= 2 0/CHOut-of-

ARXZ HBGtE £ OE ¢ AAXNUA telnet T2 1S 0|E0t= 24 0ICH 2 X0AM
telnet HZ S 9t EE2 LEE XNAotk= H MHIA ZEE S0t H=06tEF StCH(In-band
management).

2IX= 0t S ArE0H0 E3016H Series A2 XIE 2e2lg == UL

E3016H Series AP XI= 2 & 2tc|E ?Iot0 TS 20| SAl 5 32

ZE ZEN HOIES HZ0HA CLI &=,
TCP/IP JIEt HIERI QWM Telnet HZ S AFESH0 CLI & 5.
SNMP Network Manager £ Soil M 2t2l.

o
bl
Y
o
Q

10 285 oz

Z CH 4 12| telnet HZ

12
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k>

A

24.1. =

ANAEN LHEE CLI= RJ-45 EEHC OICHY LEE S5t &%0| It =0l 018 fI6t 2 o
2 (& = terminal emulation 2 ZEHH It EETHE I TAHOIE)2 9 B, RS-232DB9 ZEE X
F 8tCt 24 X E = E3016H Series AR X2 A & EHECE

o

o

E3016H Series

5

Out of - band Management

gt 2 2E TE I 432 E3016H Series A9 Xl 6l=

Notice 28 otao 84
REB=

2.4.2. Telnet A&

ANAE 2E = TCP/IP & telnet % JIsS JHA LD A= AZAHOIES S6tH E3016H Series
AR BEE = UL Telnet = AFS6H)| ?6t0, 2S A= ID & BIZ2BSE £ 60 0F otHH,
APIXE HOE oL Ol&f 2l IP =45 JHAI LD AUOC OF 8T

telnet [<ipaddress> | <hostname>] {<port number>}

13 E3016H Series User Guide



rr
K
Ot

20| 43 Z SN AIESA INARKEE Hotet ZEDJL KL, telnet ALZE At
o =

(]
£ 2EotH ARIXIS User EE2 S I = L.
LSt AAE Bot2 2510 HMA 2IAEE AIESH0 telnet Ol H2Z 5= AFEXIE Hl
0l = <2.9. ACL (Access Control List)>& = & X otct.

ror
1]
a's
$0
[l

2.4.3. SNMP Network Manager € S

o

HZE

Simple Network Management Protocol (SNMP)E X &dt= @& UERKZ 22J(Network
Manager)E S0l M & E3016H Series A2/ X|E 2|8 == QUL

b Notice SNMP 0l H& FIHHQ B2 = <2.7. SNMP>Z 2 & &0olct.

25.1. AEX FIH & ANl

>
|>

o
02
>
rr
rH
13
H

g 2 Elt telnet2 SHAM AAXI0H 2021 & 2 UCH 2SS AMM AIS
A4 S=0I 2 20t E3016H series ARIXI= AFEXIE FOH, &AM & = U1 21212 ArE X0l CH
ol IjA ¥ =<2 &t session timeout Al 2F, Access List & XI& & 4= QUL
AS X HEH2 privilege level 2 E& S privilege level 2 1591 222 Ot ARZ 0 226110,
0 OlA 14 AOISl privilege level 2t2] 2122 AtE0HA & =Ct. privilege level 0 15 @1 AtEXt=
enable mode 2 S0 Z = UL 29| privilege level 2 &= AMEXtE Privileged mode & =

=
(]

HZ == BlLH. MEZ2 AIZ2XE S=0otH privilege level 0l 1 21 AtEXHZ S= &I,

tet

o]

b Notice Access List 0l CHEH =I1X Q0 8 =<28.ACL>ES &X
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H5 A/AXC AT =0 L AR EE N

=N g3 2E
username userID nopassword m yser|D MA Config
® password Jt S{CH
username userID (password | m yserlD MA Config
secret) PASSWORD " US55 X %2 password YA L=
username userID (password
| secret) 0 PASSWORD
username userID (password 7 m yserlD MA Config
| secret 5) password m 25 351E password £ 2=}
username userID privilege m yser|D MA Config
<0-15> nopassword = password Jt S CH
® privilege 15 0| Jt&E =2 privilege(enable
mode & AF Z)E =L,
username userID privilege m yserlD MA Config
<0-15> (password | secret) um pjyjlege 150/ JI& =2 privilege(enable
FASSWORD o mode UG 8)E L=l
j;fjr;me(pal;ssiifi rr::cl:i:i)e B 2SSt X 22 password E &=
0 PASSWORD
username userID privilege m yserlD MA Config
<0-15> (password 7 | secret u pjjlege 15012 JI&=2 privilege(enable
3) PASSWORD mode KB B)E RECH
m 2 S5E password £ & EH=C}
username userID timeout <0- m yser & session timeout Al 2H(Z) & & (default Config
600> 20 2)
no username userID timeout ® user & session timeout Al 2H(E) At Config
® x| session timeout Al 2+H(20 2)2 2 &l =¢E!
Ct.
username userID access- m Gl|Z user 0l Access List 2 &2 Config
class ip-access-list B sccess-list-num :<1-99> 0|4, standard
ip access list £ 2/ 0|
no username userID access- ® gl|Y user 0ff & EE Access List E o Al Config
class
no username userID m yserlD AHA Config

userID Jt root O & At HIEI XI & 10 password

15
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J} default passowrd 2 B2 Ct.

NE=INEE=) = AN]

He

Switch# configure terminal

Switch# configure terminal

Switch (config)# username lns nopassword
Switch (config) # username test password test
Switch (config username ubi secret ubi

Switch (config username admin timeout 50

( )
( ) #
Switch (config) # username admin privilege 15 password admin
( ) #
Switch (config)# end

Switch # show running-config

!
username lns nopassword
username test password 0 test

username ubi secret 0 ubi

username admin privilege 15 password 0 admin

username admin timeout 50

|

Switch#

252, MARKRE £3F

E3016H series AR Xl= AIAE BotS 2ol TIS 22 212 IHARKAESE AIESHLE
B Enable I1ARIE
* Privileged 22| 20tE =X O Z AIE
B ASIIHARE
e Z=0ILltelnet S Soll AISA 2EZ HAA S [ AME
H 6. A%XIS Enable HARE &3 HZE
24240f 29 ==
enable assword
P " Privileged 2 A EE X Config
PASSWORD
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no enable PASSWORD ® Privileged 25 A= E A Config

Al
service password- ® password encryption mode € & & Config
encryption
no service password- ® password encryption mode £ AHK| Config
encryption

b Notice — AMEX HASIS SFYBS <2.5.1. AR £t L AR>S & D5t

Privileged 2E IHAQE &F

Switch# configure terminal

Switch (config)# enable password lns
Switch (config)# end

Switch# show running-config

!

enable password 0 lns

Switch#

AR = encryption & &

A2 HoAN EX0l HARE &3 = show running-config @82z A&

1
QUCH Ol E E XISt 215t0 E3016H Series A% Xl= A E encryption 2= 882 X2 &tC}.

Switch# configure terminal

Switch (config) # service password-encryption

Switch (config)# end

Switch# show running-config

!

enable password 7 xxEp88GxHJIgc

username lns nopassword

username test password 7 XX1LtbDbOY4/E

username admin privilege 15 password 7 xxizlFI3TBLPs
|

Switch#
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253. ¢l

Ol

de £33

253.1. ALXO0 login Al 915 &8 &5

E3016H series A®IXl= AIAB0 Z &6t AFE A0 LS 018 HEE Chotd 2€83g = ULL
'U._FB.OE'— AP0 SEEH U= MEXS ID 2t HARNES MESHH &= HEH0l =0 X XIS+

>_

IZX 015 T2 E 201 RADIUS 2 TACACS+SE 0|20tES £X6HH 2622 AHIE JtXI D U
= CIOIEHIOIA0N VIS AHEX} E2E MESHH &= 2et0l =0 &C

ANST OIS &3 Yo
=0 49 ec
authentication login authen- ® tgcacs server 2 AI25I0 QISE AR Config
type chap password £ chap 2AIC2 245355t &
SEtLt

no authentication login ® tacacs server & ALE0I( QIS E 22 Config
authen-type password & 25350t ¥=C.
authentication login enable m AE& 2152 Al(local, radius, tacacs)S  Config
(local | radius | tacacs) S ENBICH

B efItX QIS AlS MEiE &= QUCH
no authentication login m AI23E=2 HAE olzgAl2 AFREHA|  Config
enable (radius | tacacs) o =2 AXBH}

B |ocal QIESHAE2 A ALZEHTE
authentication login primary m QA6FOZ Q0I=EIS oIZHAIS HAAEH  Config
(local | radius | tacacs) CH
no authentication login m RANMOZ OIZHIC =2 MAFst oI=S8Al  Config
primary (local | radius | = & NHIBHCH
tacacs)
authentication login m radius L} tacacs 2 Q1SS EL Config
template-user userID Dummy user 2 X & &t 4= QUC}.

m x| & 3t= Dummy user = local database

tCt.

O|

Ol SSE0f QA00F &
no authentication login m & XSt Dummy user £ ol HIStCH. Config
template-user

authorization exec tacacs B tacacs £ Q1= 82 AL tacacs MBI0IA Config
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privilege level 2 2 H&2C}.

no authorization exec tacacs ® tacacs MBHO0IA privilege level 2 202X Config
2T S B,

show authentication login B OIZSIAIO = A2 AI2UHEE B ZECH Enable
AEXQIE 4F

E3016H series A% X= AIEA 21E HEHOZ J|EQ AXN SEENH U= AFZXHID 2 THAS
CE MEGHH &= det R E &0lot= 2 - ) RADIUS AHE I%GFE 28, TACACS+ AMHHE
Ol=cte &0l JULH 0l 3IHAl HHEHS dHEOZ AISOIHU 25 AIEotEE &8 &= UL
SHOLAl Ol &l HEHE AESY 32 BN S8R0t =2 28 HA2Z 21E5E AT S local
database £ AIZ5I Q1=ote &, local database OIAl SEEX L2 AR 2SS AMZEHHE OIS
SU=RE (= US YACZ IS5 S AMEotd, IS0 2IotH ID 2 IHARAE=E TAl R E8HCH
RADIUS Lt TACACS+ AIHE AtEG6H0 21Sote 3%, AMH 2 S4IS otXl 2ol 1E5= AlI=E =
e IS RUE=RE Z= S HACZ 2SS AlEotl], OIS0 & IHoHH ID 2t HARES T
Al 2 EBHCH.

Switch# configure terminal

Switch (config)# authentication login enable radius

Switch (config)# authentication login enable tacacs

Switch (config)# authentication login primary radius

Switch(config)# authentication login primary tacacs

Switch (config)# end

Switch # show authentication login

precedence method status

first tacacs enable

second radius enable

third local enable

Switch#
2.5.3.2. privileged mode &I Al 1S Y &F
E3016H series A2 Xl = privileged mode 2 S0{= M AIS A0l CHEt oIS 2= CrdotH 2483
= UL e RO Z = ALXN SET N A= enable HARAEE AMESHH =5 AeH0l = XX
EAIZA OIS Z2EZ Q2 TACACS+E 0|86t £ &otH 2212 A IE JHX D U= GOl E il
OIA0 JI=E BEE MESHH &% #st0l =0 &L
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AEXL QI

Ol

23 3380

2424 0f g9 ==

authentication enable enable =m A

2& 2= Al(local, tacacs)2 A &gt Config

(local | tacacs) Ct.

n O1R{DIK QB HAS MEis & UC
no authentication enable m AIZ5IE2 &&= o=8tAlIS AFZ6IAl  Config
enable (tacacs) o2 AFBH}

B |ocal QIS &Al2 SHal AHE B
authentication enable m QAMOR OI=HIEZ 0l=glAlE HAXSE Config
primary (local | tacacs) C}.
no authentication enable m RQHXNOR QIZUIC = HASH Ql=HtAl  Config
primary (local | tacacs) = & MIBHCH
show authentication enable B OI=EAIO = A2 AIZ2UHEZ B S=CH Enable

MEX OIS &F

E3016H series A 2| Xl = privieged mode 2 E0HE Il AFEX 1S HHO=Z J[E2 AX0N S

o A= enable HAREE AIS6IH 85 ASt HEE &0l I TACACS+ MHE 0|&5t=

SFHO0| QUCH Ol 2 JHX S e o=z AFZoloU
J

=k

SHOMXl Ol&o 2HHE AMEE Z2 BN R&=20t ol 1oz 2152 AT &tCh. local
database & AI25I0! 21E5tE 82, local database MlA SEZX L2 MEXNZ 2SS AEotH OIS
RUEE=RAE A= oS HAOCZ ASES AlEotD, 2SS0 ALotH enable AR EE ChAl @& &t
Ct. TACACS+ MHHE AIE5t( 2156t 22, AH2 S4IS 6tAl Roll (ISS AN E == W [
S REERE = US LACZ S22 AMESHD, 2AESH AIH5tH enable AR ES Al 2F

o

Ct.

Switch# configure terminal

Switch (config)# authentication enable enable tacacs
Switch (config)# authentication enable primary tacacs
Switch (config) # end

Switch # show authentication enable

precedence method status
first tacacs enable
second local enable
20
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Switch#

254. 9E AH &3
RADIUS A &€& HEHN
=N 49 ec
radius-server host A.B.C.D m radius-server & & &tC}. Config
no radius-server host m A A= radius-server At H| 8tCt, Config
A.B.C.D
radius-server host A.B.C.D m radius-server & & &tCH Config
key encryption-key SIS server O] BEE [ AF2 6=
encryption key £ & & &tC}.
radius-server host A.B.C.D m radius-server & & &HC}. Config
auth-port <0-65536> m i server Ol B8 [ AHZ5HE auth-
port £ & & StCt.
no radius-server host = 3lig server Ol &8 M AHE 5= auth- Config
A.B.C.D auth-port port S AFHISHCH (AHMI I 2 default auth-
port £ AFEStCt)
radius-server host A.B.C.D m radius-server & & StC}. Config
auth-port  <0-65536> key wm g server Ol ¥58 [} AL 5= auth-
encryption=key port & & HsHLL,
" oHE server 0l S [ AtE0t=
encryption key & & & &L},
radius-server key m radius-server Off 858 [ AlEot= Config
encryption-key general key & & &tC}.
® server Ol key Jt XIZE Xl &2 0]
general key £ At EstC}.
no radius-server key m S FE general key S AHHISHLE Config
radius-server retransmit m radius-server il =& [HQ MHAIE & +E Config
<im0 2
no radius-server m AXNE MWAIE &5 AHISHCh.(default 3 Config
retransmit 3l)
radius-server timeout <I- = I [H 32 &0t0t5t= Al2t2 XIASHC. Config
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1000>

no radius-server timeout m SXE timeout Al 2+ S AL NI SHCH.(default 5 Config
%)

RADIUS A &3

Ol JHSl RADIUS AHE 28 & = ULH B &8 MBI S4IS otk Roll Q1SS A= =
oM s AHZ S22 AlE&HT

Switch# configure terminal

Switch (config)# radius-server host 192.168.0.1

Switch (config)# redius-server key testl23

Switch (config)# radius-server host 192.168.0.2 key lns

Switch (config)# radius-server host 192.168.0.2 auth-port 3000

Switch (config)# end

Switch# show running-config

!

radius-server key testl23

radius-server host 192.168.0.1

radius-server host 192.168.0.2 key lns

radius-server host 192.168.0.3 auth-port 3000

!

Switchi#
TACACS+ At &3 2&0f

gd80 &3 2c
tacacs-server host A.B.C.D m tacacs -server & & stC}. Config
key encryption-key " G server Off B [ AtE0ts
encryption key £ & & &t

no tacacs-server host = A&l tacacs -server A Al StCH. Config
A.B.C.D

tacacs-server host A.B.C.D m tacacs -server & & stC}. Config

<1-1000>

encryption-key

timeout

key u
K& etlh.

S H2'S 20L0tot= A2 timeout S

m i server Ol =& [ AFE6t=

encryption key & & & &t
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tacacs-server host A.B.C.D m tgcacs -server & & st(C}. Config
timeout <1-1000~ " S M2 S YOLOFSHE A2 timeout S
INESESIB S

TACACS+ A &€&

1]

= QUCH SN 28E MBSt S4S 6tX

Ct.

==
=

%
e
Ol
o
>
Hn
e

i JHel TACACS+ MHE & &

= QloH US MBIZ 2ISE AMlE

]

Switch# configure terminal

Switch (config)# tacacs-server host 192.168.0.1 key lns
Switch (config)# tacacs-server host 192.168.0.2 key testl23
Switch (config)# end

Switch# show running-config

!

tacacs-server host 192.168.0.1 key lns

tacacs-server host 192.168.0.2 key testl23

Switch#

0

2.6. Hostname &

Hostname 2 &Y Al AIAEIS Y| Rdl AFZ2E 5= U2D [etA 22&/Telnet 3HHS TS
E= hostname It &M Y& 2=2| X2z 0l
A A 0

“Switch”£ hostname @ &

E 7.Hostname 838 H3 O

=RV A9 2=
hostname string ® Hostname & B A Config
no hostname B Hostname = default g2 2 HH Config

DI-EI..

t Ct

Ol
rr
2
>
rr
0l0
&

Hostname 2 & & ¥ &
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Switch# configure terminal
Switch(config)# hostname E3016H

E3016H (config) # end
E3016H#

E3016H# configure terminal
E3016H (config) # no hostname
Switch (config)# end

Switch#

2.7. SNMP (Simple Network Management
Protocol)

SNMP Network Manager = Management Information Base(MIB)S Ml & 6t
QUL 2+2+2] Network Manager = 22|12 HOIE oA AFSXH CIEH Ol
manager £ E3016H Series A9 X E 22IotLA & = A/AX2 28 &F0] 2 R0tC

|- r|r
5 "”"J >

i

ol

a

@)

pd

<

0

5 SNMP OIOIMEES & 26| Aald= A/AXION otLE OlANS 1P =4 &A 0| 26} IP
o &8 2 “E3016HX-CC-0005 E3016H Series_User Guide /05 & IP && &&.doc” A
1atel.

H B8 SNMPEZ 4 HH

o120 &9 2=
snmp-server agent-address = AXNA EEctsE snmp 22 & Config
agent-addr XipPE Xd
no snmp-server agent-address m AQX|0|A HE6HE snmp I3!S &2 Config
agent-addr X IPE XI&EoHA &2
snmp-server contact string ® System contact 32 E B1& Config
no snmp-server contact string m  System contact 2 E AHK| Config
snmp-server location string m  System location 2 S BH& Config
no snmp-server location m System location &2 AHK| Config
string
snmp-server community string m SNMP community S &% Config
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[ro|rw [access-class number]] ® 10 :read only
B rw: read write
® number : standard IP access-list <1-

99>
no snmp-server community m SNMP Community £ A} A Config
string
snmp-server enable traps m SNMP Trap S Trap-Host Ol Hl &5t Config
[notification-type] = 84N

[notification-option] B notification-type:trap 1&

(config, environ, multicast, other,
perform, resource, security, snmp)
B notification-option: 2 trap J1&
Ol =8 e trap &=

no snmp-server enable traps = SNMP Trap £ Trap-Host il Hl &6t Config

UCE &F

snmp-server trap-host A.B.C.D m SNMP Trap-Host 2t SNMP trap € &%  Config

community string & [ AF2E community £ & &

no snmp-server trap-host ® SNMP Trap Host £ At Config
A.B.C.D

snmp-server trap-version 1 ® SNMPvl Trap € M &0tE2 A H Config
no snmp-server trap-version m SNMPv2 Trap € M &0tE2 A H Config

SNMP Community 23

Community string = AAE D A3 HESR 22X A0S 2tEEH A4S 213 J|s2 M38tL

E3016H Series 2% Xl= & Jt Xl & EH2 community string £ XI & &Ct.

m

B Read community strings
o AIAEN 2] MEZ(read-only)2 2 &=
« JlZE &I 88 &€& 2 public
B Read-write commumty strings
o AAEN 2] & MI(read and write) & =

o J|I= a4J| 2 M| 4F 2 private

Switch# configure terminal

Switch (config)# snmp-server community public ro

Switch (config)# snmp-server community private rw

Switch (config)# snmp-server community testl rw access-class 1
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Switch (config)# end

Switch# show running-config

!

snmp-server community public ro

snmp-server community private rw

snmp-server community testl rw access-class 1
|

Switch#

b Notice access-class &8 <2.9.ACL>&Z2 &1otct

SNMP Trap 2

ol

tLE Ol &S] HIER A &2l &2 0| oIS S trap receiver 2 A &8 & 4= QL E3016H Series A< Xl
2 E trap receiver 0l Hl SNMP trap 2 & S8t

rr

Switch# configure terminal

Switch (config)# snmp-server trap-version 1

Switch (config)# snmp-server enable traps

Switch (config)# snmp-server trap-host 192.168.0.3 community private
Switch (config)# end

Switch# show running-config

!

snmp-server trap-version 1

snmp-server trap-host 192.168.0.3 community private

snmp-server enable traps config slotAdd slotDel GBICAdd GBICDel
powerStatus fanStatus selflLoopDetect fanActivateStatus

snmp-server enable traps environ tempUpRise tempUpFall tempLowRise
tempLowFall

snmp-server enable traps multicast snoop snoopVlan proxyReport
proxyReportVlan

snmp-server enable traps other change setResponse

snmp-server enable traps perform rmonRise rmonFall bpsRise bpsFall
ppsRise ppsFall sysMacRise sysMacFall cpuMacFilter

snmp-server enable traps resource cpuUsageRise cpuUsageFall
memUsageRise memUsageFall

snmp-server enable traps security remoteConnect

snmp-server enable traps snmp coldStart warmStart linkDown 1linkUp
authFail
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Switch#

b Notice E3016H Series 0l Al XI2dt= SNMP Trap 2 L& AQIXIE EZZSHC.
‘snmp-server enable traps’ HHELZ 2LE SNMP Trap & &3
s A2 M AAXONA XIRGHK L= SNMP Trap & HEXZ
S | A O

running-config Ol Z&& = QUCt.

SNMP ##l 9] &4=] IP AF

AL XI0 A SHLE Ol & 2] Network Manager 2 SNMP Packet 2 8 & & [, 8 &&= SNMP IH2!
Ol E2 X IPE £3 Local IP address £ & & & 4= QULCH.

Switch# configure terminal

Switch (config)# snmp-server agent-address 210.48.148.125
Switch (config)# end

Switch# show running-config

!

snmp-server agent-address 210.48.148.125

|

Switch#

A 2E FAE A

A2

[

[o]]]

o
]

el

t=

J2

eSS A= MHES S5E = UL

Switch# configure terminal

Switch (config)# snmp-server contact “gil-dong hong. hong@ubiquoss.com”

Switch (config)# end
Switch# show running-config

snmp-server contact “gil-dong hong. hong@ubiquoss.com”
|

Switch#

SECEEEERE

Switch# configure terminal

Switch (config)# snmp-server location “Dogok-Dong, GangNam-gu, Seoul.”
Switch (config)# end

Switch# show running-config
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snmp-server location “Dogok-Dong, GangNam-gu, Seoul.”
|

Switch#

2.8. ACL (Access Control List)

H N A 2| AE(Access Control List)E AIESECZMN HER D 2elXes AEHUERIE Soll &
Cl= EcHZ0ll CHoll &3l Mt %Xﬂ% g & QUCH 2tellt= W32 ME AEfol Tt J2Fel
SHAZE LS = UD0IE Soil Bt FHS =Y &= JULH L&t USSR LS BHMAZRH
NAEZ ESE £ Ul HHA CIAE= CIRHE Soll ME 5= A2 AL HRSEH|
o AMEE =& UL Telent(vty)OlILI SNMP £ S&t etRH2 E50E HEE = UL

E3016H Series = & IP M AN A | AEES XNRG6HH, <1-99>2 BiSIt &5 & = QULH

Ho HMACIAE &3 HF

=0 49 2c
access-list <1-99> m HFEIPHMNACIAEE H4F Config
{deny|permit} address ® address ::= {any | A.B.C.D/M}
no access-list <1-199> m HHA ZIAEE AR Config
2.8.1. HHACAE MY 7=
B &2 8912 Ag HHY AdAsT
BIHG| 242 DHEAIZ0E As oY dASHT
Access—list 2 OFXI0l SE3al ‘permit any’ € X&GHA %= & JI2H2=Z
‘deny any’ JF AAE N UCEH.
m Access-list 2 2SS 0l 20 HAHS ot=0 Lo E £ MOIQ HE X2 AL
+JE £ 0, M2 FIicte 8= OHXIZ0l HAHRIC.
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282, EHZT IPYANACIAELH

2.8.2.1. = HHAGIES

Switch# configure terminal

Switch (config)# access-list 1 permit any
Switch (config)# end

Switch# show access-list

Access-List 1

permit any

2.8.2.2. DE WAL HER

Switch# configure terminal

Switch (config)# access-list 1 deny any
Switch (config)# end

Switch# show access-list

Access-List 1

deny any

2823. SESAENNY BNACHAHE

Switch# configure terminal
Switch (config)# access-list 1 permit 192.168.0.3/32
Switch (config)# end
Switch# show access-list
Access-List 1
permit 192.168.0.3/32

2824. ESEF UE/KIUNAMLY HAACHTE

Switch# configure terminal
Switch (config)# access-list 1 permit 192.168.0.0/24
Switch (config)# end
Switch# show access-list
Access-List 1
permit 192.168.0.0/24
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2825 SEUERAIUANY HAHASHHE

Switch# configure terminal
Switch (config)# access-list 1 deny 192.168.0.0/24
Switch (config)# access-list 1 permit any
Switch (config)# end
Switch# show access-list
Access-List 1
deny 192.168.0.0/24
permit any

2.8.3. SNMP HZE0 HMACIAE EF

MANA 2IAEE community E2 HEEH, &8 AHA 2IAE= snmp E S8 A/XZ2
d&52 dE, MHstettt.
host 10.1.22.247 HIAlS] &£0tS GIE0t= Access |ist & MAHBIH, snmp E5= MISHAI DA

g Mo Extes s &0

Switch# configure terminal
Switch (config)# access-list 1 permit 10.1.22.247/32

Switch (config)# snmp-server community lns ro access-class 1
Switch# show running-config
|

snmp-server community lns ro access-class 1
!
access-list 1 permit 10.1.22.247/32

Switch#

2.8.4. Telnet HZ0| HAHAIAE L&A

ANA CIAEE user 2 HELH, d83E AANA 2|IAEE ARUM AXZe H=2 o
&, M&tstlt.

192.168.0.0/24 HIER AWML &HHCHE2 &
HStotOx & el HExie ChsSt 2L

0|I

0 J

A

om

Ot= Access list € MHSIM, telnet 52

=0 =

Switch# configure terminal
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Switch (config)# access-list 1 permit 192.168.0.0/24
Switch (config)# username admin access-class 1
Switch# show running-config

!

username admin privilege 15 password 0 admin
username admin access-class 1

!

access-list 1 permit 192.168.0.0/24

|

Switch#

29. NTP&3F

29.1. NTPIMR

NTP (Network Time Protocol)= WE=S S6t0 AIAEC AI2I2 S)|slole 0 M8 Hle Z28
Z0|Ct. NTP = UDP (User Datagram Protocol)?I 0l A =S26tH, 2= NTP HIAIXIS Al2H EE=
Greenwich Mean Time 3t & & &t Coordinated Universal Time (UTC)E AtZStLt.

2.9.2. NTPclient mode & &

NTPclient 2E2 SAGIC= otJ|?IHA = global €& ZEUAN TS HES ALS &L
=0 49 2=
ntp server address ® NTPserver & & &8HCH 5 IHNK £ HIIS) Config
no ntp server ® NTP server £ 4t X 8tC}. Config
address

2.9.3. NTP Server mode &%

(=}

NTP server mode £ S&6tE= olJ|RIoiA= global &8 2S00 A G2 HHS ALSSHLY.

380

nx
0
H
In
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ntp master stratum ® NTP master 2 s&ot-5 &Lt Config
no ntp master ® NTP master 242 S&S BECH Config
2.9.4. NTPtime zone &3
NTP server Lt client & XIS 0l (et CHE timezone 2 S &6t Y XNEHM S AMEZ = &
Bt5H A2tO 2 HAISHCE.
a0 49 2=
ntp timezone plus = & X & Coordinated Universal Time (UTC)Hl &&= Al2tE  Config
HH:MM CI5H &I Al 2HS E A|BHCY.
ntp timezone minus = & A& Coordinated Universal Time (UTC)0l & & & Al2tS  Config
HH:MM A S0 Al2tS EAISHCEH
no ntp timezone ® Coordinated Universal Time (UTC)2 & & &tC}. Config
2.9.5. NTPsummertime &3
X <0l et summer tlme(dayllght savings time)S AtE0t= 20| ALt 0l= & Al2H0] 28 S|
2F SO AIZEZ StAIZE YA Al E 2822 AKXt ot)| |8t 24 0ICtH
a0 &Y 2=
ntp summer-time ® Summertime Ol Al&ot= 2 2Lt= HE X6 H&8F  Config
week day  month Ct.
hh:mm  week day
month hh:mm
no ntp summer-time  ® Summer time & X &5t Xl & =Ch Config
2.9.6. NTPIIEFHEO
480 &89 2=
ntp poll-interval m NTP client mode & SX& Al, & & NTP server 2 NTP  Config
number request message € 8 &0t 262,22 =2 S&6tH
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<4-17>°| H? E JH&I L

show ntp m NTP Ol CHEH AFEIS &2 Ct. Config

HH

29.7. NTP &3& 0l

ol

de s 20 &

0
Qﬂ
E]
o
e
ror
o

ntp server 203.248.240.103 0l Al ntp AlZ2tS 20t A

Switch#
Switch (config)# ntp server 203.248.240.103
Switch (config)# exit

Switch # show ntp

Current time Thu Jan 12 20:40:25 2008
NTP master : disable

NTP stratum : unspecified

Poll interval : 6 (power of 2)

NTP timezone : GMT

NTP summertime : none

NTP summertime start : none

NTP summertime end : none

timezone 2 & Rc|Lictol XH HBotH & A< O30 201 €& ot = IstHC.

Switchi#

Switch# configure terminal

Switch (config)# ntp timezone plus 9:0
Switch (config)# end

Switch# show clock

Mon Jan 14 10:58:36 2008 GMT+9:0
Switch# show ntp
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NTP master : disable

NTP stratum : unspecified
Poll interval : 6 (power of 2)
NTP timezone 5 #9350

NTP summertime : none

NTP summertime start : none

NTP summertime end : none

Switch#

2.10. Remote Power Reset

Remote Reset 2 System Power £ Uplink 2 & link & Soll OLT/L30llA 222 HO & %= U
= JIsolth &M XI& dl= uplink &%= F501EPB, F501ETB, F501CB, F201ETA, F201EPA 0]

-8 gAa=2 & 252 LOS E 018 ot 280ms 1 =J| 2 10ms 2| S& IHE 2| 27bit E LM

old System power & reset 8tC}. 0] JIs& CPLD 0l 28 T O QUL

0l Jls2 fst JI2 B8 0= U 2L

HEO &9 Qc
system remote—power-reset ° remote power reset JIs=2 &1&&tCH. | Config

=

o
no system remote—power— ©°remote power reset JIs= &l &06tAl | Config
reset 2 =Ct.
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OIE{ IOl A &&

3.1. MR

E3016H Series A% XIJt X &ot= QIHHOIA = ChS 3t 2L

H 1. E3016H Series 2 X|Jt XI&ot= 2 EHHIOIA

/é!

0

i

-

HL

= oK

Giga Ethernet

* 10/100/1000BASE-T
* 100/1000BASE-X
Fast Ethernet

e 10/100BASE-T

Physical interfaces

port-group interfaces ®  Port-group
VLAN Interfaces = VLAN
SECHHOIA EF 432 U3 20| MHECH

1) Privileged 2= 0l M “configure terminal” @Y 2 Z Config RE2 &

2) ‘“interface”’ @H S AIE0I( interface 2E 2 & SHLL

3) S& 2AEHOIAN CHE configuration B &E 2 AHE &L

1o
o
[wl
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3.2.

N
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010
mn
rr
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rr
[w]
00
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my
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CIHHOIA &3 A

FH

2.3 380

O

380

interface ifname

® |nterface 2E=Z & Q.

m ifname: &3 = €8 & S& QIHHO0IA2 0| 8.

3.2.1. Interface

E3016H Series A=
Interface name 2 C+S 1t

H 3. Interface name

IE{HIOI A0 CH

name

ol

Z 0l interface type It id 2 & = Ch.

2= 83d3 230 A interface name S

A E

o
o

= Interface type Interface name Ol
Physical interface Giga ethernet “gi” + port_number gil
Physical interface Fast ethernet “fa” + port_number fal
Port-group interface Port group “po” + port-group id pol
VLAN interface VLAN “vlan” + vlan id vlan10
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2F
=

3.2.2. Interfaceid
Interface name 2 interface type Ut id & 74 &/ 04 interface id = E3016H Series Al2| Xl A< Xl
S Ot 20 <HF 4>2 2 24 9 interface id 2| ZJ| 2t X &ot= HHAE EWH =L
H 4. Interface ID Y X & Y
Model Interface Type D24 ID Range Name(0il)
E3016H Giga ethernet port id port id: 1-2 gil
Fast ethernet port id portid: 1-16 fal
Port group port id 1-7 pol, po7
VLAN vlan id 1-4094 vlanl, vlan4094
3.2.3. Interface RE ZEIZE

interface ¥

tC}. Interface

4= ME

ol interface 2 &
PE0AME QIEHIOIAS &A

Switch (config)# interface fal
Switch (config-if-fal)#

3.2.4.

Interface range

el e

o o=

Interface-range 2 &

F25t0 interface range 25 AIS

Stol M Bt Jt=ot, & X4 vian OlLL JI1EF QIE HIOl A

& &l = interface £ looping otH A Bt=S

e oLt

I=211
—_a=

0l Jts3dtCh. Ol= port interface Of

= XN &otAl =0t

Interface range 2= 0

Switch

Switch

Switch (confiqg) #

F2b 20l

3ot A

ro

[a—

(c

Switch (config-ifrange) # speed 100
(config-ifrange) # exit
(

02
ol

rr

onfig) # interface range fastethernet 1-10

A s

ol

tCtH.
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Switch (config)# interface fal
Switch (config-if-fal)# speed 100
Switch (config-if-fal)# exit
Switch (config)# interface fal2
Switch (config-if-fal2)# speed 100
Switch (config-if-fal2)# exit
(=)

Switch (config)# interface f£alol
Switch (config-if-fal0)# speed 100
Switch (config-if-fall) # exit

3.25. rangeport 2 TFZE

range port HHE AIE0l( range port 2= ALE0| Jts0otCh. 0l= port interface 0l Stoll M8t Jt
Soti, &M vian OIL} J|EF 2IEH B0l A= XIRGHA &2 =Ch.. Interface range EE%t= CHE SHZ

b
interface Y& E gt= = tC}.

Switch (config)# range port
Switch (config-range-port) #

Range-port 2 =0 Al= 2 E port interface 0l M AME Jts&t H
571 9ol A [COMMAND] + [PORTRANGE] Sl 2 X8 o &

Switch (config) # range port
Switch (config-range-port)# speed 100 fal
Switch (config-range-port) #

o g2
Switch (config)# interface fal
Switch (config-if-fal) # speed 100

Switch (config-if-fal)#

C.

ro

o =g

J

or
o

A
e

02
rol
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[PORTRANGE] Ofl= & ZE2O oLt ZE oIXE ZEHAM AIE0l JHsS6tCE. Port prefix
Qb (AIE) — () HES YR =8 2o2 e LEE XXE

falo JtXl 10 048l ZEE X| &

Jtsoltlh HE E™ fa1, fa3-

Switch (config)# range-port
Switch (config-range-port)# speed 100 fal
Switch (config-range-port) #

, fa3-4, £fa9-10

fal, fa3, fa4, fa9, fal0 L E0ll 2t 2! speed 100 Olct= B E S =& otH = Ct.

02
ol

& ZE tist €32 interface, interface range, range-port 2| 3t X| $H o2 AXH0| It s0olCh.

2l 12, show running-config @& 0l 23 A £ E X2 Z range-port 2 interface 2| 2 )t X2 2 E &
=H =L

FHE2 portrange E Ol 2N SHM =& CH
2 interface € 0| Sol M &= =L

=
n <
(AR
Hl
Im
=2
0K
Ok
Pl
0
- HY
Uz
00X
Ll

Switch (config)# interface fal
Switch (config-if-fal)# speed 100
Switch (config-if-fal)# exit
Switch (config)# interface fa2
Switch (config-if-fa2)# speed 100
Switch (config-if-fa2)# exit
Switch (config)# interface fa3
Switch (config-if-fa3)# speed 10
Switch (config-if-fa3)# exit
Switch (config)# exit
Switch#
Switch# show running-config
!
range port

speed 100 fal-2
!
interface fa3
speed 10
I

Switch#
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Z &&= speed 100 Ol2t= BE 2, range port )| s2 0| EHA SOHA =
ZMots YY0IE22Z, interface OI%GHA-I

fal Ut fa2 0ff SSE2

T, fa3 0l €& = speed 10 Ol2tE HHE2 fa3 Higt &=

S E .

0l Z2 range port 1SS S0 et, sLst 480| BIERHOZ 8L = L2 AKX 4
wrun 0| A 2A6HH S0, @M AF0 Cist

Ol et OreH 2k &0l port interface Ol CH & sho

uter0l =016t

Range port 0| AtE Al Range port At Al

interface fal

shutdown

switchport access vlan 100

interface fa2

shutdown
switchport access vlan 100
|
description // fa2 is reserved // .
range port
shutdown fal-4,fal0,fa24

interface fa3
switchport access vlan 100 fal-4

shutdown
|
switchport access vlan 100
interface fa2

description // fa2 is reserved //

interface fa4
|

shutdown

switchport access vlan 100

interface falol

shutdown

interface fa24
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shutdown

b Note PORT-GROUP 1} VLAN Ol CH&t Interface Node = JIZ&1 SL6tAH X
StCY.

3.3. QCIHHOIA HE X AEH X3

|'O

IBHOoIAS &3 &8 32

0z
an
0
HL

)
Ok

H CIOIEE X3lot Xt

e
o
40
Q
0lo
02
o
=)
un
>
0t

ol

E
tC

A

‘

H5 QEHHOIARE & &

il
i3
W
02
0
2

=) 43 2=

show interfaces [ifname] ® interface 9| status, configuration = & Privileged

show port status m 2 E physical interface 2| status & Privileged

show switchport ® physical/port-group interface 2| switchport ~ Privileged
e Ee

3.3.1. Show interfaces ¥ & 0f

OIE{HI 0l A2 && A A (configuration) &2, &3 AtEH(link status) ¥ CIE{HOIA 23 EHE E1D
At g A ALEEHL). show interfaces 3E2 H2 T U= 2E CIHHOIAN st BEE =

1y
o

Ct.

Switch# show interfaces

fal6 is up

type 100Base-TX
auto-negotiation

speed set auto, current 100M
duplex set auto, current full

Last clearing of counters : 0 days and 18:38:44 before

1 minutes input rate 19,764 bytes/min, 218 packets/min
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1 minutes output rate 742 bytes/min, 11 packets/min

218 packets input, 19,764 bytes
Received 181 broadcasts, 34 multicasts
0 CRC, 0 oversize, 0 dropped

11 packets output, 742 bytes

Sent 9 broadcasts, 0 multicasts

3.3.

o=
o I

2. Show port status & & 0f

=c|& ZEQ link A El, shutdown AFEH, Auto Negotiation mode,

flow control, Mdix & & & interface type 0| & & Ct.

& M speed/duplex mode,

Switch# sh port status
shutdown : (A)admin, (S)sld, (L)llcf

ifname type combo admin oper block nego set-speed cur-speed flow-ctl/ lp link-cnt
fal FE-TX . . up . auto  auto/auto 100M/full off/ on 0
fa2 FE-TX . . down . auto auto/auto off/off 0
fa3 FE-TX . . down . auto auto/auto off/off 0
fad FE-TX . . down . auto auto/auto off/off 0
fab FE-TX . . down . auto auto/auto off/off 0
fa6 FE-TX . . down . auto auto/auto off/off 0
fa7 FE-TX . . down . auto auto/auto off/off 0
fa8 FE-TX . . down . auto auto/auto off/off 0
fa9 FE-TX . . down . auto auto/auto off/off 0
fal0 FE-TX . . down . auto auto/auto off/off 0
fall FE-TX . . down . auto auto/auto off/off 0
fal2 FE-TX . . down . auto auto/auto off/off 0
fal3 FE-TX . . down . auto auto/auto off/off 0
fald FE-TX . . down . auto auto/auto off/off 0
fal5 FE-TX . . down . auto auto/auto off/off 0
falé FE-TX . . down . auto auto/auto . off/off 0
gil COMBO  SFP . up . manual 1G /full 1G /full off/off 0
Notice OIZ2EH 2t 83 MaIOl CHSt CLI 24X 312 E3016H series SA2 2
CEZE Y H4F Al HED= 220 tol A= /EHH 014 00|
Cl <H-4>E #1050 HE0tJ| btetC.
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3.3.3. =10

Show switchport &

Switchport 2t 2 HE A& DEZ S&6t= port 2 port-group 2 2 &HC}. Show switchport Y
e 22l ZE L port-group 2 switchport & 2} &8 &I Ch. Switchport & 2 0l = mode, native
2! tagged vlan list S 0| Z & = Cf.

Switch# show switchport

IFNAME SWMODE N-VLAN TAGGED-VLAN-LIST

fal access 1

fa2 access 10

fa3 access 1

fa4d access 20

fab access 1

fao trunk 100 10 20

fa’7 access 1

fa8 access 1

fa9 access 1

fall access 1

fall access 1

fal2 access 1

fal3 access 1

fald access 1

falb access 1

falé access 1

X % X

3.4. 2c|® ZE 83 4
22| & L E(physical port)2| &8 dE MEED= BEHeE <H 6> 2L

He SCId ZE &H 48 HHO

2424 0f < ==

shutdown m =2Z[& X EEZE disable/enable interface
no shutdown

block » 22|X ZEE block/unblock interface
no block

auto-negotiation ®  Fnable/Disable speed auto- Interface

no auto-negotiation

negotiation.
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speed (10/100|1000)

speed auto

duplex (full-duplex|half-duplex)
duplex auto

flow-control (on]off)

® speed &3 interface
® duplex mode & & interface
= flow-control & & /3l Xl interface

3.4.1. Shutdown

2c|& ZLEE disable Al2I LY.

2c|l® ZEQ| shutdown A ElE &5t show interface == show port status HHE =
NE= 2l

Switch# configure terminal
Switch (config) #
Switch (config)# interface fal

(
Switch (config-if-fal) # shutdown
Switch (config-if-fal)# no shutdown

<- disable port
<- enable port

3.4.2. Block

o

HE ELE S block AI2ICH 0] 2 & CHE 22 link

Switch# configure terminal
Switch (config) #

Switch (config)# interface fal
Switch (config-if-fal)# block
(

Switch (config-if-fal)# no block

<- block port
<- unblock port

3.4.3. Speed /duplex

E3016H Series 0l A1 2t interface X| & 6l= speed = CtS 1t 2 Ch.

type auto-negotiation

speed duplex

14

E3016H Series User Guide



100Base-TX on 10/100/auto full/half/auto

off 10/100 full/half
100Base-FX off 100 full

on auto full
1000Base-T

off 1000 full

on 1000 full
1000Base-X

off 1000 full

speed, duplex & & Al Ct2 AtEF S F=2|6tet.

> 1000Base-FX 2 &< speed 882 gl Xl auto-negotiation off/off 2t & & JIsdtH
auto-negotiation on Al ZAH0IS0| otLIZH HE T & LZH 25 link down 0| 2 X &

(remote fault 2 X)

> Dl 2tolo] k& 20| auto-negotiation & XA SHCHH, D2 & auto-negotiation 2 A2 &
.

= o
212 Y25 HEIC

[uind

o

-

> Dt SsH&E Ol H 0l A8 auto-negotiation S Xl

duplex”2t “speed” 0l M auto-negotiation 2 Al ZaolH ©Of

o

S
=

Gt 2% 29 & QHHoIA 25
F

= Ct.

3.5. Port mirroring

ro

Port mirroring £3 port(source port)2 L&
=
=

O=2 ot EES 2= W2

or

mirroring ot&= JI

E3016H Series = rx, tx ENES 22 (1 A A ZEZL2H 142 port &&= cpu & mirroring & =
UCH.

EEIY ==

"

[ |
o g e o ro|

mirroring target (ifname | cpu)

J\S‘ﬂ
MU
Jo
=

#2101 mirroring & port £ XI  config

mirroring rx-traffic g ZEQ 2= I3 2 mirroring 5t & interface
£

mirrorint tx-traffic ] & ZEQ £ IH3! 2 mirroring ot & interface
M X
=2o
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36. 2HSAHHOIA &3 &3

2HZ QHHOIAS 2 HE AR DCS(IEEE 802.3 Bridged VLAN)Z S &5H= OIE{HOIAZA
X

E3016H Series A XA = 22l & ZE 2 port-group interface Jt 0| 2E2 S 6HCH

Ol 2HM=2HSZ 2AHHIOIAS &H S2lE ZEQ port-group 2 2 HS CLIHHIOIAZ HX6t

= d80ed 1 &2 g 2=,

3.6.1. VLAN Trunking

EdAtrunk)2t OIEHY A2XI2 THE WERZY &Bl(router, switch) A0l 2| point-to-point & 3 Z Al
chd 230 S42 VLAN EHEES MEE == UA2H 0IE Sot0 VLAN 2 &M UWERKIo &&

HOH

ol

E3016H Series A9 Xl= 2= 0104 9 HOIAN 802.1Q trunking encapsulation 2 XI&

single ethernet interface & = port-trunk interface 0 trunk 2 & &8 & £ QU L}

3.6.2. 2H3 AHHOARZE

E3016H Series A XIJF XI2ot= 2 HE CIHHEIOIA 2E0= ChE1H 20| trunk 2 E 2 access 2
S It ULH.

H 7. E3016H Series AQXIJ XI&dtl= 2 HE QAIHHOIA BE

2E &9
switchport mode access ® non trunking mode.
® pative vian 2t &3 It s

switchport mode trunk trunking mode.

StLt 2l native VLAN 1t Ch==2] tagged VLAN & & Jts
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3.6.3. 2HSAHHOIAII= EF &
E3016H Series A®|Xl= S2|& L E L= port-group Ol layer2 interface & & &8 & [ Ct23 &2
Jl 2 (default) & & gt= JH&IC.
H7.2H3 HHOIA D2 €3 &
&= 43 &
interface mode switchport mode access
native vlan VLAN 1
3.6.4. 2HZ AHHOIA &H/dHA
2HZ CIHHOIAZ &F YL oMo fIst EEMH= S 20
T8 2HECEHHOIASEE XL MHMBEN
a0 &4 2c
switchport Layer2 interface & & interface
no switchport Layer2 interface off Al interface
QIHHOIAD ZI =2 2 HE QHHOIAZ SEEH2HS CIHHOIA Jl2 &8 g2 JHAIA &N
23 CIHHOIA 4&0| oHMEH VLAN €8 g2 25 olME L 2 HZE CIHHIOlA ofMl= =l
& IIE & port-grouping ot A LE St DA+ & I & 6L
3.6.5. Trunk port &34
2cl& EZE L= port-group LEHOIAE 2 HE EY I EE(layer2 trunk port)= & & GtI| fI&t
2= 3o 2L
I 9. Trunk port &3 HAHO
A &9 2ce
switchport mode trunk ® trunk mode & & interface
switchport trunk native <1-4094> ® trunk port native VLAN & & interface
17
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no switchport trunk native ® trunk port native VLAN S default 2 & interface
3
switchport trunk add <2-4094> ® trunk port tagged VLAN S5 interface

switchport trunk remove <2-4094> ® trunk port tagged VLAN 2| interface
switchport trunk remove all

M

ths

fo

=cl

Ja
Hl

E

i

2

Ol
m

Edd XEZ £Fast= Gl0IC

Switch# configure terminal
Switch (config)# interface fal

Switch (config-if-fal) # switchport ! layer2 interface set
Switch (config-if-fal) # switchport mode trunk ! trunk port set
Switch (config-if-fal)# switchport trunk native 2 ! native vlan set
Switch (config-if-fal)# switchport trunk add 3 | tagged vlan &5
Switch (config-if-fal) # switchport trunk add 4

Switch (config-if-fal)# end

Ct2& port-group CIEHHIOIAE 2 HE EE2 ZEZ 4HSH= 0l0ICY.

Switch# configure terminal
Switch (config)# interface po2

Switch (config-if-po2) # switchport trunk add 4

Switch (config-if-po2) # switchport ! layer2 interface set
Switch (config-if-po2) # switchport mode trunk ! trunk port set
Switch (config-if-po2) # switchport trunk native 2 ! native VLAN set
Switch (config-if-po2)# switchport trunk add 3 ! tagged vlan S5
(
(

Switch (config-if-po2)# end

3.6.6. Accessport &3

Ec|® ZE L= port-group 21 EHHO|AE 2 HS access port £ &&0t)| |/Iet MW= G0 &
Ct.
H 10. Access port && HHY

g30 &89 ec
switchport mode access ® gccess mode & X interface
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switchport access vlan <1-4094> ® pative vian & & interface

no switchport access vlan ® native vlan S default 2 set(VLAN 1) interface
Ct22 Sel& ZEE 2 H S access port & & & 6t= 0l OICH

Switch# configure terminal

Switch (config)# interface fal

Switch (config-if-fal) # switchport ! layer2 interface set
Switch (config-if-fal)# switchport mode access ! access port set
Switch (config-if-fal)# switchport access vlan 5 ! native vlan set

CtS& port-group 1B HI0I A E 2 HIE access port £ & &6t= 0|0l C

Switch# configure terminal

Switch (config)# interface po2

Switch (config-if-po2) # switchport ! layer2 interface set
Switch (config-if-po2) # switchport mode access ! access port set
Switch (config-if-po2) # switchport access vlan 5 ! native vlan set

3.7. Portgroup

3.7.1. Portgroup K

Port group 0|2t 042l Scl& ZEE 6L logical group 22 |SHA U ZS &&ot0 #3015

SHE E25HI| Il AF2EHCH E3016H Series A< X 0l Al port group CIE{HIOl A= 2 HIS CIE{H O]

A2 AMEE == UL

E3016H Series A9 X2 2 &€ && Jtsst port group === CtS 0t 2L

o dl
S =

portgroup = & g Zl0] port
E3016H 8 8
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3.7.2. Port group configuration

Portgroup &&= ?l8t 8= L34t 2L
HN.XEJEH83 340
2424 0f g9 ==
port-group create ifname protocol ®  static port group 2 M A SHCt. config
none
no port-group ifname = port-group = AHAISHCH config
Ib-mode layer2 (src|dst|mix) ® |oad-balance Al(source, interface
destination, mixed) mac 2 & x.
Ib-mode layer3 (src|dst|mix) ® |oac-balance Al (source, interface
destination, mixed) IP £ &=
port-group ifname = port group member S = interface *
no port-group ifname = port group off Al
show port-group ® portgroup & =¥ Privileged
Switch (config)# port-group create pol protocol none ! pg creation
Switch (config)# interface range fastethernet 7-8 ! interface range set

(
(
Switch (config-ifrange)# no switchport ! no switchport set
Switch (config-ifrange) # port-group pol

(

Switch (config-ifrange) # exit

3.8. MAC Filtering

3.8.1. MAC Filtering IR

L2 Switching Al & MAC Address il Ci &t traffic 2 XtEt3HD| ?IoH MAC Filtering 1S 2 AtE8tCh
MAC Filtering 2 VLAN E& & & JIs35tCt.

3.8.2. MAC Filtering &3

MAC Filtering &8 2 <

ro

JlE 8gd0

rr

CtS 1+ £ 0
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¥ 12. mac-filter &8 HAHEY

g0 49 2c
mac-filter vlan-id mac-addr = MAC Filter add config
no mac-filter vlan-id mac-addr = MAC Filter delete config

21
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3.9. Traffic-control

3.9.1. Traffic-control |

EX ZENAM UCISE ESHTO| RS = HE YXIotI| 28 port flood guard 2| S &&0[CH & ol
T EciE Ol&S EEO| R WY LES ENES XSG LSS YMAIIID. EHE
20l HoHA 2 0lotZ2 E0 SH = F4 Az SAST

3.9.2. Traffic-control &&

Traffic-control &8 2 2|6t J|2 0= O30t 2Lt Traffic-control S pps &< 2t kbps &2 &2
= A2 M, inbound &= outbound EHEE JIELZ E&FE =& UL L& pps 2 ER= EN
ol RS9 2 unicast, multicast, broadcast £ 26t &&0| J}SotH, 2= Ecil SHLZ2L &
A0l bSOt 2HeF Oed JHXl &S0l CHolA A& 8 B, St 2202 HE D0 &, EciE Xt
ch D1 S0l S&StC.

Block-mode OlM= oY ZEE XHGIH, ECHZ S Hgtotll, &S YMAIIIN, alarm-only 2E
0

A= ZE= Gl 22 W LS8 LAAIRICH

Report-interval S g ZEC| EcfH &S J|IEC2 LS L L= ollMAIZI= Al 2HH010
= SR 2 238t

Observing-period = Ecl® HHE otJ] /oM 2= JIE0ICH OE S0 1022 &&6tH WA

10222 EHEHS S IIECE SHE L.

Alarm-mode = high threshold 0l CHal Al = once / repeatable / disable 2| MIJtXl 2SS0t &8 D
St04 low threshold Ol CHoH Al = once / disable 2| & JtXl 2E0t &3 It

/\—|I-I%|-|:|. D|-Ol: EaH.u.IOl Aﬂgxl% iJ—l’
3

E
or
ol
KJ

oy O
e
==
2
('D
°
=]
=
0]
=
<
L
=]

t
C} IR O 2 oratQ] WA f= hlgh repeatable low

once low once £ A AotH =}, o
H LS =
OroF XIEH2 A DXL GtLE LEES LMAIDIX LOA & ME high

=2o

disable 2 A A3IH ECt. ©
X~
o

disable low disable

Hu
ix
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H 13. traffic-control && HE

a0 49 fc
traffic-control pps oY ZES EE Z inbound E£= interface
<alllunicast|multicast|broadcast> outbound EZHEO| 5L S8 Egjmiats
<inbound|outbound> <1-1500000> JZ=O 2 pps B9l 2 & X504, block-mode
<1-1500000> block-mode 2 AmEC)

traffic-control pps oY ZES| EfE = inbound E£= interface
<all|lunicast|multicast|broadcast> outbound EZHE O S S8Y Ejmu
<inbound|outbound> <1-1500000> JZ=O 2 pps B9l 2 & X 50, alarm-only
<1-1500000> alarm-only BT

no traffic-control pps e &3 2 ol MIStC. interface
<alllunicast|multicast|broadcast>

<inbound|outbound>

traffic-control kbps all oY LEQ| E{E = inbound &= interface
<inbound|outbound> <1-1000000>  guthound E2HZ ELS I E O kbps £+
<1-1000000> block-mode 2 £ & GHH, block-mode 2 & & &tCL..

traffic-control kbps all oHE ZEQ E2E S inbound &£ = interface
<inbound|outbound> <1-1000000>  gythound ENE E2S J|F O 2 kbps &S
<1-1000000> alarm-only 2 SH5H0, alarm-only 2 & & BHC}..

no traffic-control kbps all oHE & &2 ol MIStCh. Interface
<inbound|outbound>

traffic-control report-interval <1- ots H 200 LMAIZ R 2 E S Config
1440>

traffic-control observing-period <1- E{iZ SHE | fIoll A S| fI8 Al2F  Config
1440> A

Traffic-control alarm-mode high High threshold 1} low threshold Ol 4 & &2  Config
<once|repeatable|disable> low 15| LA BHS EEAH/EEAHOLEE 2 I D CE 2
<once|disable> SR AR AX

show traffic-control Mo &8 2 HEHE EHEL Privileged

Switch(config)# traffic-control report-interval 2

Switch (config) # traffic-control oberserving-period 2

(
(

Switch (config)# interface fal
(

Switch (config-if-fal)# traffic-control pps unicast inbound 100000 50000 alarm-

only

Switch (config-if-fal)# traffic-control pps broadcast inbound 100000 50000

alarm-only

23
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Switch (config-if-fal)# end
Switch# show traffic-control

Traffic Control Status

Report Interval : 1 minutes
Observing Period : 1 minutes

Alarm Mode : High - Once , Low - Once
Interface : fal
Status : Normal
High Low Average 1 Minute Alarm
Threshold Threshold Rate Rate Count Last Alarm
Time
PPS
All In : - - - - -
Unicast In : 100000 50000 0 0 0
Broadcast In : 100000 50000 0 0 0
Multicast 1In : - - - - -
All Out : - - - - -

Unicast Out : - - - — _
Broadcast Out : - - - - —
Multicast Out : - - - - _

KBPS

total 1 entries found
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I LAN(VLANS)

VLAN JHf &
VLAN 2| &4&
L E DJ|B VLAN(Port-Based VLANs)

4.2.1.
4.2.2. EH ] VLAN(Tagged VLANs)
4.2.3.
VLAN 74

4.3,
4.3.1. VLAN 1D
Default VLAN

4.3.2.
Native VLAN

ZE DJIEF VLAN 1+ EHZD VLAN &

4.3.3.
4.4. VLAN &€&
4.4.1. VLAN €8 &&
4.5. VLAN && Ol Xl
4.6. =

VLAN &€& d2

= Xt

FE

H 1.VLAN €& 9380
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—L

-

2l 2
==

N;

I
12 1.E3016H SERIES AR X2 ILE JIBF VLAN A Ol ooiiiiceicececeee e 7
8 2. F AAX0 Z2HA SEE S TE JIBE VLAN e 8
12 3.5 AAX0 ZHA 2FE F HE ZEE JIEE VLAN et 8
O 4. B0 22 S B0 22X %22 T Sel® UOIH & e 10
O 5 B0 22 S B0 22X 22 ZH Y =2l & GO0 & e, 11
= G N Y I Y SRS 13
18 7.VLAN & & 0l Ml — TAGGED AND UNTAGGED VLAN .....ccviiitiiiiiicie e cie st e steesne e steesreesrnesnne s 16
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JbAE B (VLAN)

Jtal LAN(OIGH VLAN)2 UIER T AMEXLt 2IAAE =282 OS&e HO0ILh 0I5 AME
A2 elhAis ARXS ZEN HAZE0 JUCH VLAN S AFEE2EZM B2 Al2tE AZ20t=s
HERK3T 22| &S0l S0IcHAIH EZ2EHAE EHEZ HHELEZMN UHWERIY &5 3

JtetCh.
of HlldE G352 WEsSS UELH

VLAN JH 2

VLAN o S&

VLAN &3

VLAN &3 dY 2 I|(Displaying VLAN Settings)
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4.1. VLAN Jj=

SclH822 2 LAN o0l <IXct Selols AHME8 20l EISS s “Ita
LAN(VLAN)"Olet E0i2 H&stlh. VLAN 2 HH JIs, &8 52 S0l 2o =¥ +
& =0 OE VLAN 22 EH0| 2ddJte A= &Aotd, 22 VLAN 2 ZHI0AHZ2H EcH
LS 3400 UERIAS s S4AlE EREMNAE THQO0ICH = VLAN S ALE6HH
VLAN KN E(segment))t St=RAI2 SclAHQ AZ0 2o REE A &1, 22/ 2=
=c|&He 50l 2lof =aAstH & =L

VLAN 79

VLAN 2 =28 ¢& =2 NFH2 AX0 OE FEL0sE JIs, Z2HE 115, S8 st
22 DAHO JIE0 2o =clHe2 A2 AAE UERIIOICH HE S0 S HNYIAS
of 2ol MMEE= 2= FAAHOEL Ml 12 =clHel UWERD 320 &28101 €
2 VLAN 22 ¢ZE = UL &8It AH0I=2 0IS0ILt HEHXl 80l 2AZEYNH 2= S
of ERIDE MEdot= 20l Jtsottt

VLAN £ A?X2 HEgCZ HodE EZENAE ez 24e = UL VLAN 2 oLt
o 2N ez AZEHE U2 S MAERAE =2 222 242 €2 UEH
3 FHH)ez2 FdeElth. VLAN 2 d3He!l LAN Fd0lA et 2o HEtes =22
(segmentation) MHIASE HME3tJ1 fIoi AF2ECH VLAN 2 &4, 22 UWERT &2l Jis
£ HMZE8tCh VLAN S 4 0AM ctRE=E EREMNMAE ZEHE, 2o, F Ecie

A =9, Ol E
82

° NAE Zyg

lo
>
40
>
rr
1n
<
<
>
Z
>
IS
2
>

A

S8 MOE Hzsetth. o= ds8U

OtLIct (lde 2 &MEotX Ee=Ch

VLAN ¢ ZH

VLAN 2 AtE5tE OGSl €2 E&80l ULk

= Edid MK
HSHQ UERAIDNAN= 2 EHIS CIOIH ==& {22t &2801 2= UERZD FbI
Z dEHE E2E0HAE EdE R0 &&= 2dA2ICH VLAN Wl 2 EXlse
22 EREHAE T ol s B0 2= EREHAE 2SS =480
Bt CHE VLAN 0] Sots ARIXIS ZEZ= BEZEHAE EciE0l 8SEA Z=C
N VLAN S AIE0lH BEZCEHAE Ase g

= 8
(S

Ol

EciZOl 91E HERZIZ HML=
F

HERIS a8 &)

>
N
>
nw
4
30
O
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B HESZD 2ot A3t
(0]

HSHO UEHAIDNAM= UERKIAN E2ots =72d= UERD clail 82 =
UCH L&, AMEXIE GIEE SotH UWERZA 24IIE K6 D UWERKAY 2=
S8 £ = U ECh otXI2H VLAN S ALE6HE VLAN 0l Z& & FHls2 28 &
2 VLAN 2 g3 st sS4 = UALH, AKX ZEN ZREE 5ol A2=
O 0ld 2= UERD a0 E2E =+ 8iCh 2tef VLAN A 0 =8 EBIJt OE
VLANB 2 |2t SA&lohoF e, EcfE=2 BtEAl 2tRE EHIE HAMOF 8t
m RS UERIZ &

HSHO UWEADNA UWERAD 22kes U2 Olst B30 E2 AlZE ABIUCH
grof IO THE AME UIERIDZ sAHAUY, 28 SHEX IP FAE =322
ZolloF &Ch AIAE 2= VLAN 8 Sot0 =c2|/H2 HERI F4E22ZM 012
et 2MES 2L = UL

42. VLANS S3

E3016H Series A9 Xl= =0 256 2 VLAN 2 XI2&tCH VLAN 2 OS2 JI=0 ek -
= Ch:

=c|& I E(Physical port)

802.1Q Ef 1(tag)

&l JlEse 28

4.2.1. IXE J|gt VLAN(Port-Based VLANS)

ZE J|Bt VLAN OIME ARXIS ot = 1 Ol&9 ZE OE0 VLAN 01£0| &=
ZE DI VLAN Ol &% = AQX ZEE access LECF 220 otLIC| access TE= 224
otLIS EZE J|BF VLAN 0|2t &6HCH JI28 22 2E ZE = VLAN 1(default VLAN)2| access

E
ZEZ gEEh

OlE =9, <& 1>°2| E3016H Series A®IXI0A 1, 2,5, 6 ZE= VLAN A 2| access ZEO0|
1,11, 12, 15, 16 ZE= VLAN B 2| access ZEZ & el 3,4, 7, 8, 11, 12, 13, 14,
15, 16, 17,18 ZTE = VLANC 9| access ZEZ & O|&tC}.
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VLAN A
2 1. E3016H Series A2 X2

VLAN B

EZE DI VLAN 24 0

N2 C2 VLAN 2 RH2 =0 S4l6t)| flaid=, HIE 10| 22l8dez 22 1/10 259

AEZ0ICH2tE ZHYS ALXI0 2o 2HRE T0{0F ST 01212 2H2+29] VLAN 0] |8t

IP =42 JIX 22 AEHHOoIAZ HAAFCO0F &= 20|&HCH

X E 7|4t VLAN 0.2 29X F7|

IZE DBt VLANCZ & ARXE KRodH, 22 HH= off0r StLY.

1) 2 AXMAM VLAN Ol CHS' access ZEE &Y EHCH.

2) 2 AIXI0A VLAN Of &&& access ZE = oL S AIZ6IH & AR/AXE HOIER
HAHASHCH el JH2l VLAN = HZotd ™, 222 VLAN OtCt AHAOI=2 ARXE HZH
OF StCI.

<% 2>= AZ U2 2 2 E3016H series AR XIE oL VLAN C 2 S gEHs BH=E

Ct. A ARIX 12 4008 ZE= VLAN AZ ESL T2 YT UCH £ AKX 29 4

N ZES VLAN A2 access TEZ YL ULH F ARX= <08 2>% 20| 45 HAEHG

O otLISl BE2E HAE TS SHAHSH.

Z
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VLAN A

a8 2. & ARXM 2HA 28 @Y ZE DB VLAN

40
pal
2
>
i)
(=)
H
fe]]
[
10
Hel
Im
rr
IS
<
—
>
Pz
10
Q
o
o
@D
wn
7]
Hel
Im
HU
e
0
m

<J& 3>2 S E3016H Series AXAXI0 Z2HAH A8 &= SIS VLAN £ BEHELCH AH
X 10lAM ZE 3,4,5,6 ZE= VLANA 2| access ZEO0|1] 9,10, 11, 12,13, 14 MK 2 EE&=

VLAN B 2| access TEZ ST QUL

SWITCH 1
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VLAN A= ARIXI 12 EXE 30t AKX 22 EE 49 HEES Sol ARIX 11 ARAX 2E
F=Ch VLAN B = AKX 19 ZE 11 0t ARX 22 EZE 20 AFOIE H2AMH AR(X 1 0

?IX 28 Felh
Olgd €8 &8s ASotdH, ol el AIXIE OO0l M el(daisy-chain)2 2 HZote
VLAN = dd& =+ ULH ARAX=E 222 VLAN o AZ= ?let 8 access EEE Jt
ZE

2+
H, 82 access = 2 A/XI0A VLAN 2 access EEQF HAEICY.

4.2.2. B VLAN(Tagged VLANS)

Ei 2 (tagging)2 Ethernet Z 220l Eid(tag)ct= HEXl(marken)E & ots &HO0ICH EiD0=
21219l VLAN 2 A/Z5tJ| f18t VLANId Ot Z& & Ch.

Notice 802.1Q Ei]l TS AIEStH IEEE 802.3/Ethernet Tl = CH

b 30121 1,518 HIOIELECH ¢4zt 2 ZYYdsS YMAIZ = UL 01A
2 802.1Q £ XI&otAl &€= OE ZH2 Zde old t2H0 &

£ £ &+ U2H, E£& F= 40 802.1Q E XIRSHA &= EcIX

ctSEIF EMEOE UWESRD ¢22 2MHE 0lg = UL

ko o

BiOd= Ml ARIXIE S= VLAN S &40t o JtE dEtECz ME= ZHEOICH B
£ AZE0otE, Kdd JHel VLAN Ol ot Olafel EEIE AE0l0 ZdlgsS s=4g = UL

Bl VLAN Q2 & CIE #E82 otLtel &
VLAN 2 AHHE Ch£=2] VLAN 0l =56
Hl= SIS Al IEEE 802.1Q B412 X €5

VLAN Ej29] & (Assigning a VLAN Tag)

m

2 VLAN & d4dg [ VLANd E &5 =0 ZEJF Bl VLAN & Edd ZEZ Y5 ]
AMEZE [, ZE= 802.1Q VLAN EH1Jt €2 ZdE=S MEEC. 0 22 E{11 VLAN 2
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VLANid Ot T2l Ef1Z ArSE Ch

VLAN o 2= ZE0 BZ=Al B0 2= A2 OtLItH ZEZ 4lE 20l AKX AR
£ dEY(forward)E M, A9X= TS0 et 22 SHEX ZEJ B0t 22 ZdSS ME
ot=Al E2 Bt X @2 ZdlZ =S AISot=XE 288t A2XI= VLAN 0 Uigt ZE

I
SFZ0 [et Ze ol EH2E FItotA L AFMISHC.

Notice VLAN O] & EAl 22 ZEZ 1] VLANS2 B Zg 0] =4&lZH,
T2 HOI=C & =0 VLANId JF 10, 20 o 2HQ ZE=Z
VLANId JF 30 ¢! ZglZ 0l A= 0UE ARAX= O 2SS Hellh

<J8 4>= Bt 22 ZdgW B0t EXNRE ZdSS AEdts UWERKIAAY SelHol

cl& ool =

THo

Eil:.JJ B0t EX &2 Zdle

F|0

J8 4. B0 2
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<J8 552 =

g2t WERS =cl&el tolo

VLAN A

System1

Port 1, 2, 3, 4,
5,6

System1
Port7, 9

System?2

Port 1, 2, 3, 4,
5,6

System?2

2H

g=s 20

Ct.

MHA

VLAN B

System1

Port 11, 12, 13,
14, 15, 16

System?2

Port 17, 18, 19,
20, 21, 22

J8 5. B0 €2 Zd2W B0 EX %2 T =2& ool
<8 4>% <8 5>0M:
m 2 AXC E¥Y ILE(Tagged ports)= VLANA 2 VLANB 2 EciEE N ESHCH
m 2t A EYE ZEE= HII 22 ZYYs MSSHCL
B AAE 1 9 ZE 17 2 HAE MB= 802.1Q EHAE XIR6t= UWESI CIHHIOIA
JIEE &H=56tD A2M VLANA 2L VLAN B 2 2 H 0] Ct.
B (2 CUE2 B EXRS TS S48,
T Yol ARXE AL M, A*/AX= SHEX ZE0 Ol Bt 22 ZeedS A=E X
IO 2X 22 ZHYs MEEXE Z2IFSU AHZREH S4lEHe 2E Ty EY
3 ZEZ S4EE T Y= B0t 2=C0h ofXIeH UERKAS U8 EXZ S8l =
T o= et X L =L
4.23. HE J|g VLAN It Ef1 VLAN S &8
St ALIXINA ZE DJ|BF VLAN It BT VLAN 2 S8oiM AISE £ ULH & ZEDI £dt=
ZE JIBt VLAN & & Gtliets =2 Oteid ZE= Oef VLAN o BHOE € = UL F,
EZE= SAI0 ottel ZE J[EF VLAN b 02! JHel Ei VLAN 2 HBioF 2 = RUCH
11
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4.3. VLAN 4

VLAN id 2 gt22 1 2H 4,094 At012] =XE AIEE = UCH ARIX
=822 ottte VLAN 0] &0 /A2 M (default VLAN), O VLAN 0
= MEEL [etd M2 2H=0Xl= VLAN 2 VLAN id 2| gtz 1

nio

VLAN id 2 g&te=z 1

AEE 5= 8L

VLAN id = EiJ VLAN o @HHel ZEJ EET 2E0AN S&HE I ZdS0 =0l= BHd=Z
AE=LCH VLAN id € 22 283 R0 JotA &= VLAN 2229 Zgg sS40 g4e
= AL2Z, &M UWERZD 4= & 1ot VLANIdE Z&Zadi0F sttt

4.3.2. Default VLAN

ARAX0=E OGS 22 E42 A= default VLAN 0 & & &0 ULH.

Default VLAN 2 VLANId 2/ Z 1= AIEEHL
Default VLAN 2 Ei1E AIE0IAl Z=CH

4.3.3. Native VLAN

2t Ecl® ZE= PVID(Port VLAN ID)E JtXILD RUCH 2= 802.1Q ZE0N= Xtal2l native
VLAN ID Jt PVID 2| gt22 ZE&Ch B0t X @2 2 Zdg2 PVID 01 UEHH=E
VLAN 22 St ZEZ B €2 2 s =A¥s ZR0e Zdlg2 BH1E O
£ MEECH otXIEH EfO0F EXEE ZdZ0l =A=0H, 2P0 2= PVID gt B

ol

2 %=

tCH.

‘

<2 6>HE EHODF 21 ¥ Ty
VLAN 2 X &3dt= EclXIL end station

HolEsz AZE = UL

| S&St= A0 AELEZ,

I VLAN 2 XI&36tXl 26l= Ec2lXIU end station =0l

S
T
<
O
S|
M

© o
IF
o

o
o
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VLAN A VLAN A

PVID=A VLAN-aware V0LAN-aware PVID=A
Bridge Bridge
Arcess il W — e
ports PVID=C | PVID=C —] ports
PVID=B LR ’ PVID=B
VLAN B Trunk VLAN B
link ‘1'

Y S LAN C
"ol

VLAN-unaware

VLAN-unaware .
i End station
End station !J'
VLAN C
PVID=C

VLAN-unaware ~ ' Sha oo dl ‘1' VLAN B

End station | \J %

% YLAN-aware
End station

JJ& 6. Native VLAN

OE S0 <% 6>2 ol 220U MAHE S end station 0] S Ex3 &

E M2 X, OS2 VLAN = QlAIGHA =26+XICH VLAN S QlAlgste E2IXS PVID Jt

VLAN C 2} S2o6tH ol22 VLAN C 0l &< 20|CH VLAN =S £20l= end station
k=l

2 B 2X

= Z0lA= E3016H Series A2 X0l VLAN S 230 MEX= HESS ZZEH VLAN &

g2 ts2 gAHz dd=th

1) MAS VLAN I ZRE S
2) HEEDJ} SBYE VLAN 2 E20f

3) VLAN 0 &tu Jte [, 802.1Q Ei1Cl AtE
S

=

e
10

H

Im

un

]

0Q

o

Q .
<

—

>

z

=2 In
H

Im

un

I
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4.41. VLAN &3&F

Z 1. VLAN €3 FEo

H3E &9 2c
vlan vlanid m VLAN D} 2t gt
m 12 default VLAN 2

rul_o
b
M
gﬂ
O ¢

switchport mode m IIEO VLAN E}¢ Interface

{access| trunk} n EE DBt VLAN)
0 X %2

=
L ¥sS Sxdlcte B2 VLAN 2 QIEH 0l A

B trunk- ZEE EFIJENA VLAN)Z Z &S]
E D)

E2 Zdegs &

switchport access B IIEE VLAN 2| access LEZ A HSEHCI Interface
vlan vlanid " DC)} access 2 AFEH, AFE TEE=VLAN
of e ZTEZ SHSEHL

® vianid: 1 2 H 4049 AtOl2| gt
switchport trunk m IEZ VLANS E33 ZTEZ HFSHC. Interface

i
>
0K
o
[m)

add vlanid = ZES 02l VLANQ E¥3
®™, 2 VLANOll CHolf oI &&
® vianid : 2 & 4094 A0l 2

o gk
® Default VLAN(VLANid=1)< ZE 7|89 VLAN
o2 A&

1 VLAN & Interface

switchport trunk " TEDJ} 802.1Q EYT BE, = E
native vlanid =

A Xl ot
Edims Ié native VLAN 2 &3

® pative VLAN 2 &F0oIAl Z2H default
VLAN(VLANid = 1)0| native VLAN 2= & &
® vianid: 1 & 4094 ALO|S gt2 AtE&StCh.
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=10 &89 Qc
switchport trunk m ZES HAIS VLAN o HHOA X2 AIZICEH Interface
remove {vlanid|all} ® vianid: 2 2 E 4094 At0|S| S AFESBHLL.
B gll: 2 VLIANCZEH HHUHAM X2

45. VLAN &€& 0Xl

Ct=2 W MO A= VLANIA JF 256 2 MASIL], VLANOI IP =4 132.15.121.1 2 &%otd, &
E 220 ZE 4E VLAN 0| &Ystlt.

Switch (config)# vlan 256

Switch (config)# interface vlan256

Switch (config-int-vlan)# ip address 132.15.121.1/24

Switch (config-int-vlan)# interface fa2

Switch (config-int-fa2)# switchport mode access

Switch (config-int-fa2)# switchport access vlan 256

Switch (config-int-fa2)# interface fa4

Switch (config-int-fa4)# switchport mode access

Switch (config-int-fa4)# switchport access vlan 256

Ct22 oHMOA= EHZ] JI8t VLANId £ 200 2 &4Yotl, ZE 19 ZE 22 EEd] ZE=Z
VLAN Ol =DJt8tC}.

Switch (config)# wvlan 200

Switch (config)# interface fal

Switch (config-int-fal) # switchport mode trunk

Switch (config-int-fal)# switchport trunk add 200

Switch (config-int-fal)# interface fa2

Switch (config-int-fa2)# switchport mode trunk

Switch (config-int-fa2)# switchport trunk add 200

CtE OIMl= VLANID JF 120 QI sales 2 VLAN 2 4 4SHCH VLAN 2 B 22 ZE(EEA
EZE)Q EHOJF EXLS ELE(access ZE)E 25 LESiCH ZE 1% XZE 20= B0t 2
D, ZE 30 ZE 4 0= B0 EXNE=0. BAIHRSZ H80HA E=0E ZEN= B0t
XN Z=Ct.
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VLAN sales
(VLANId = 120)

port 3,4 _i

port 2

VLAN sales

port 1

Tagged packet _i

(VLANid = 120)

i VLAN sales

<
-

Tagged packet
(VLANId = 120)

8 7. VLAN &3 0llHl —Tagged and Untagged VLAN

Switch (config)# wvlan 120

Switch (config)# interface fal

Switch (config-int-fal)# switchport mode trunk
Switch (config-int-fal)# switchport trunk add 120
Switch (config-int-fal)# interface fa2

Switch (config-int-fa2)# switchport trunk add 120
Switch (config-int-fa2)# interface fa3

Switch (config-int-fa3) # switchport access vlan 120
Switch (config-int-fa3)# interface fa4

(
(
(
(
(
Switch (config-int-fa2)# switchport mode trunk
(
(
(
(
Switch (c

onfig-int-fa4)# switchport access wvlan 120

OS2 AQIXe ZE 12 ZE J|8 VLAN Marketing 2t Ef 21 VLAN Engineering 2| #HHg &

Ol Ol CH. VLAN Marketing 2/ VLANid = 200 0|04, VLAN Engineering 2/ VLANid = 300

o
—
=
—

0

t
b,

(=)
(_1 Ol

Switch (config)# vlan 200
Switch (config)# wvlan 300
Switch (config-vlan)# exit

Switch (config-int-fal)# switchport mode trunk
Switch (config-int-fal) # switchport trunk native 200

(
(
(
Switch (config)# interface fal
(
(
Switch (config-int-fal)# switchport trunk add 300
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EE fal 2 B0t X &Z2 Zdld0l =4l H AX= VLAN marketing 2 2H ZEZ =
ddsS MYSHC.
46. VLAN &3 HE &0l
VLAN &3 HEE 2dd U329 YES ArESH
S0 g9 ==
show vlans = VLAN & 2dE 0389 % d8E &4t Privileged
» VLANId
o QY HE

Switch# show vlans
VLAN MEMBER-LIST

1
2
90 faz
100 fa4
110 fab faé
120 fa7 fa8
130 fa9 falo
140 fall fal2
150 fal3 fald
160 fals fale
100 fal fa3
256
Switch#

17
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5.1.

o)
30
4l
ol
7l

-

10
JJ

B
70
el

i
Kk

I
T

-

RO
H

2Ol Ct.

=
[

HIESIT AEHHOIAN & ot

o2 M CIEHHOlA= layer 3 interface &

[==}

sos

P =42

Ct&2 eIEHOoIAu IP

fAIX=

®  VLAN interface

A
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=P\

HIER 3 AEHHOIAN IP

5.2.

IP CIOIE Z1850I

IP FAE 24lE

0l 2t

un
oF
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ol
<
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0l
A
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SiCH.
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H 1. AIE IS8t IP =4

Class FA HS AHEH

A 0.XXX. XXX XXX ofl <t
L XXX XXX XXX ~ 126, XXX XXX XXX NE=PUr=
127 XXX XXX XXX 0l 2t (loopback)

B 128.0.XXX.XXX O] 2
129.0.XXX.XXX ~ 191.254 XXX.XXX AMEIs
191.255.XXX. XXX 04 oF

C 192.0.0.xxx 0l <t
192.0.1.xxx ~ 223.255.254.xxx AME JIs
223.255.255.xxx 0| 2t
224.0.0.0 ~ 239.255.255.255 YEIMAE O =4

E 240.0.0.0 ~ 255.255.255.254 0l *
255.255.255.255 BZ2ElAE

b Notice IP =400 CHet SAIHQ Jl= Atet2 RFC1166

=2

, Internet Number 2

Notice HERIZD BHSE &9 2HodH, dalH AY
ISP(Internet Service Provider)0ll Hl 22| &t2f.

IASE HBotl U=

E3016H Series A®Xl= dtLIS AHHIOIAN =22 IP FAE 2Hote JIsS KJEHC
E3016H Series A9 Xl= CIHHOIA & ZITH 2 JHel IP =AE HFHE 4= QUL Crst A=

N =012 IP =40t |RE0tH AIZEC OS2 & LEer"el S2Z0I0H
B S3 HERI MOHEE s 26 SAE FAI 00 UK 2LCH S S0,
300 S SAE FAE LRI 5= otLIS 22IFQ ABY 20, =2|&el »Jeunt
Ct 254 4ol SAE GlE0tEE MEY S FHetCt] JHEGHAL etELE access A
A =200 IP =45 AIESICHEH otUtel Seld MBUsS IR SIS =celFel

o

Heuws pag & ACh

I=y=}
=21
OITH =AM FAO HEs AE

HE 2 2 ECXNE AZol0 FEDN UALH, MEHSZ
2 MBSz M ctRH Jlgt
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c
e

HERZDZ d&s sl 2die 2N MOHEN 58 2REs 1 MIOHE

AAIZ 2D elAlg 4 QIC

A

m 8 HERADS T ANEU=2 UE UWEAZN 2df =cla = UL S=IHe F=AE
Eot= UE UERIN 2ch SelHz 2ele MEBULZRE otLe WERIE 2
g = RUCH 0 HloIA, H UERAI=s EEHALL & B UERIDS &0 fX
stCt. MEU=2 ctRH2 otLt Olatel 2date AEHMHIOIAN SAIO LIEHE == QLT

=

HESID QEIHOIAN IP ZAS U520, CIEHOIA 88 DEUA 122 HHS AR
SHCH,

H 2P =4 8y Y0

2 0f So

ip address ipaddress/prefixlen m QIE{HOIAN ARE IP TAS AFFH

b Notice Prefixlen 2 ip address & W E=RES 7 256t= bitlength & 2 &L,

5.3. ARP(Address Resolution Protocol)

ARP HIOI29 HEE &0I5teiH, priviege 2Z50A TS < B 3>2 HHEOUE AIESHCH
H 3.ARP BZ HF& <8t 9380

9380 &9

show arp ® ARP HIOIZ22 HELZE &6ttt

5.4. Default Gateway &3

IP I{2!2

Jm
0
o
o

Aol Chet 3=

]
4
0x
It

>

SACHH default gateway = 1SR =LA At
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e 2SS0l EULHE Default gateway £ &3&ole!™ Config Z=0AM

E 4. Default gateway &8 &

=N 49
m Default gateway & SS&tCh.
HOIESOl HXI2 IP =&

ip default-gateway gateway-

ipaddress B gateway-ipaddress:

£ G AISHC.

Default gateway 8 2E &0l5tH ™ privieged LE0AM CH2<

a4 &9
m  Default gateway &

show ip default-gateway
show ip route

55. IP &3 0lAl

o 20lME IP =4 &3 GHME H3etth

B Assign IP address to network interface

m ARP
m  Default gateway

o
0
o
Qo

P =40l 19210.25.1 £

I
0

Chts2 U= AKX vians QIEHHOIAN CSelA |

Switch (config)# interface vlan5

Switch(config-int-vlan5)# ip address 192.10.25.1/24

ChtsS2 MMS2 ARP HIOIZ22 WES 2felot= OIMOICH
Switch# show arp
Flags>> R: reachable D: delay P: permanent

IP Address MAC Address Interface PORT Flags
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10.1.20.61 00:24:54:82:09:f6 v1an4094 fal4d D
10.1.20.85 00:1a:92:3¢c:72:86 +v1an4094 fal4d D

total 2 entries found

ChS2l GlHlE A<9IXI2Q default gateway 2 192.10.25.254 £ & & StHCI.

Switch (config)# ip default-gateway 10.1.20.254
Switch (config)# end
Switch# show ip default-gateway

default gateway information
gateway: 10.1.20.254, v1an4094, active

gateway static mac : not set ( auto )gateway: 192.10.25.254, vlan5, active
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6.1.1.  DHCP Relay JIS JHQ ..o 5
6.2. DHCP RELAY AGENT A & oottt iieesee et s ettt e st e e st e e sn e e et e e st e e st e e snteeanteestaeeantaeenseeennes 7
6.2.1. E3016H DHCP relay Jls EAESE ... 7
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6.2.4. DHCP Smart Relay & & ... ih
6.2.5. DHCP Relay Verify MAC-Address & & ... . ... . 12
6.2.6. DHCP relay server—id-relay & ... ... . 13
6.3 DHCP RELAY ELIE & & Bl ittt ettt eree 15
6.4. DHCP RELAY E & Bl Al c.oeeiie ettt st be e be e reenreennne s 16
6.5. DHCP SNOOPING IS ooiiiiieiitiieiieesieeestte e sttt stte e s tta e st e e ssteesntaeataeesnteaesssaesnaeesnsaeesnbeeenneaens 18
6.5.1.  DHCP Snooping 715 JHR ... 18
6.6. DHCP SNOOPING & & ..ttt ettt ettt et e e et e e et e e e te e e bae e sbeeeeaeaea 19
6.6.1.  DHCP Snooping IS8l EESt ... 19
6.6.2. DHCP Snooping Vian A& 20
6.6.3.  DHCP Snooping information option(OPTION82) && ... ... ... ................ 20
6.6.4. DHCP Snooping Trust Port A& . . . . 22
6.6.5. DHCP Snooping max—entry A& . 23
6.6.6. DHCP Snooping Entry Time A& .. 24
6.6.7. DHCP Snooping Rate-Limit A& ... . . 24
6.6.8. OHCP Snooping Verify MAC-Address & ... ... ... . . . 25
6.6.9. OHCP Snooping Manual Binding & ... ... . 26
6.7. DHCP SNOOPING ELIEIZ & ZE2] Lottt sttt 26
6.8. DHCP SNOOPING & & Bl Hl ..eveeeeee ettt te et e e eeteeeaeete e teeeteeeteeeaeeeneeas 27
6.9. REFERENCE ..ottt ettt 28
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5 =X

J

[ |
12 1. DHCP RELAY AGENT 2 Af DHCP SERVER 2] BHIIAI Kl B E e 6
12 2. DHCP RELAY OPTIONSZ..... . eetiteteueseteuesesesesesssssesesesesesssssesssssesesesesssssesssssesssssssssssessserererere. 9
12! 3. DHCP SMART-RELAY S 2 & R oooiiii ettt ettt et ettt e et e et et e e e e e e et eeeeeeanan 11
12 4. DHCP RELAY SERVER-ID-RELAY S 2t & R ..o ii ettt e e e e e e e 14
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DHCP RELAY

6.1. DHCPRelay Jls ¥ &%

6.1.1. DHCPRelay Jls &

® DHCP Relay = DHCP Server Jt 8l= WIERIAZ2H UE WER I EMct= 104 0148
DHCP Server 0l Hl DHCP &= BOOTP Ii2! 2 SH o= T2 E20|C}.

E3016H Series User Guide 5



ts2

E3016H A2 X|Jt DHCP Relay Agent 2 DHCP Z2c2i0|HE2l IP A AKX
Server 2 M &ol= & XH0|CH.

£ DHCP
HostA DHCP server
E%}v/
DHCPDISCOVER(broadcast) DHCPDISCOVER(unicast)
_  DHCPOFFER(broadcast) DHCPOFFERgubiqast)
DHCPREQUEST (broadcast) DHCPREQUEST (ubicast) R
DHCPACK(broadcast) DHCPACK(ubicast)

E3016H A2 Xl

(DHCP Relay Agent)

2 1. DHCP Relay Agent 2 Al DHCP Server & BIAI Xl A&
1) DHCP 22t0| ¢

—

= IPE RF561J| ? ol DHCPDISCOVER 0l Al XI £ Broadcast & & &tCt
2) DHCP Relay Agent = DHCP Z22I0|HEQ IP QA HAIXIE %4150 DHCP Server Ol Al i &
Ol AIXI £ Unicast & & &8tCt
3) DHCP Relay Agent 22 & HAIXIE #=&18t DHCP Server = 22I0|HEE & IP =4, JI2
ctREH S2 82 E Jt& DHCPOFFER £ Unicast 2 DHCP Relay Agent Ofl Hl 8 &8
4) DHCP Relay Aent = ==

otCt.
418t DHCPOFFER HIAIXIE

5)

=2ct0| A
DHCP Server 2F 22401

E 0l Al Broadcast & & 8HCt
E AIOI2] DHCPREQUEST 2t DHCPACK Ol Al X
DHCP relay agent 0fl 231 & & &I Ct.

c

£

-

gst ez
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6.2. DHCP relay agent & &

E3016H series & DHCP relay agent & AI23tH DHCP 22t0| A
DHCP Server 2 S A6t H = CF.

6.2.1. E3016H DHCPrelay J|s &4d3}

EZ2H2 DHCP 2+ E &

NPk

222 ARXI2 DHCPrelay Jls2 HI# &3 T /UCH global E& 2E0MM G2 EEE A
Z0l0{ DHCPrelay J|s2 &4 AZ = ULH

g2 8493

service dhcp relay m A2X|2 DHCPrelay JIs2 43}

m DHCP a0l JIsS Hlg&4d3t oted®, 0| EE 2 no SEHE ME

CtZ2l 0l k= DHCP Relay 7152 &4 atot= 0K OICt.

Switch# configure terminal

Switch (config)# service dhcp relay

Switch (config)# exit

Switch# show ip dhcp relay

DHCP relay : Enabled

DHCP Smart Relay feature : Disabled

DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled

Verification of MAC address : Enabled

Insertion of option 82 : Disabled

DHCP Option82 Management-IP : 0.0.0.0

DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:

none
6.2.2. DHCPrelay agent I AH &3
DHCP relay agent 0l Al DHCP Server £ & &0otJ| Il M= Global & REO0AM OS2 HHE Al
Z&tCt.
7
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80 &g

ip dhcp helper-address address ® DHCPrelay agent J} DHCP Q& W22 SHE M
DHCP Server 2| IP =45 &8
® DHCP Server 2| &t Hl= 01l E&2 no EEHE A2

Notice E3016H series 2| DHCP relay Agent = helper-address £ %/ (i 20 JH )t X
&3 JtsotLt.

CtE2l 0l M= DHCP Relay Agent 0l Al Server =AE Xl &St= Wl M O|Ct.

Switch# configure terminal

Switch(config)# ip dhcp helper-address 192.168.0.254
Switch (config)# exit

Switch#

Switch#

Switch# show ip dhcp relay

DHCP relay : Enabled

DHCP Smart Relay feature : Disabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled

Insertion of option 82 : Disabled
DHCP Option82 Management-IP : 0.0.0.0

DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.2.3. DHCP relay information option(OPTION82) & &

E3016H DHCP relay agent = DHCP 2¢ct0|A EZ 2 H 2 DHCP request & DHCP server & SH &
([, E3016H DHCP relay agent A2 22H0IHEI HZ E Interface 32 E Z& & = UAEED
relay information option JIs& KM 38Ct. DHCP Server = Option82 82 & 21 IP Y % Host
Config MlS B2 & == UCH 0IE=0 DHCP Server = S8 A X2 §& L EO MAC(a)E It
& Host Jt Binding &l QUCHH, S AAXI2 5L ZEWAM MAC(b)E Jt& Host 2l IP & HIAIX

= fAIE = UL
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DHCP Server

dhcp packet
Option82

DHCP Relay
(mac: 000770.000001)

Vlan
dhcp packet

DHCP Client

18 2. DHCP Relay Option82

? DM AMXHE DHCP Option82 = DHCP Relay 2 DHCP Server AOIOI A BH AFE S CH. DHCP
2 £ =Jt5t0,

Relay = DHCP Client Ot 8 &8t IH2! 2 DHCP Server £ £ & & ([f DHCP Option82
DHCP Server Jt 8 &8 12! 2 DHCP Client il Hl X</ & & [ DHCP Option82 £ Al &tCt.
DHCP relay information option 2|52 &43}

E3016H DHCP relay agent 0l Al relay information option JIs2 &4d3stAlI2|0| 2ol eE IS HH

= AtS et

g0 &3
® DHCP relay information(option-82 field) J| =
m JI=2HCR, 0l SE2 HIE24d3 &0 UL

ip dhcp relay information option 2 843t
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Ct==2 DHCP Relay 2| Option82 J|sS &4 st AlJl= G MIOICH

Switch# configure terminal

Switch(config)# ip dhcp relay information option
Switch (config)# exit

Switch#

Switch# show ip dhcp relay

DHCP relay : Enabled
DHCP Smart Relay feature : Disabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled
Insertion of option 82 : Enabled

DHCP relay information policy : replace
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

Relay information option =X & &3

22X o2, E3016H Al2l=2 THEH HM2 DHCP Z2I0IHEZLH 2418 T3 WOl JIE2
relay information 2 E3016H A2 X2 relay information 2 2 CHAMISCH E3016H ALK D2 M
S HZPG)| FEHCHH, Global 2=0A CHS 2 HHEES AFEEHCH

g0 &9
ip dhcp relay information policy m J|2 g2 replace OICt.
{drop|keep|replace} ® drop : relay information O] &2/ T/0f U= 22 HID| &
Ct.

® keep: I E2 relay information £ S XIGtH, I E2
relay information O] 81 2™ switch 2| relay information
= &t

® replace : J| £ 2| relay information 2 E3016H switch 2]
relay information 2 = CH &l &t Ct.

CtES2l ol Hl= DHCP Relay Information Option XH S X4 & &8 2 Drop 2 & & & &HCt.

Switch# configure terminal

Switch (config)# ip dhcp relay information policy drop
Switch (config)# exit
Switch# show ip dhcp relay
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DHCP relay : Enabled

DHCP Smart Relay feature : Disabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled
Insertion of option 82 : Enabled
DHCP relay information policy : drop
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.2.4. DHCP Smart Relay & &

DHCP Smart-relay 2|
S0 & Reply W32
Address £ H&E o=

=2 DHCP Relay Agent Jt Request I{2! = DHCP Server 0| Al 3 2| X & 0l
= AIGHAl 28 22 DHCP Packet 2| giaddrE S CIEHHI0lAS & CIE IP

DHCP Server
" mmees . wesses M (P0OI: 200.0.0.1~10)

A A A H
1 10.0{0.1

. 10.0.

v

!@' DHCP Relay
1

200.0..254

DHGP Client

712 3. DHCP Smart-Relay St # X}
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1) DHCP Client 22 & IP & I{3! S =48t DHCP Relay = giaddr 0l ‘100.0.0.254'E & ot
‘1’ ¥ IH3! 2 DHCP Server 0l Hl <& SHCt DHCP Server = 0| IH2! 2| giaddr & 210 X4l
Pool 20| OtLIZ2 = G Y TH2! S Drop StCY.

2) Reply li2!l= 2 XIR& DHCP Client = LAl 881 IP & Q& &L} 0 IH3! = =41 & Relay Agent

= OlE DHCP Client 0fl CHSt IP 2 & Retry Count & S JHAI2!ICH.

3) IP 23 Retry Count Jt 33 0|%H (4’ ¥ I2!), DHCP Relay = giaddr £ ‘200.0.0.254' 2 & &tCF.
DHCP Server = 0| Ii3!2| giaddr & 211 Xt&I2 Pool S0 U222 E Reply 22 Relay
Agent Ofl Al 8 E 8L

=N 49
ip dhcp smart-relay ® DHCP smart-relay J1Ss= 3t
m JIE2XNOoZ 0 EH2 3t & AT

CtES2l 0l Hl= DHCP Smart-Relay 7| s

= gd3at AlZ2ICH

Switch# configure terminal
Switch (confiqg) #

Switch (config)# exit
Switch#

Switch#

Switch# show ip dhcp relay

192.168.0.254

Switch (config)# ip dhcp smart-relay

DHCP relay : Enabled
DHCP Smart Relay feature : Enabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled
Insertion of option 82 : Enabled
DHCP relay information policy : drop
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:

6.2.5.

DHCP Client Identifier &£ = Client HW Address J} B X

B0 E ASEHCE

DHCP Relay Verify MAC-Address & &

= 3, 0l IHAS Drop AI21D| ?IcH CtS &E

12
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80 &g

ip dhcp snooping verify mac- ®  DHCP Client Identifier === Client HW Address J} H &
address S F<, 0| I2! 2 Drop Al2!CH

m J=deg, 0l Sd2 2435 50 UL

=

CtS2l 0l il = DHCP Relay Verify Mac-Address J| s & & 2 olf Ml StCF.

Switch# configure terminal

Switch (config)# no ip dhcp relay verify mac-address
Switch (config)# exit

Switch# show ip dhcp relay

DHCP relay : Enabled
DHCP Smart Relay feature : Enabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Disabled
Insertion of option 82 : Enabled
DHCP relay information policy : drop
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.2.6. DHCP relay server-id-relay & &

E3016H DHCP relay agent GlAl DHCP Server € 0ef Ji &&= [, DHCP relay agent =
DHCP Client JF & &St DHCP Server | HISH DHCP Request & &&0okJ| flol DHCP relay server—
id-relay Jls& HlSstCt.
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DHCP Server 1 DHCP Server 2

DHCP Relay

DHCP Client

712! 4. DHCP Relay Server-ld-Relay S & & X}

on
J
i

1) DHCP Client 2 =& DHCPDISCOVER I{3!= 22 DHCP Relay Agent = XH&I0llA
DHCP Server 1, DHCP Server 2 0| Al Ii3/ & 22t S &L

2) DHCP Server 1 3t DHCP Server 2 = DHCPDISCOVER 2! 2 21 22 DHCPOFFER If2! 2
2 Reply &tCt. DHCPOFFER I 2! 0fl = DHCP Server Identifier Option Filed 0l Server IP 3=2-J}
AT 0 ALCH

3) DHCP Client = DHCP Server 1 Ut DHCP Server 2 £ £ DHCPOFFER IH3!2 &1 0] S0l of
LtE &IE4GH0d (ex. DHCP Server 1) DHCPREQUEST I3l 2 & &&tCt. DHCPREQUEST IH 3! Ofl
S DHCP Server Identifier Option 0l {UCt.

4) DHCPREQUEST I{2!E =4It DHCP Relay Agent = DHCPREQUEST 2| Server ldnetifier
Option 2 £ 11 DHCP Server 1 0l A2t DHCPREQUEST IH2! & & &StCt Btk DHCP Server
Selection J|s0| 43 T UK 2™ DHCP Relay Agent = XHA0IH SE& 2 DHCP
Server 0|l TH2! = & S 6HCEH

==

0%
Q| o

&9
hcp relay server—id-relay ® DHCP relay server-id-relay Jls= &43}

m 2822 0l SE2 Hl 243 H0 UL

1Y)

14 E3016H Series User Guide



CtS 2l Ol Hl= DHCP Relay Server-ld-Relay 7| s2 & & &tC}.

Switch# configure terminal

Switch(config)# ip dhcp relay server-id-relay
<cr>

Switch(config)# ip dhcp relay server-id-relay

Switch (config)# exit

Switch#

Switch# show ip dhcp relay

DHCP relay : Enabled
DHCP Smart Relay feature : Enabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Enabled
Verification of MAC address : Enabled
Insertion of option 82 : Enabled
DHCP relay information policy : drop
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.3. DHCPrelay 2LIEE ¥ 22|

H 5. DHCPrelay PLIHY & 22 2™

3 of a9

show ip dhcp relay ® DHCP Relay Confiuration 2 £

show ip dhcp relay ® DHCP relay information option 2| 243 2L THEH &
information option He =

show ip dhcp relay B relay o] SH L S48 HAIXIQ 23S JI2H 2
statistics ==

debug ip dhcp relay B DHCPrelay 2 CIHZ J|IsE 843t

{events |packets}

15
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6.4. DHCP Relay &3 0l Al

Ol 2llME T3S €8 UlE MSs&tCt.

m DHCP Relay Agent & & 0l Hl
m DHCP Relay Agent 2 L|E{ &

Cts2l M=
SHot== &

A9

el ol Kl

DHCP Client

dhEp—serve

X2l DHCP Relay Agent Jt 220/ E2| DHCP Q& IH3!S DHCP Server Ol Al
P

et

2 4. 0l Hl HIERI 3 — DHCP Relay agent &3 &3

Switch (config

Switch

(
(
Switch (
(

) #
) #
config) #
) #

config

Switch (config

Switch#

Switch# show ip

DHCP relay

configure terminal

ip dhcp-server 10.1.1.2

service dhcp relay

end

dhcp relay

DHCP Smart Relay feature

DHCP Smart Relay retry count

DHCP server-id based relay

Verification of MAC address

Insertion of option 82

DHCP maximum hop count

DHCP helper-address is configured on following servers:

10.1.1.2

: Enabled

Disabled
3
Disabled

: Enabled

Disabled
10

16
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Switch # show ip dhcp relay statistics

Destination (Server) Count

Client-packets relayed 8

Client-packets errored 0

Destination (Client) Count

Server-packets relayed 6

Server-packets errored 0

Giaddr errored 0

Corrupt agent options 0

Missing agent options 0

Bad circuit id 0

Missing circuit id 0

Client-packets relayed S0IHEI MEE THA S M2 ERLot=0 438

Client-packets errored ScOIHEI M&Ee IHA S MBI E ZRYot=0l &4e

Server-packets relayed MBI dE8 T3S 2Cl0IHER IR Het=0 438

Server-packets errored MBIOL &8t T3S 220/ ER IR Yot=0 AlE

Giaddr errored MNHZ2H =418 DHCP Packet0ll giaddr Jt 81 S

Corrupt agent options Agent &H|0l Option820| Enable &0 U2 O, AHZEE =4 &t
DHCP Ii2! 0l Option82 A E0 2F It UAS(Option82 Length F 2 2+ &
Option82 Length Jt A2 C+8)

Missing agent options Relay Agent &HI0l Option820] Enable &I US M, AHEZ2RH
=41 B DHCP I 2! 0ll Option82 Z £t S

Bad circuit id Relay Agent ZH|0l Option820l Enable =0 US M, AHERH

£ E circuit idOF Xt Interface 8 2)0 2

%4l 8t DHCP Ii2! Optiong2 &
=]

AUS (DHCP 2! 2 circuit Id 2 It DHCP Relay &H|2| circuit id list

ns)

Missing circuit id

Relay Agent ZH|0l Option820| Enable &0
=41 5t DHCP IH2! Option82 &2 = circuit id(Jt
S)

| =
=

ol M, MHZ=2H
Xt Interface &2 &

E3016H Series User Guide

17



6.5. DHCP Snooping 215

6.5.1. DHCP Snooping IS K

DHCP Snooping 2 hosts 2t DHCP Server AtO| 0l Al hosts & 22 DHCP Discover Message 0l CH st

S48 ZAGLD, SEt hosts 2 F E 2| DHCP Message 0l CHall Rate-limit £ <=2 35t H, Option82
HEE FIOHANIGHH, hosts Ol CHst 2 Lease IP Address, Mac Address, hosts It 2 Z & Interface
H 2 S 2 EL&5t= DHCP Snooping binding database € 4435+, X & 22|8tCt

DHCP Snooping 2 Vlan &% 2 &6, JI2&8 22 2= Vian 01| M inactive &FEH O Ct.

6.5.1.1. Trust and Untrust Source

(%]
S
=
o
@
1]
o
re
bal
=
>
=
o
@
1]
o
re
bl
1J
Al
ro
0

. untrusted sources

DHCP Snooping 2 traffic source =
i, DHCP Snooping 2

traffic 32 L= UE HAUAH dissS X ZEL gt 83 2|

untrusted source £ £ £ message & ZE{ & & %= QUL

ol

6.5.1.2. DHCP Snooping Binding Database

uin

DHCP Snooping 2 DHCP Message € Jt£ M 82 E AI20510] database E S& 2 2 Ot X
Ct. Database = DHCP Snooping O &4 3t T = Vlan 2| untrusted host 0l 2 &t entry
Ct. Database Entry = DHCP Server, Client 22 H 262 2= DHCP message £ Validation chec

Ztot 1, Validation check gt 2 state & =0l J| S StCt. L5t S8t DHCP Client 22 E Al&HE &
O A DHCP message = JI& Z22 message 1 8t Database Entry 0l J|S &I Ch. IP Address
lease time 0| & 1t&HLE host 252 & DHCPRELEASE message € 22 [l= state &S0 time
expired, released £ J| =&/, Database 2| Entry J} ZItHgt2 A2 M= JIE 224 Invalid Entry

JbAMMIE D, ME& Entry Ot F=JHelC,

)
=
=

o o

|
L

Hq0
oo

o x

Yo

DHCP Snooping binding database = host 2| MAC Address, Client Hardware Address, Client
Identifier, leased IP address, lease time, received time, State, Vlan ID, host Jt & Z & interface port

6.5.1.3. Packet Validation

= DHCP Snooping 0| 4 3}& VLAN 2| untrusted interface 2 £ & %48 DHCP packet 2
2 ZAECH AfIXE G2 A&0| Z43tH, DHCP Snooping binding Table 2| state & = 0fl
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22 WSS HZAlStCh

® A2XIJt untrusted interface= £ & source MAC address2 DHCP Client Identifier &£&=

DHCP Client Hardware AddressJt & X| 8t Xl &= DHCPDISCOVER 3! 2 &=C}.

6.5.1.4. Packet Rate-limit

-

o

DHCP Snooping 2 s<
DHCP Snooping = J|&
=220, D)l ONIKe R=2=I}

DHCP Client Z 2 2= DHCP Packet 0l CH5l0d Rate-limit & =8 &tC}.
o2 =SS DHCP Client 282H 2= S48t EF2/ 2| DHCP Packet 2 =

Ja

6.6. DHCP Snooping &3

E3016H Switch 0l 4 DHCP Snooping 2 S Al91H, &HIS
ot0d DHCP Client 82 % IP Lease & &, Client J} HZ%

=

DHCP Snooping Binding Entry £ 44 & &t (.

6.6.1. DHCP Snooping J|s2 &43}

JI2N 22 A X2 DHCP Snooping 2| JIs2 HI&4d 3t Tl ULt global &8 2LE0AM G52 H
S E ArSSH0 DHCP Snooping Jls2 243 A2 &= QUL
a4 49
ip dhcp snooping m A 2| X2 DHCP Snooping JIsS &43l
® DHCP Snooping 7SS HI 243 ot ™, 0l B2 no HEHE At
=

[=)

CtS2l 0l Hl= DHCP Snooping Jls2 &4 3t ot= Ol Xl 0ICt.
Switch# configure terminal

Switch (config)# ip dhcp snooping

Switch (config) # exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps
Verification of hwaddr field is enabled

Insertion of option 82 is disabled
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DHCP snooping is configured on following VLANs:

none

6.6.2. DHCP Snooping Vlan & &

DHCP IH3!Z Snooping & Vlan = & &stLt. 4& & Vian 0/2/2 Vlan & S1tot= DHCP Ii3l2

Snooping & Xl & =C}.

801 £9
ip dhcp snooping vlan vlan_ID ® DHCP Ili2! £ Snooping & Vian & &

® DHCP Snooping Vlan A&l = 0|

dd2 no HEHE AIS

gok

b Notice DHCP Snooping 2 DHCP Relay 2t
S XY 5t €L

HAtEE

=

4 <, DHCP Relay Jt Ti3!

b Notice DHCP Snooping 2 DHCP Relay 2+ &1 AlE

s &
DHCP Client & & Vlan 25 Snooping vlan 2 & X

<2, DHCP Server 2t
| &8l OF &+C.

CtE2l ol Hl= ‘vlan1'0l DHCP Snooping 7l s2 &4 3t o= 0l MO0l Ch.

Switch# configure terminal

Switch (confiqg) #

Switch (config) #

Switch (config)# ip dhcp snooping vlan 1
Switch (config)# exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins
DHCP Packet rate-limit per client: 2 pps
Verification of hwaddr field is enabled
Insertion of option 82 is disabled

DHCP snooping is configured on following VLANs:

vlanl

6.6.3. DHCP Snooping information option(OPTION82) & &

DHCP Snooping 2 DHCP Z22t0|H E=Z 2 £ 2| DHCP request £ Snooping & [, DHCP 2c2t0|HE

20
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It AZE Interface & HHI0 LHEt EE2E L&fe &= U= DHCP Snooping information option J| S

= MSgtlt.

o

DHCP Snooping information option J|s2| &4 3}

E3016H DHCP Snooping 0l Al information option JIS2 &4 3tAII10] A= CIS2 BEE AIE
StCt.

S0 £9

ip dhcp snooping information ®  DHCP Snooping information(option-82 field) )| s 2 &
option M3}

B JIE28eZ, 0l E42H&dst &0 AL

CtS 2l 0l Hl= DHCP Snooping Information Option 7| s &4 st Al21C}.

Switch# configure terminal

Switch (config)# ip dhcp snooping information option

Switch (config)# exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps

Verification of hwaddr field is enabled

Insertion of option 82 is enabled [drop]

DHCP snooping is configured on following VLANs:

vlanl

DHCP Snooping information option S Az 4 X
JI2& 2=z, E3016H A2 Xl 2] DHCP Snooping information & 22 DHCP 2c2t0|HEZ 2 H =416t
IHZ! LHOHl information Option & 20t A 2™ I3 = Drop Al2ICH E3016H ARIXI2 D= HEs HA
ot @etttH, Global 2E0IM CHE2 HE = AISEHLL

=EA &3

ip dhcp snooping information = J|2 g2 drop OICH

policy {drop|keep|replace} ® drop : DHCP Snooping information 0| &2/ €0 U= TH

22 HIJIEtCt.
® keep : J| &2 DHCP Snooping information 2 =7 XI &tCt.
® replace : J| &2 DHCP Snooping information =
E3016H switch 2| DHCP Snooping information 2 2 [H
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M etCh.

CtE 2l 0l Hl= DHCP Snooping Information Option M S X &8 2 2 Keep 2 & & & &tC}.

Switch# configure terminal

Switch(config)# ip dhcp snooping information policy keep
Switch (config)# exit

Switch#

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps
Verification of hwaddr field is enabled
Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANSs:
vlanl

6.6.4. DHCP Snooping Trust Port & &

HERT 22Xt Mg 4= Q= EE(ex, DHCP Server 28 XE)= IS HHBHE AMSoIH
Trust Port 2 & & StCH Trust Port £ & & 06t™ Host 2 £ E 2| Request IH3! 0| Trust Port £ 2+ L& &

& Ch,

gg0
ip dhcp snooping trust

" onx

XEE ZEEZE Trust Port 2 & & &HCH. Trust Port Ol A 2=
Al'St DHCP Il 2! 2 Validation check GtAl & =CF.
£ H 2l Request Ii2! 0| Trust Port 22+ LS &l

[ ]
T
o
24
HU

R J|2HEoZ 2BE ILE= untrust £ EO|CF.

ChS9 OlHl=E X E fal’S Trust Port £ & & SHLT

Switch (config)# interface fal

Switch (config-if-fal)# ip dhcp snooping trust
Switch (config-if-fal)# end

Switch# show ip dhcp snooping interface

Interface Trust State Max Entry

fal Trusted 2000
fa2 Untrusted 2000
fa3 Untrusted 2000
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fa4d Untrusted

fab Untrusted
fa6 Untrusted
fa7 Untrusted
fa8 Untrusted
fad Untrusted
falo Untrusted
fall Untrusted
fal2 Untrusted
fal3 Untrusted
fal4d Untrusted
falb Untrusted
falé Untrusted

2000
2000
2000
2000
2000
2000
2000
2000
2000
2000
2000
2000
2000

6.6.5. DHCP Snooping max-entry & &

1
i

L EZHZ DHCP Snooping max-entry i

SPS
=o

otJ| 2ol Chs

o
2e 3y

o

AHE

o

Ct.

02
o
==}
" onx
02

=
a
>
o

p snooping max-entry

uw re b
i [m

=
e]

n
>
Me
JA
|0

& 2 DHCP Snooping max-entry J{ =& & & stCl.
,valid(8 X IP £ At
IS & A HISHA &=L,

£, L EY Max-entry JH == 2000 JHi O| Ct.

=018t entry = Max entry il ==

Ct&2 0l Hl= ‘fal’2l DHCP Snooping Max-Entry £ ‘1001 & & & &tCt.

Switch# configure terminal
Switch (config)# interface fal

Switch (config-if-fal)# ip dhcp snooping max-entry 100

Switch (config-if-fal)# end

Switch# show ip dhcp snooping interface

Interface Trust State Max Entry

fal Trusted 100
fa2 Untrusted 2000
fa3 Untrusted 2000
fad Untrusted 2000
fab Untrusted 2000
fao Untrusted 2000
fa7 Untrusted 2000
fa8 Untrusted 2000
fad Untrusted 2000
falo Untrusted 2000
fall Untrusted 2000
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fal2 Untrusted 2000
fal3 Untrusted 2000
fal4d Untrusted 2000
falb Untrusted 2000
falé Untrusted 2000
Switch#

6.6.6. DHCP Snooping Entry Time &3

Invalid(& X IP £ AtE5tD UK

dot)l ?loll CtS2l 8= AtE &l

el
i
ol
-]
T
O
o
9]
5
<)
s)
°
5
Q@
@
5
=3
2.
Q@
m
2
<
l
03
el
kJ
0
rr
=
<
nio
x

=0 49
ip dhcp snooping entry-time B |nvalid(IP € &M AtE0ot 2 UKl &=)st DHCP
Snooping Binding Entry £ M &0t U= Al2tS A& &t
Ct. &t91= 20ICH.

m J|2XNOZ, 14400 2(10 2)22 NS}

CtE&2| 0l M= DHCP Snooping 2| Entry Time 2 ‘10 2’2 2 & & dt= Ol MOl Ct.

Switch# configure terminal

Switch (config)# ip dhcp snooping entry-time
<5-65535> Minutes

Switch (config)# ip dhcp snooping entry-time 10

Switch (config)# ex

Switch# sh ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 10 mins

DHCP Packet rate-limit per client: 100 pps

Verification of hwaddr field is enabled

Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANS:

vlanl

6.6.7. DHCP Snooping Rate-Limit & &

=25t DHCP Client Z2H & &&= DHCP Packet 2 Rate-limit S & &o6t)| fIol TS H&E0
=2

]

INE=2=lW
A &9
ip dhcp snooping rate-limit 0} 1 =Y S2S DHCP Client & £ E Packet type 0| &
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o
ju—

HCP Packet 2| 5l & =5 & & StC}.

D
B J|I2RCE, =2 2019 2! S ol E&tL.

CtE Ol Hl= DHCP Snooping Rate-Limit £ ‘10002 & & & 6t= 0l Ml O| Ct.

Switch# configure terminal
Switch (config)# ip dhcp snooping rate-limit
<1-100> DHCP Packet rate-limit in pps

Switch(config)# ip dhcp snooping rate-limit 100
Switch (config)# end

Switch#

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 100 pps

Verification of hwaddr field is enabled
Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANSs:
vlanl

6.6.8. DHCP Snooping Verify MAC-Address & &

DHCP Client Identifier &£ = Client HW Address ot & Z 2, 0| TH2! 2 Drop Al2|7] flol Tt
O E AMSEHL

o
o

8480 3

"onx

ip dhcp snooping verify mac- DHCP Client Identifier &£ = Client HW Address Jt 84 X
address = &<, 0| IH2!= Drop AlI2!CH.

JZ2HCZ, 0l SE=2 243 T UL

H

=
o
Qo

ol

CtE& 2l 0ol Hl= DHCP Snooping Verify Mac-Address Jls &8 2

Switch# configure terminal

Switch (config)# no ip dhcp snooping verify mac-address
Switch (config)# exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 10 mins

DHCP Packet rate-limit per client: 100 pps
Verification of hwaddr field is disabled

Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANs:
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‘ vlanl

6.6.9. DHCP Snooping Manual Binding & 3

DHCP Snooping Binding Entry € ==2 2 & &ol)| floff Ci20 22 BZUHE AtE st
a0 &9
ip dhcp snooping binding HH.H = MAC-Address J} H.H.H ¢! DHCP Client £ X & &
vlan <1-4094> A.B.C.D interface Interface Ol Al IP A.B.C.D S AI25}0, lease time 2
IFNAME Infinite OI C}.

Ct22 0lHl= MAC 0] 1111.2222.333 21 Jt XtJ4, Vian 1 2| fa2 ZE 0 HAZ &
Zot= 0l MOICH.

01 IP 100.0.0.10 = At

Switch# configure terminal

Switch (config)# ip dhcp snooping binding 1111.2222.3333 vlan 1 100.0.0.10
interface fa2

Switch (config)# exit

Switch#
Switch#
Switch# show ip dhcp snooping binding
State Codes: (C) - Invalid Client Identifier, (E) - Lease Time Expired
(H) - Invalid Client HW Address, (R) - Rate Limit Dropped
(M) - Mac Validation Check Dropped
Mac Address IP Address State Lease (sec) Vlan Interface
1111.2222.3333 100.0.0.10 Manual Infinite 1 faz

total 4 bindings found

6.7. DHCP Snooping 2LIEHE & 2t¢]

DHCP Snooping 2LIEHE & 22| HE O
gg0 &9

show ip dhcp snooping ®  Global DHCP Snooping Configuration 2 £

n
show ip dhcp snooping binding m DHCP Snooping Binding Entry & & &
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{IFNAME | valid|invalid|manual}

show ip dhcp snooping
interface

Interface 0l & & = DHCP Snooping Configuration 2

£

show ip dhcp snooping
statistics

DHCP Snooping SH 82 &

show debugging ip dhcp
snooping

DHCP Snooping debugging & & AEHE &

debug ip dhcp snooping

DHCP Snooping LIH & J|Is= &4 3t

6.8. DHCP Snooping & & 0l A

=

= MABHCH

£ Snooping 6t DHCP Snooping Binding Entry £ A A &t

e e e DHCP Server

@ DHCP Snooping

DHCP Client

CtZ Ol XMli= DHCP Server 2t DHCP Client AHOI0ll £ XI 8t E3016H DHCP Snooping Switch Jt DHCP
3]

Switch# configure terminal

Switch(config)# ip dhcp snooping vlan 200
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Switch (config)# ip dhcp snooping
Switch (config-if-v1an200)# end
Switch# show ip dhcp snooping binding

Lease (sec) Vlan Interface

State Codes: (E) - Lease Time Expired
Mac Address IP Address State
0000.864a.c185 100.0.0.100 Ack

6.9. Reference

[1] RFC2131 - Dynamic Host Configuration Protocol
[2] RFC3046 - DHCP Relay Agent Information Option

[3] Configuring the Cisco I0S DHCP Relay Agent
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7 IGMP SNOOPING

7.1
7.2.

7.2.1.
7.2.2.
7.2.3.
7.2.4.

7.3.
7.4.

7.4.1.
7.4.2.
7.4.3.

7.5.

IGMP SNOOPING i R
IGMP SNooPING & &
Enable Global IGMP Snooping
Enable IGMP-TRAP on an interface
Enable IGMP Snooping on a VLAN

Configure IGMP Snooping Functionality

7.24.1.
7.24.2.
7.2.4.3.
7.24.4.
7.245.
7.2.4.6.
7.24.7.
7.2.4.8.
7.2.4.09.
7.2.4.10.
7.2.4.11.

IGMP PROXY-REPORTING JH 2
IGMP PROXY-REPORTING & &
Enable IGMP Proxy-Reporting
Enable IGMP Proxy-Reporting on a VLAN
Configure IGMP Proxy-Reporting Functionality
IGMP Static-Group Kl & ..o
DISPLAY SYSTEM AND NETWORK STATISTICS

7.4.3.1.

report-suppression & & ...
fast-leave & & ..o,
Mrouter & & .o

aging time & &
last-member-join-interval & &

tcn (Topology Change Notification) & & .......

igmp filtering & &

igmp max-group-count & & ..o,

igmp max-reporter-count & &
drop-igmp-ttl-over & &
snooping ignore-mpkt-upstream-forward & &
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IGMP Snooping

= &0l M= E3016H Series A< X1 0l M2l IGMP Snooping & & 0fl CHoll & & &HCt.

7.1. IGMP Snooping 2

Ol 4 Multicast Traffic 2 Unknown MAC address LI Broadcast Frame 2 & X2l &l Of
VLAN 0| &8t 2 ZE = Z flooding = Ch.

OIU}.X-I o=z ﬁ_?_|i
=3

IGMP Snooping € VLAN W2l 2= Member-Port =2 Multicast Traffic S Forwarding otXl &1,
Multicast Traffic 2 Forwarding & Port E2 S&2Z FINAME2ZM Network 2| Bandwidth £
SEHMOZ MEE = JESF ol =Ch IGMP Snooping 0l &4 3t= AOIXI“ SAEQ 2tREHZ2HY

IGMP Traffic 2 snoopping 5t 0, Multicast Group 12t Member-Port S0l CHSt 32 E 2 H L.

IGMP Snooping & Z X0l CHoll M 2t=fol & HotH Gt 0t ZCH £ & Multicast Group 0l CH & IGMP Join
HAIXIE g€o™, 2 E Multicast Forwarding Table Entry 0l 11 SAEJN H2ZE Port & FII8HCH
SAEZ2H IGMP Leave HAIXIE ZHod Bl 1) SAEJ HZE Port £ Table Entry ol A
HMIoAStCH 8t Multicast Router 2 £ E1 2] IGMP Query £ VALN W2 XL E =2 Forwarding 8 =, IGMP
Join BIAIXIE &Kl =& ZESE AN E L
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7.2. IGMP Snooping &3

IGMP Snooping = Global 5t Hl 2= VLAN 0l enable/disable 0| Jt=tCt.

7.2.1. Enable Global IGMP Snooping

Global St Al IGMP Snooping = enable 60| ?Ioi M= CtE2l € & = global configuration mode 0fl A
ArZ T

g0 &3
ip igmp snooping IGMP Snooping = enable StCt.
no ip igmp snooping IGMP Snooping = disable StCt.
Switch # configure terminal
Switch (config)# ip igmp snooping
Switch (config)#
Switch # show ip igmp snooping
Global IGMP Snooping configuration:
- Aging Interval : 300 sec
- Last Member Join Interval : 10 sec
- TCN Query Solicit : DISABLED
- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:
- IGMP Querier & Host : DISABLED
- Query Interval : 60s
- Query Based Port : ENABLED
total : O
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7.2.2. Enable IGMP-TRAP on an interface

Switch 0l Al IGMP Snooping OI = ‘% | SCH0l= IGMP packet == =&Ig = AL E 2! port
interface 0l M IGMP-TRAP 2 Al enable ol OF StCt.

IGMP-TRAP 2 & &5t)| floi M= T2 2l B & 2 Interface configuration mode 0l M A& StCF.

g0 &3
igmp-trap o S QIEITH Ol A0l igmp-trap £ enable 8tC}.
no igmp-trap igmp-trap £ Disable &tCt.

Switch # configure terminal
Switch (config)# interface fal
Switch (config-if-fal)# igmp-trap
Switch (config-if-fal)# end
Switch # show running-configure

|
interface fal

igmp-trap
|
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7.2.3. Enable IGMP Snooping on a VLAN

-

= &8I0l A= IGMP Snooping = VLAN & 2 enable/disable off OF St L}.

2 Ml IGMP Snooping 0| & & VLAN= &&80ot)| flofM= 32 FH S global configuration
mode 0l M AtE StCt.

=Y 49
ip igmp snooping vlan <1-4096> £ & VLAN 0ll IGMP Snooping 2 enable stCt.
no ip igmp snooping vlan <1-4096> S3& VLAN 0l IGMP Snooping 2 disable StC}.

Switch # configure terminal

Switch (config)# ip igmp snooping

Switch (config)# ip igmp snooping vlan 1
Switch (config)# exit

Switch # show ip igmp snooping vlan 1
Global IGMP Snooping configuration:

- Aging Interval : 300 sec
- Last Member Join Interval : 10 sec
- TCN Query Solicit : DISABLED
- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:
- IGMP Querier & Host : DISABLED
- Query Interval : 60s
- Query Based Port : ENABLED
vlanl
IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is DISABLED on this interface
Vlan Members
fal faz2 fa3 fa4
total : 1
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7.2.4. Configure IGMP Snooping Functionality

0z
o
[l

A
e

IGMP Snooping JIsS= £&a6t)| ?loltA, TS0l Li2E 2SS

nio

7.2.41. report-suppression &8

JI2H 22 IGMP Snooping 2| IGMP report-suppression 2 Disable & E{0|H, =&IE 2= IGMP
Report =2 Multicast Router £ Forward & Ct. IGMP report-suppression = Enable ot™H, IGMP
Snooping € Multicast Membership Group OtCt StLE2| IGMP Report 2t Multicast Router 2 Forward
= C.

0l JIs& IGMPv1, IGMPv2 Report 0il Al XI 0l

4

ro

oA HE=Ch.

EE] 49
ip igmp snooping report-suppression IGMP report-suppression 2 & & &tCt.
no ip igmp snooping report-suppression IGMP report-suppression = off Al StCt.

Switch # configure terminal

Switch (config)# ip igmp snooping report-suppression
Switch (config)# exit

Switch # show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval : 300 sec

- Last Member Join Interval : 10 sec

- TCN Query Solicit : DISABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : DISABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is DISABLED on this interface
Vlan Members

fal fa2 fa3 fa4

total : 1
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7.2.4.2. fast-leave & &

IGMP Snooping 2| fast-leave J| =2 enable 6tH

ARAXIIF S A S H IGMPv2 Leave BIAIXIE

HAS oY ZEE ZALY HOISUM SAI MAHSHA =L

Ol JIs2 VLAN Q| 2t LE} SAEDtLIRI B 202 ALZ3H0{ OF &L
Jb ol s B0 0l JIsS ALE6HH. IGMPv2 Leave BIAIXIE £ LHA
Q IHAE IS0 et Ech

r
|> N2
o

ol dk
= o

Lo
A 2ot &= 2RIt &40t

E=0| Leave BIAIXIJF XIZ &l = IGMPv2 € AtE6t= 208 m &0t

Fast-Leave = OtcHol && 1t 20| VLAN E &L PORT E2 H2& &= JUOMH, P2 VLAN & 2 Fast-

Leave Jt & T ™ VLAN 2| member 2! PORT 2] 4 & E Lt R4 &Lt
EE] 49
ip igmp snooping vlan <1-4096> fast-leave £3& VLAN 0l fast-leave )| s2 & & &tC}.
no ip igmp snooping vlan <1-4096> fast-leave = £ X VLAN 0l fast-leave J| =S ol MIStCt.
ip igmp snooping vlan <1-4096> fast-leave £3& VLAN 2| PORT 0 fast-leave £ & & &+Ct

IFNAME

no ip igmp snooping vlan <1-4096> fast-leave
IFNAME
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Switch # configure terminal

Switch (config)# ip igmp snooping vlan 1 fast-leave gil
Switch (config)# ip igmp snooping vlan 1 fast-leave gi2
Switch (config)# exit

Switch# show ip igmp snooping vlan 1

Global IGMP Snooping configuration:

- Aging Interval : 300 sec

- Last Member Join Interval : 10 sec

- TCN Query Solicit : DISABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : DISABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is DISABLED on this interface
Vlan Members

fal fa2 fa3 fa4

total : 1
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7.2.4.3. mrouter & &

Switch = VLAN W2 2E Multicast Traffic 0l Ct2 Network 22 Forwarding otJ| 2ol A
Multicast Traffic 2 Multicast Router £ & &&tCt. (2t A, Multicast Router Ot HZ & Port =

Multicast Forwarding Table Entry 0ll outgoing port 2 It = Ct.

H] H
fn i

Jl2& 22 IGMP Snooping € IGMP Traffic 22 Snooping 3t 0 Multicast Router 2t 3 Z = Port
2 XI6tMH, PIMIDVMRP Z2E 22 &S 22 enable 5t 04 mrouter port £ 2t X & %= UL},

i

et 22 gPoz A & mrouter port E2 M Z 2 Multicast Forwarding Table Entry It 84 & [
OtCH &4 outgoing LEZ S=0| &0, Multicast Traffic &8t OtL|2t Host I & &3dt= IGMP
Join Bl Al Xl & Mrouter 2 Forwarding &! Ct.

=332 Z Multicast Router Port £ & &0olJ| fIoi A= TS 2 E & = global configuration mode 0l A
= ettt
=0 49
ip igmp snooping vlan <1-4096> mrouter port & =52 & & & StCL.
mrouter interface IFNAME IFNAME 2 0/0] VLAN Ui © Member-Port 01 0 &tCt.
no ip igmp snooping vlan <1-4096> mrouter port 2| & & S ALHISHCE.
mrouter interface IFNAME IFNAME 2 0/0| VLAN L 2| Member-Port 01 OF &tCt.

Switch # configure terminal
Switch (config)# ip igmp snooping vlan 1 mrouter interface fal
Switch (config)# exit

Switch# show ip igmp snooping mrouter

VLAN MULTICAST-ROUTER-PORT
0001 fal
total : 1
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MO Z PIM/IDVMRP E 2 &E 22 £56}0] Multicast Router Port & 2 XI6t)| &t 882 UsS2 H

=
[>T

)
g2

global configuration mode Ol Al 4= & &L},

380 &9

ip igmp snooping vlan <1-4096> PIM/DVMRP & 2 & ZZ Snooping ot mrouter port £
mrouter learn pim-dvmrp 2X5tE = A RSB},

-

no ip igmp snooping vlan <1-4096> & & = mrouter port 2 X| &t S AHHISHCE.
mrouter learn pim-dvmrp

Switch # configure terminal

Switch (config)# ip igmp snooping vlan 1 mrouter learn pim-dvmrp
Switch (config)# exit

Switch# show ip igmp snooping vlan 1

Global IGMP Snooping configuration:

- Aging Interval : 300 sec

- Last Member Join Interval : 10 sec

- TCN Query Solicit : DISABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : DISABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members

fal fa2 fa3 fa4

total : 1

11 E3016H Series User Guide



7.24.4. agingtime &%

IGMP Z 2 EZ 0l M= IGMP Querier £ & & 5t= Multicast Router Jt =J|& 2 2 IGMP Query 0l Al
cCtO

XNE M&ot), SAESE2 010 tHE SE 22 IGMP Join HIAIXIE

S 2= A Multicast Group

Ol CH& Membership 0l 22| &l Ct. IGMP Snooping 2 0/218t IGMP Z2 &2 HAIXIS2 0I25t0

Multicast Forwarding Table Entry 2| outgoing port 2 =

grof, A F & aging Al2t&S 2 IGMP Join BIAI XIS 2 X 20l Multicast Forwarding Table Entry 2| 24
A0l DX 22 Y L E = outgoing & E 2 2 E Multicast Forwarding Table Entry 0l A A K| &
CF.

aging time 2| J|23t2 300 =01, C+32l Y& 2 global configuration mode 0l Al =25t01 & &

Ct.

]

840 29

ip igmp snooping aging <30-3600>  aging time € &

f. (default : 300 =)

no ip igmp snooping aging & H &l aging time S

efault aging time 2 2 HZH StC}.

Switch # configure terminal

Switch (config)# ip igmp snooping aging 250
Switch (config)# exit

Switch# show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval : 250 sec

- Last Member Join Interval : 10 sec

- TCN Query Solicit : DISABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : DISABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

Vlan Members
fal fa2 fa3 fa4

IGMP snooping is ENABLED on this interface

IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface

total : 1
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7.2.45. last-member-join-interval &3

VLAN 0fl IGMP Snooping 2| fast-leave 710l && T AKX L2 B0 IGMP Leave HIAI X E ==
AMOHH S SAl Y LEE HHGHK Z2M, &&E aging time 0|0 Multicast Forwarding
Table Entry Ol A &f M= Ct.

&HHFE aging time 2| S8 W & o %2l Multicast Membership 22|11 0|20 &= JUEF last-

g [w=]
member-join-interval 2 & & & £ UCH

gtek last-member-join-interval 0| & & T UKl 2CHH last-member-join-interval 2 aging time 1t
2SN sz 4850, oY EE= IGMP Snooping 2| aging time 0l &30 X2 & Ct. 0] J|
2 VLAN 0fl fast-leave J1 50l @& T YUK L2 FL0 2 K50lCH

last-member-join-interval 2| & & 2 Ct22| I & =2 global configuration mode 0| A == 8tC}.

=
=]
=
[=)

gdg0 &9

ip igmp snooping last-member- last-member-join-interval 2 & & &tCt. (default : 300 =)
join-interval <1-300>

no ip igmp snooping last- & H & last-member-join-interval 2 4 X 8tC}.

member-join-interval

Switch # configure terminal

Switch (config)# ip igmp snooping last-member-join-interval 5
Switch (config)# exit

Switch# show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval : 250 sec

- Last Member Join Interval : 5 sec

- TCN Query Solicit : DISABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : DISABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members

fal fa2 fa3 fa4

total : 1




7.2.4.6. tcn (Topology Change Notification) & &

JI2& 22 IGMP Snooping 2 spanning-tree Topology Change Notification(TCN)= =&Iotd= M,
Multicast Forwarding Table Entry & 25 =J|&8tCt 0l=, Multicast Router 2| IGMP Query 0l 2
ol M Multicast Forwarding Table Entry Jt & &4 & & H & Cf.

2 MHI0M HS% = ten &3 2 spanning-tree Topology Change Notification(TCN)2 =4I3tA2
H, Multicast Router Off Al “0.0.0.0” Group Ol CHoH A IGMP Leave HIAIXIE & & &L Multicast
Router = “0.0.0.0” Group 0l CHSt IGMP Leave BIAIXIE =418t =, IGMP Query BIlAIXIE & &6t
H SO, BFE Al2FLH Ol Topology 2t B1 & &l Network 2| Multicast Forwarding Table Entry JF Al 2 A4
A& S

tcn 2 &&2 spanning-tree £ E&HE Z= HHIOH & Jtsotd, OsSe FHE global

configuration mode 0fl M ==& &tCF.

g9g0 49
ip igmp snooping tcn query-solicit TCN Query Solicit = & & tLt.
no ip igmp snooping tcn query-solicit & X = TCN Query Solicit 2 A X &+ Ct.
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Switch # configure terminal

Switch (config)# ip igmp snooping tcn query-solicit
Switch (config)# exit

Switch# show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval : 250 sec

- Last Member Join Interval : 5 sec

- TCN Query Solicit : ENABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : DISABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members

fal fa2 fa3 fa4

total : 1
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7.24.7. igmp filtering &3

igmp filtering 2 A®IXI ZE0 =8 AHE A2l IGMP Packet S = filtering &t Lt
22| Service H20ILE A FEO 28 MHIA MBS &£ 2 Multicast AHIA2 2HIE 22lg = U
Ch.

2t2t9] Switch Port £ filtering 0l CHEH IGMP Profile 2 JtXIH, IGMP Profile € GtLIOI &2
Multicast Group St ol & Group Ol CHeH XtHI 1= E &6t AL

Igmp filtering 2 & &351J| A= HA IGMP Profile 2 & &3 0F &I 0, IGMP Profile 2 & &

S92l H&EZ global configuration mode 0l Al ==& StCF.

ro
o

2424 0f EE
ip igmp snooping profile <1-99> permit <multicast IGMP Filtering 2 o1 £ dt= IGMP Profile
address> range <multicast address> = ARSI}

ip igmp snooping profile <1-99> deny {<multicast IGMP Filtering 2 Xt &6t= IGMP Profile
address> | all } range <multicast address> = M A5

no ip igmp snooping profile <1-99> & & & IGMP Profile 2 4 HISHCE

Switch # configure terminal
Switch (config)# ip igmp snooping profile 1 deny 224.1.0.0/16
Switch (config)# ip igmp snooping profile 2 deny 224.1.0.0/16 range
224.2.0.0/16
Switch (config)# ip igmp snooping profile 3 permit 224.0.0.0/8
Switch (config) # exit
Switch# show ip igmp snooping profile
IGMP Profile 1

deny range : 224.1.0.0/16 224.1.0.0/16
IGMP Profile 2

deny range : 224.1.0.0/16 224.2.0.0/16
IGMP Profile 3

permit range : 224.0.0.0/8 224.0.0.0/8
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IGMP Profile 2 M4 8t &, igmp filtering 2 E &6t OS2 HEZ interface mode 0l A ==& &t
Ct.
a0 &9
ip igmp snoop-filter <1-99> IGMP Filtering 2 A9 Xl ZEN HES
Ck.
no ip igmp snoop-filter <1-99> & &H = IGMP Filtering 2 A2 Xl ZE
A APRIEHCE.

Switch # configure terminal

Switch (config)# interface fal

Switch (config-if-fal)# ip igmp snoop-filter 1
Switch (config-if-fal)# end

Switch # show running-configure

|
interface fal

ip igmp snoop-filter 1
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7.2.4.8. igmp max-group-count &3

2t JIY XHE 2 multicast service & &2 0t0 H338tI| €161 M Multicast Group JH=E HISte &= U
.
Multicast Group 2| Jf==E HIstold| floi M= CtS2l E Y = global configuration mode Ol Al <=2 &t
Ch.

ol

=N 49

ip igmp snooping max-group-count IFANME <count> max-group-count & AL/ X| ZE§ M
StCt.

no ip igmp snooping max-group-count IFANME & X = max-group-count £ AL X LE

Ofl A1 oHf Kl tCt.

Switch # configure terminal

Switch (config)# ip igmp snooping max-group-count fal 10
Switch # show running-configure

ip igmp snooping
ip igmp snooping max-group-count fal 10
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7.2.4.9. igmp max-reporter-count & &

2t VLAN interface & = JI X2 =& M &6l multicast service S M Z56tJ| {10l A Host 2 JH==
E Mt &= UL

Host 2| JH=& Hlistall| floi A= Ct22 E & = global configuration mode 0l Al <=2 8t C}.

A 49
ip igmp snooping max-reporter-count vlian <vlan-id>  max-reporter-count & VLAN interface
<count> Ol M= &tit.

no ip igmp snooping max-reporter-count vlian <vlan- A& & max- reporter -count £
id> VLANinterface Ol Al i Ml SHCH

Switch # configure terminal

Switch (config)# ip igmp snooping max-reporter-count vlan 1 10
Switch #

Switch # show running-configure

ip igmp snooping

ip igmp snooping max-reporter-count vlan 1 10

8480

nx

=

ip igmp snooping max-reporter-count port IFNAME max-reporter-count £ Port 0ff & & &tC}.
<count>

no ip igmp snooping max-reporter-count port & & & max- reporter -count £ PORT 0|
IFNAME A o Xl 8t Ct.

Switch # configure terminal

Switch (config)# ip igmp snooping max-reporter-count port fal 10
Switch (config)# exit

Switch # show running-configure

ip igmp snooping
ip igmp snooping max-reporter-count port fal 10
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7.2.4.10. drop-igmp-ttl-over & &

& & packet 2 M St5HO multicast service £ Ml S
_l

a [
oZ& TTL= =1ol= packet = Histotd| 2ol

A ==& B

otJl I TTL S MIEHE == UL

=
[—

CtS2l Y2 global configuration mode Ol

80

&4

ip igmp snooping drop-igmp-ttl-over <1-255>

-

drop-igmp-ttl-over £ & &&tC}.

no ip igmp snooping drop-igmp-ttl-over

& & & drop-igmp-ttl-over S o Ml 8tCt.

Switch # configure terminal

Switch (config)# ip igmp snooping drop-igmp-ttl-over 1

Switch (config)# exit

Switch # show running-configure

ip igmp snooping

ip igmp snooping drop-igmp-ttl-over 1

20
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7.2.4.11. snooping ignore-mpkt-upstream-forward & &

mrouter port Jt Ol port 0l Al multicast traffic O 244 StZ 2, multicast traffic 2 mrouter port £ &
S ECH WESR A 22|42 0l & mrouter port £ 2| multicast traffic 82 MISHE &= RULH.
Multicast traffic 2| @<= M &tot)| ol A= TSl B & S global configuration mode 0l A =24 &t
Ch.

2424 0f EE

ip igmp snooping snooping ignore-mpkt-upstream-  snooping ignore-mpkt-upstream-forward
forward E HEEH.

no ip igmp snooping snooping ignore-mpkt- & H = snooping ignore-mpkt-upstream-
upstream-forward forward £ o Ml &tCt.

Switch # configure terminal

Switch (config)# ip igmp snooping snooping ignore-mpkt-upstream-forward
Switch (config)# exit

Switch # show running-configure

ip igmp snooping

ip igmp snooping snooping ignore-mpkt-upstream-forward
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7.3. IGMP Proxy-Reporting &

UBIM o2 Network I*HISOI Helsdz2 stEE 0 JUXISH CHSE Multicast Service 2 Stk
Multi-Accessed Network &8 S22 216 S AN X el EIO10F o= IGMP 2] Membership 30| &
< QUCH 0l2ist IGMP HOST =2/ IGMP Membership 2 &2 &< Network 0ff I XI8h &H|2l
IS e = A2, Multicast Service 2| XIH = HE S FeHE = UL
OIS 2 25l DSL Forum 0l Al = IGMP Proxy-Reporting 2| J|sg &8t 2ME
& HI0l M= DSL Forum 0l M & 2|8t IGMP Proxy-Reporting Jls2 Z&3dt10 QUL

=}

_".U_ 0 10
o ol

o N

P
F
Ol

r

0
10
=2
r

IGMP Proxy-Reporting 2 IGMP 0l A #&& 2= Jl=& M Ssttt. ek Al Multicast Router 25 H
IGMP Query £ =4It ?é% IGMP Host 2A IGMP Report € &&06td, JtA X2l IGMP
Membership 2 2 2I5tJ] fIoHA FIIE 22 IGMP General Query Jt & &0, IGMP Leave & =
ALAI IGMP Specific Query JF 224 &I CF,

IGMP Proxy-Reporting 2 IGMP Proxy-Reporting O 4 3= VLAN interface 0l IP Address Jt = IH
ot= &< IGMP Report & IGMP Query Ol Al X 2| IP Source Address £ Xl & & VLAN 2| IP Address
£ AE06tH, VLAN 2| IP Address Jt A& & X 2= Z<0l= IGMP Membership 0l Al 22| &= Jt
& %[ &1 2] IGMP Host Address £ AFE 8L,
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7.4. IGMP Proxy-Reporting & &

IGMP Proxy-Reporting 2| AlH|A = Global 5t enable/disable Ol Jt=3tH, VLAN Interface &€ 2
IGMP Proxy-Reporting 2| Jls& &g == UL

7.4.1. Enable IGMP Proxy-Reporting

Global StHl IGMP Proxy-Reporting = enable otJ| ?loid= CH22l YE = global configuration
mode 0l M AtEEtCt.

a0 &9
ip igmp snooping proxy-reporting IGMP Proxy-Reporting 2 enable tCt.
no ip igmp snooping proxy-reporting IGMP Proxy-Reporting = disable StLCt.
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Switch # configure terminal

Switch (config)# ip igmp snooping proxy-reporting
Switch (config)# exit

Switch # show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval : 250 sec

- Last Member Join Interval : 5 sec

- TCN Query Solicit : ENABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : ENABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members

fal fa2 fa3 fa4

total : 1
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7.4.2. Enable IGMP Proxy-Reporting on a VLAN

2 &I 0l M= IGMP Proxy-Reporting 2 VLAN & 2 enable/disable & == UL,
& XMl IGMP Proxy-Reporting 71501 &&& VLAN & &&ol)| Rloid= T
configuration mode 0l M At& StCH.

IGMP Proxy-Reporting J| s0| &= VLAN 0l Al = IGMP Snooping & & & IGMP Il 2! Forwarding
Ol OI2 U XIXl =Lt

0l0

o HHZ global

380

02

A
=
=3
—/

0
ro

ip igmp snooping proxy-reporting Ct.
vlan <1-4096>
no ip igmp snooping proxy-reporting <& VLAN 0l IGMP Proxy-Reporting £ disable &tCt.

vlan <1-4096>

VLAN 0l IGMP Proxy-Reporting 2 enable

Switch # configure terminal

Switch (config)# ip igmp snooping proxy-reporting vlan 1
Switch (config) #

Switch # show ip igmp snooping vlan 1

Global IGMP Snooping configuration:

- Aging Interval : 250 sec

- Last Member Join Interval : 5 sec

- TCN Query Solicit : ENABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : ENABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is ENABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members

fal faz2 fa3 fa4

total : 1
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7.4.3. Configure IGMP Proxy-Reporting Functionality

nlo
0z
o

S Ct.

IGMP Proxy-Reporting JISsS& £€&80ot)| /I, USH L= HAHS

7.4.3.1. IGMP Static-Group X &

IGMP Proxy-Reporting 0l Al = S& &t Multicast Group 2| Traffic 2 £=&I5tJ| fIHA A2 &= Join
Delay Time 2 =l A slotJ| ?Ioll Al Static-Group 71 s2 M 3&tCH.
Static-Group 2 Multicast-Router Port 2 A& & IGMP Report £
Traffic 2 HSHA =450 /IHA MSEC

0l JIs& BtEAl IGMP Snooping 1t &t =&0otM0F otMH, CtE22 ZHE global configuration
mode 0| M ==& &tCt.

JIEo=2 M558 Multicast

1A

HAO 49
ip igmp snooping proxy-reporting £ 38 VLAN 0l IGMP Proxy-Reporting & S8t IGMP

vlan <1-4096> static-group A.B.C.D Static-Group € X & 5L}

no ip igmp snooping proxy-reporting  X| & & IGMP Static-Group £ off Xl &t Ct.
vlan <1-4096> static-group A.B.C.D

Switch # configure terminal

Switch (config)# ip igmp snooping proxy-reporting vlan 1 static-group
224.1.1.1

Switch (config)# exit

Switch # show running-configure

!

ip igmp snooping proxy-reporting

ip igmp snooping proxy-reporting vlan 1

ip igmp snooping proxy-reporting vlan 1 static-group 224.1.1.1

|
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7.5. Display System and Network Statistics

I 1IGMP Snooping 28 ZLIHYE 980

80

show ip igmp snooping

VLAN 0| CH &t IGMP snooping 2| &EHE 2

HH

show ip igmp snooping vlan <1-4094>

show ip igmp snooping mrouter

show ip igmp snooping mac-entry

show ip igmp snooping mac-entry vian
<1-4094>

show ip igmp snooping querier

show ip igmp snooping querier vlian <1-
4094>

show ip igmp snooping reporter

show ip igmp snooping reporter vian <1-
4094>

show ip igmp snooping profile
show ip igmp snooping statistics

HH

£33 VLAN 0fl CH &t IGMP snooping 2 AEHE 20

to

£ mrouter 0l CHst 2 E B =L

& &l Multicast Forwarding Table Entry 0l CH&H &
£ B2 E0L
=& VLAN 0| CHst & 8 & Multicast Forwarding
Table Entry 0l CHet B2 E S0 =L,

2 E IGMP Querier Ofl CHet &2

n H nx

Multicast Router 2|
£ B0

£3& VLAN 0fl CH & Multicast Router 21 2 E IGMP
Querier il st 3B E BEWHE

F
2 E IGMP Reporter 0fl Ciet T2 & S0 =Lt

E IGMP Reporter 0 CH&H &

- ox
<
-
>
Z
2
o
o
to

SHE=CH
&&= IGMP Profile 0l L&t &

& SHEC0
Igmp packet 0l CHEE SH H & z

Ct.

FD U
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H2&L3 WXl

interface fal
igmp-trap
ip igmp snoop-filter 1
!
flow-rule mcast_deny classify ip any 224.0.0.0/4
flow-rule mcast_deny match drop
!
policy-map iptv_filter flow-rule mcast_deny
!
service-policy downonly iptv_filter
!
ip igmp snooping proxy-reporting
ip igmp snooping proxy-reporting vlian 1
!
ip igmp snooping
ip igmp snooping vian 1
ip igmp snooping profile 1 deny igmp_query

ip igmp snooping profile 1 permit 224.1.1.1/24 range 224.3.1.1/24
ip igmp snooping profile 1 permit 224.5.1.1/24 range 224.6.1.1/24

ip igmp snooping profile 1 deny all
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STP(Spanning Tree Protocol)
& SLD(Self-loop Detection)

0l Z0llME= Spanning Tree Protocol(STP) 2t Rapid Spanning Tree Protocol(RSTP)S & &dol=
B XHAO] &8 IH3!0] TS0 Q= SAS 2 X ots self-loop 2K JIsS E&Aols g™
ol CHoll & stCh
Meh Al Y AFSEE command

Note 0l HOUHM AME2ZH=s 9do &
reference & & 15}ct.

o &= ts9 &

un
H
4
0x

=l Ch:

Understanding Spanning—Tree Features
Understanding RSTP
Configuring Spanning—Tree Features

Displaying the Spanning—Tree Status

Self-loop Detection
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8.1. Understanding Spanning-Tree Features

Ol Z20liMd= G2 STP Jl=s0l CHoll & FH et

STP Overview

Bridge Protocol Data Units

Election of the Root Switch

Bridge ID, Switch Priority, and Extended System |1D
Spanning-Tree Timers

Creating the Spanning—Tree Topology

Spanning—Tree Interface States
8.1.1. STP Overview

STP = UIEAZNAN FEZE HXot) BZ2| 0|=3tE MS0ot= Layer 2 €3 22l Z2&EZ0|0H
u;

Layer 2 Ol Y!(Ethernet) WIER D} HAXOZ S&glH, 229 & Cha A0|0lE & 6P Lt
o &4 HZ 0+ =W OF StCt. Spanning-tree 8] S&2 ZH &2 (end station)E 0l Lol £ 6l
Jl MZ0l, S HEs2 &Y LANO AZEU[=K 0] e =222 2HE switched LAN 01|
HAGY=R 2RNE 2 QUL

D& ADs HESRZD A2 PHoleld, WERIAS 2E == AOINl= FZJF 80 0F StC.
Spanning-tree 2 112| &2 switched Layer 2 HIERIIE Soll FZJt = =EHS HBZE H At
Ch ARXE FIIHE 22 bridge protocol data unit(BPDU) 2t 22l = spanning-tree ZHAS &
A0S ARXlE O] ZYYUSE forward 6HAl 210, 22Ot = 22 MASH)| /ol Atsst
Ct.

S B ALOIO 02 JHel 245t ZE2IF EMotH WER AN 20 LMSHCH WERK A
SOOI EMEUH SH HU2 56 DY A2 0 H0ICH AKX A= 8t S cH2L 2l MAC
FAIFOA OHS Layer 2 QIEHHIOI AN SS=CH 012 A2 HEKIAE 20t™olH 2HEL

Spanning tree = Layer 2 WIERII WM root A X2t root ARXNZREH 2 ALIXNK BEIt
gl B2 E D&l tree & H2ISHLE. Spanning tree = =& OI0IE & ZE standby(blocked) &
B2 Bt=C =5& 220 EMote UERKAIN Q&0 YMEHH, spanning-tree €1cI&2
spanning-tree &S MZ H AL standby 22 E &4 3t AlZICH
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AL & CIEHHIOIAD B2E2] AdREtH, spanning—tree port priority 2 path cost && 0| QI
B H Ol A2l forwarding &HEH 2 blocking A EIE Z2 & StCt. port priority 2t2 WER WA I E H
0lAQ 2AXI2 EcHE S o LOtLE & fXIotD JA=IHE LHEFHCE path cost 2t2 HAIC &

£ UEHHCH

8.1.2. Bridge Protocol Data Units

CIS2 A =0 2ldll spanning-tree 2 2HA & active A0 Z2& & L
28 VLANDE 2= 226k BridgelD(A R X priority2F MAC F=4)

°
® root 2 XIZ 2l spanning-tree path cost
°

2t Layer 2 QIEHHIOI A0 SHEE ZE AYHIHIEE priorityet ZE B135)

AR MRAO0 SUHAS M, ARIXIE= root ARAXME SHEHCH 2 AKX = Mol 22 ZEZ

A
configuration BPDU € N &8HCH A/IXIS2 BPDU E MZ W&6tD BPDU & spanning-tree

=2 oo

c
rr
[m]
alo
10
0%
H
1]
Hl
0%
o
[w

A2 Hl&rSCH 2 configuration BPD

® oot A Xl2 BridgelD

® root JtXIS| spanning—tree path cost

® BPDUE &d&ote A2IXI2 BridgelD

® Message age

® BPDUE XS0t AKX CIHHOIAL AHE X}

® hello, forward-delay, max—age T2 &2 Et0|0{2] gt
AAXIOF MHABL 2Es H2 (2 BridgelD, &2 path cost, SS)E Jt&l BPDU & =4I S
2%, 11 H2E BPOU £ =48t ZEN XMESHCL BPOU £ =418 EZEDJI root ZECHH,
AXE HAIKIS BHAHA XHAIS| designated LAN @2 M8,

AAXIDON B ZEQS HEE[L} €S8 HEHEYE HIEE B
ARIXIJl designated LAN 2 52E ZS& WAIKNE =AMCHH
BPDU E LAN 22 &SSHLE Ol galoz 358 2= W

It O

Ct=2& BPDU Wate =z elgh 20| L

ARIXI I root ARIXIZ2 HEHEICE

[ J
=
Im
40
1L
10
ro
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® Root ARIXE Hst 2 ARXONAM root ZEI HEA
ARXZ IS MEE M 2H9 F2OHE K2 HIE)E MB8H
AL Xl= path costE JIBF2 2 root 2RI XIDKI S =S HHElE AHAHSHTY,
219l LANS <& designated A?IXIJF ZEE L. designated A9IXI= LANOIA ro
Xz WHAse 8L
fIXISl EEE designated ZECt R E
® Spanning-tree 0l Z& &= CIHMHO
forwarding &'EH0ll =QICt.

® Spanning-treelll T X 2= 2= 2EHHOIAS2 blocked = L.

i
[
o
M
Im
rr
>
0

- 3

fuot

A

I
i

8.1.3. Election of Root Switch

Layer 2 UEH

32| spanning tree 0l &0icte 2
=0 2t FLEE 2

22Ct Ol 8t HAIXKIS w &t

ﬂ
o Ir
0
)
c
|0
£l
rig
o
O
%
o
i
[~
0
paa

2t spanning—tree instance0ll U8t S Y&t root ARX A=
2 = switched LAN =22 2|8t designated A X2 A=
=5

= d3d2 HEE Layer 2 AEHHIOIAS] XHEOl 28 switched WIERIAS] F X HIA

2 VIAN O DR =2 ALK priority(B2 =X gt S JHRNE JHE A2[XIDJ} root A/XZ Z2HE
= Xl Ot default priority(32768)2 SF T UCIHH, VLAN UM JIE & MAC =AE
& ARIXIJF root ARIXIJF SCH ARIX| priority = BridgelD 2 Z &2 HIE O Z&HEIC.

SO M 1 ARIXIJt oot A% Dr 2 olsaE B &

AR AKX priority 2] giS HAE
A o2 Hd5olH JIs&0l ROtX 12, &2 gtz H&5HH Jts40|

2I Xl priority E 2 3t

Root A?IXl= switched WIERIAW M spanning—-tree A9 =2l &2l ZSAI0|ICH Switched W E
HA30NA root ARXZ &S LI gl BE2S2 spanning—tree blocking & EiDJF =T}

BPDU = BPDU 8 &d&ole AKX ZE, AX2 MAC =4, ALIXl priority, port priority,
path cost S92 882 E T &stC}. Spanning tree = 0| B2 E A20IH root ARIXIQ root LE,
designated XEE Z & stC}.

0l ZHEECt root ZEQ designated ZE=

ot

F I DI %2 path costE HIZ28HCH LANDF S Z & designated

—
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8.1.4. Bridge ID, Switch Priority, and Extended System ID

IEEE 802.10 HE=0 =X 2 ARIX= root ARIXIE G| R AIEE = RLE Sl 4
S XH(BridgelD)E Jt&ICH. 2 VLAN 2 =2l&8 22 Ag UE BNz 2582 |

22 NZ CHE BridgelD € JHE = UL AIXI= 8 HIOIES| BridgelD € Jt&ICH =& 2 Bt
OlE= ARAX priority 2 AFZE 1), LFHAI 6 HIOIE= ARAXI2] MAC ==2-0|C}.

E3016H Series A XI= 802.1T spanning—tree extensions & XI&&tCH. HE2F &0 ALX
priority 2 AFZ S S 2 HIOIEJF 4 HIE priority g8tdt VLAN ID 2 S8t 12 BIE extended system

ID gtz MegE TIACH

H 1 Switch Priority Value and Extended System ID

Switch Priority Value Extended System ID(Set Equal to the VLAN ID)

Bit16 | Bit15 | Bit14 | Bit13 | Bit12 | Bit11 | Bit10 | Bit9 | Bit8 | Bit7 | Bit6 | Bitd | Bit | Bit3 | Bit2 | Bit1

32768 | 16384 | 8192 | 4096 | 2048 | 1024 | 512 | 256 | 128 |64 |32 |16 |8 |4 2 1

Spanning tree = extended system |D 2t A2/ Xl priority, 212l MAC =22 BridgelD € 0t=C1.

8.1.5. Spanning-Tree Timers

X = spanning-tree 2] As0l &2 0|Xl= EIOIHEE LEIHCE.

H 2 Spanning-Tree Timers

Variable Description

Hello timer AR GHE ARIXZ 0L XK= hello HIAIXIE B&E 02 2 &8

Forward—delay timer | @IEJHIOIA DL forwarding AMEHDF T1D1 Ol listening It learning AEHOIAL 2H2+

20t M= 22eItE 288t

I

I

%DFEOI— I.I Xt

[yl o

!

Maximum-age timer | 2AEHHIOIAZ 4lISt Z2ES FE AoDLE ZHF &t
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8.1.6. Creating the Spanning-Tree Topology

JEUHA 2 ARAXE2 ARAXl priority Jb default(32768)0112 A2X A JF JI1E ®& MAC
FAE JINCD JF8oHH ARl A JF root A2XIDF € C 6HXI 2, forwarding QIE{HIOI A2 ==
=2 link-type W20 A/IX A = Ol&AAHQ root ARIXIJF OLICEH Root AfIXZ U=SHe=
A2 priority £ SIAIZZEM(EE =Xt &S AL8), spanning-tree 2| A& THH AHGHH
Ol&4 Ol AQIXIE root & 2UHE == UL

_18& 1 Spanning-Tree Topology
DP
- @7
— > DP D

DP RP DPI DPI

=

RP = Root Port
DP = Designated Port

default @IXtE JIBIS 2 spanning-tree &S HAGHH, AIE S0 SHI| &2 A0Sl 2=
OlAXMO|X| CH OlZ, root ZEBL =2 LE HSE JIX QEHHOIAN H&EE NX9 &3E
ALXIC root LE HHAS 0IIE £ ULt SEE I HE 2aAS root ZEZ == 21010

S S0 AKX B2 & ZEDJL JIJHHIE 0olHY! &3040, A<IXI B2 ChE2 ZE(10/100 &3)Jt
S root TECHD JIHGHAL UWESRT EdEOl J|JHHIE olHY 238 Sdll 8dg&e= 20l o
SOEOICH JIDJHHIE olr 4 olE HIOI A 2| port priority & root ZEBLH O =& priority($& = At
)E IINECE HEEOZM, JIJHHIE OICHY! CIEHHOIASE ME2 root ZEZ 2tE £ ULH,

8.1.7. Spanning-Tree Interface States
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T2 EZ ZED} switched LANS &
HA0lA switched LAN 2] EABIED
HIOIAJL Ht= forwarding & EHDL &
e ZdE forwarding o1

CtE AlIZ, O
A SHCEH Spanning—tree Ol &0 8HXl 2= Layer 2 9lH
H QA &0 IOl SZJF 2Me £ QUCH dHEBEz A4

| & Ct.
&0l switched LAN 2 Soff dltEl= MEE o 28 JIUH

Sofl &2 M MOS0 &dettt, 1 21
4 I

OF StCH.

Spanning tree Jt &4 3tE ARXI2l 2+ Layer 2 QI HIOlA= CIS &EH = SHLIOICH:

Blocking - @IEHHIOIAE &S forwardingdtAl &=L

Listening — /B HOIAJF Tl S forwardingdiOF 8tCt D 2 XTI US M, blocking state
CtS2 &0l AEH.

Learning — QIEHHIOIAIL ZH S forwardingdtll foil =H|IStCh. MAC learningOl
==L

Forwarding — @/ HI0| A D} =2 2 forward $HCH.

Disabled - ZEJI shutdown AEHOIALE ZEWN &3AJF SHLE, ZEW A#SOl
spanning-tree instancelt 7| HE0W I E H Ol A= spanning treelfl &0 otAl 2 =Ct.

CIHHOIASE US2 &z Olseth:

ks

[e]

ZIIAEHOIA blocking & EHZ

blocking & EHOI Al listening &2 disabled &E 2
listening & EHOl A learning &2 disabled & EH 2
learning & EHOl A forwarding & disabled &EH2
forwarding &' EH0ll A disabled &EH 2

o 082 AHMHOIAS HEHHE0IE EHEC.
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& 2 Spanning-Tree Interface States

Power-on
initialization

Y

Blocking
state <

1
1
1
1
\ 4 Y
Listening Disabled
state state

A 4

Learning
state

Y

Forwarding
state

STPOI &43l CUS M, A/AXIS 2= CIHHIOIA = blocking AFEHDJF &1 1 listening 1 learning

KNHCEH oA S E spanning tree OlA 28 QB HIOlA = forwarding E2

=)
o
o
)
=
Q
0z
m
_=
x

|0

Spanning—tree 2 112|I&0| Layer 2 ClE{H 0| AE forwarding &EHZ CtSJ|E2 Z2EUOY 32

DEO| LB

2&E

]
0

=
T

i

1. CIEHIOIADL forwarding &fEHIF & O1OF SHCH = 4IGHH QIHHIOIA =
listening &FEH Ot =1L

2. forward-delay EtOIHOt 22 &R
Bt= 1 forward—delay EtOIBIE T

3. learning &EHOIA, QIHHBIOIAE &H 2ol MAC learning2 &otHA =2
forwarding2 X+&tstCt,

4. forward—delay ELOIO4Dt Bt=2EH, spanning tree= CIEHMHOIAE forwarding &EHZ2

rr
1<

spanning tree= 9 EHOIAE learning &EHZ

= [
e

= et

-

=
=
S

Ot= 11, learning 2 Zdl & 2l forwarding0l 2% Jt=3atCh.
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Blocking State

rr
[ml

Blocking state 2| Layer 2 QIHHOlA= =2 forwarding GtHAl

oF

A X= =g 220 AR 2 AEHHIO|AZ BPDU & ®SSHLEH. ARIX=
CIE A2IXI2 BPDU & w&E kXl XW\IOI root AKXl Ol AHEH S&EHC.
0l248t BPDU 2 n&te HESRIAS & ALXE root AR9IXZ Z2HEH.
UEKIN 2 oLl ARXICH JUCHH ALX| 2t2] BPDU &2 YMsHK
2OM, forward—delay EIOIHE Z2&H CIHHIOIAE listening AMEH Ol
=00 OTHHOI A= AKX =I5 =0 &4 blocking &tEl 2 & & & L.
OIE HI Ol A= blocking AEHOIA CHS2F 20| S 28t

o ILEZ A= Iy US HIISHTH

® forwarding2 <ol CE CEHHOIAZREH AREE D=2

H DI stCh
FEAE learning ot Xl ¥ =CH
BPDUE £=AIEHLH

Listening State
listening state = blocking &El CIS2l &0 AEHOICH CIE{HIOIADI} TS
forwarding o OF 8tCtD ZBA ™ CIEH Ol A= listening & EH Dt =ICH

CIEHHIOl A= listening & EHOIA CHS 2t 201 S & 8HCE:
& ILEZ HAE DY YS HOISHCH
® forwardingEg <ol OE QHHOIAZREH ARATE ZYUSS
Dl 8HC
F2AE learning otAl 2=t
BPDUE ==&I8HTt

Learning State
learning AEH2l Layer 2 QEHHIOIA= ZHE forwarding 2 Z=HI&HCH
Ol HI Ol A= listening &EHUI A learning &EHZ = O 2HCF.

QIHHIOl A= learning & EHOIA TS 201 S &HCH
e ILEZ MG TYYS HIISHCH
® forwardingE <ol OE CQHHOIAZREH ARAETE ZHUSS
2| 8HC

® A5 |learning SHCH
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13

Forwarding State

forwarding

AEH S| Layer 2 @QIE{HIO

| A= T2l 2 forward SHCH CIEHBIOIA =
learning & EHOIl Al forwarding & EH2 SO 2+CH
I HIOl A= forwarding &EHOIA CHE 1 20| S&&HCEH:
& LEZ ilEl I YSS forward &L
o [IE CHHOIAZRH AR/AEE I US2 forward SHCH
® =AE learning StCt
°

Disable State

disabled &EH2
tree Ol & O4GHX

disable & CIE{HI Ol A

o LEZ =

SAE ZY PSS T

BPOUE #=&I8tCE

—

AE DY

o

Layer 2 QIE{IHIO|
OF=T[}.

[E—pyu—

forwarding OlILI spanning

—

= s

® forwardings <ol CE CQHHOIAZRH AAFE ZHSSS
Holetth
A=

T =

BPDUE

learning ot Xl &

= {IGHAT @=L
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8.2. Understanding RSTP

RSTP= point—to—point HZ0 6l spanning treell WIE =7E H 3ot &2 JH&LH
Spanning tree2 M32AE 1x(802.1D spanning tree2l default & & i
A= HEEO2) OlLHO 222 = 0|22 SN A4 22 XS 2128 EcES M55t

= UWEAIN ==0otc

Ol 22 RSTPIJI OHEN S&ote XIE &9

o

Ct:

® RSTP Overview

® Port Roles and the Active Topology

® Rapid Convergence

® Bridge Protocol Data Unit Format and Processing
8.2.1. RSTP Overview
RSTP = AQXl, AKX ZE &2 LAN Ol HOHDF LMHsS AL THHIE HAH9 =3(2F 1 = 0]
LHE MZ28HCH MZ22 root TE2 MEHE T EE= HI2 forwarding B2 H0|E &= JUD, AP
Xl AFOIS] HAIE QI acknowledgement £ Sdll designated ZE & forwarding &EiZ HtE &O0|
g o QUCH
8.2.2. Port Roles and the Active Topology

RSTP = active &&= Z2856ID| 28t port role 2 S22 M spanning tree 2| it S E Al
StCH RSTP = STP ME JIE =2 ALK priority(OFE %2 priority 2H)8 JHE ARIXE
X2 MENSICH el RSTP = 2420 ZE(| T2 22 port role S & &6t

[> 0H

k) ow

#
o

® Root port — A2IXIJl root ARXIZ IH2!S forward & M =& HAZ2(JIE Y2 cost)
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£ NIZ8&tCh.

® [Designated port — designated A2XI2t HZE K, LANUA root ARXZ IHAS
forward & M JtE X2 U= M38HCH LANDF AZ & = designated AIXIQ| i
E £ designated portet £ ECt.
Alternate port — & I root XEJt M Bot= root ARAXZ2 WM BZE MSBEHCE.
Backup port — spanning treel A& 22 &6t designated ZEW 2dH Ma3&= 222
backup2 2 =& 6ttt Backup ZE= F EEJt point—-to—point @32 loopback2 2
HAZEAALE AR 32 LAN Z2H0ll CHoll S Ol &t HZ0| JAS B L2010 =THSHCE.

® Disabled port — spanning tree2l S&0AM OtR& S S JHXIX Z=CH.

designated ZE &2 JI& L E &= active FA&N &S Ch. alternate =& backup &

E d&s I8 ZLE &= active EM0IA M= CF.

OlAl, RSTP = 2 & root X E 2} designated
Ct. 8t D= alternate EE 2} backup ZE
=010 EEQ AEi=

) O 9l
D2t RSTP o ZE HEHE H

UHESRZR 8t 2= portrole 2 Jt& SHEE &

L ED} HtZ forwarding &EHZ &O0|ote 212 E&E

= &4t discarding AHEH(802.1D 2 blocking ot SS8F AHEN
forwarding 1t learning Ut& 2l S&= MOSHL O3 A
W stC.

H 3 Port State Comparison

Operational Status STP Port State RSTP Port State Is Pot Included in the
Active Topology?

Enabled Blocking Discarding No

Enabled Listening Discarding No

Enabled Learning Learning Yes

Enabled Forwarding Forwarding Yes

Disabled Disabled Discarding No

STP & o d2AAHES o, 0l 2AUHAME ZE AEHOAM discarding & blocking & A& 8L
Designated port = listening & EHO0I A Al & &HCH.

8.2.3. Rapid Convergence
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RSTP = St 22 & Iil, LE =2 LAN 2| ZOoH0ll CHoll g o2&l =2 E HMSSHCH edge
HLEQ MZ2 root LE, 12l point-to-point @32 HAE ZEN ol WE sS7E M3
Ct:
® £dge ports - RSTP ARIXIWM EEE edge LEZ H&E0CIH, edge L E = forwarding
AElEZ HIZ HOIStC edge ZE&= STPUIA PortFast)t & & ZEQ S 61, ofLt
o ZCF chu )t HAHE TEN 2 8XHOF SHCE.

® Root ports — RSTPIJt MZ2 root ZEE HEIGIH, 0| M2 root ZE= block & EHIL &
J, ME& root ZE &= B2 forwarding &HEHD = L.

® Point-to—point links - LEE [}& EZE2 point-to—point @32 HBSIIH, & LE
= designated ZEJI &0 T E HHaoD| foll CHE L E 2 proposal-agreement 1
2= S&HiiE ®0I1E S &eH

Ct2 O"0AM, 22X A= A9IX B 2 point-to-point @322 HZEN JD 2E ELE
= blocking &EHOICH. AIXI A 2| priority JF A<l B 2l priority 2CF &2 £=2| gt2
ACD JHEGHAE ARIXI A = proposal Bl Al Xl (proposal flag 7t & & & BPDU)E A
B 2 &&0t Al S designated A2 X2 M eHsHCY,

ALXl B = proposal HIAIXKIE =418 =0, proposal HIAIXIE =4I ZEE MEZ2
root ZEZ M85, 2= non—edge L EE pblocking MBI & &at1, agreement Ol
Al Xl (agreement flag & & & &t BPDU)E MZ & root ZEE Soll &&stlh.

fIXl B 2 agreement lHI/\IIIE =8e 20, AKX A= X4l designated ZEE
forwardlng FEHZ &M OISHCH ARIXl B O K412 2= non-edge port € block /\I9|J_,
ALIX| A2 ARl B AFOl= point-to—point @32 HAZAI| 20 WEHIAN 2

b &MBHA =L,

2 M, SAS 84 HAIXIDF L& AKX CE A2X
2 &E“Sh_’_, S AAXC & ZEE= forwarding &EHIZ &

Jb active E A0 20 SHCH HERZ 2 =30
q & getoz XMEHEC

o o

[%2]
o
I
S
=]
=
Q
=
@
@
10
o
(@]
—
2
>_

AR XE ZEQ duplex 2E2Z link-type 2 Z2&8&HCH full-duplex ZE= point-to—
point &9Z2 1%, half-duplex ZE&= S d&=Z 1NHECLCH  interface
configuration spanning-tree link-type & Z duplex 220 2o Z2d&=

0424
o o
default &8 2 HE S = UL
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18 3 Proposal and Agreement Handshaking for Rapid Convergence

Switch A Proposal Switch B

%—’%

Designated
Ag reement switch
F
R
Designated
Root switch Proposal Switch C
E —_—
_i DP RP_i _i
Designated
Root switch

Agreement
E S —
R o R 0F T

DP = Designated Port

RP = Root Port
F = Forwarding
8.2.4. Bridge Protocol Data Unit Format and Processing

protocol version 252 g0l 22 &&= A= H2dt2 RSTP BPDU 2 &Al2 |EEE 802.1D
BPDU 3"’\'1 ZCH MZ2 1 HIOIE version 1 Length 2&= 022 &&&E 0 0l= version 1 &
2EZS M2 E Tstolkl =0 20I0ICH T8l = RSTP flag 225 B0 =L},

i 4 RSTP BPDU Flags

Bit Function
0 Topology change (TC)
1 Proposal
2-3: Port role:
00 Unknown
01 Alternate port
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10
11

Root port
Designated port

Learning

Forwarding

Agreement

~N| O O

Topology change acknowledgement (TCA)

|.

XH&I2 LAN 2 designated A29IXIZ HICtotel= A®IXl= RSTP BPDU 2 proposal flag € &8
& d

ol A MEStCH proposal HIAIXI 2l port role 2 &4

CHE ARIXIO 28 HotsS 20tS0l= A%

X
StCH. agreement BIAI X2l port role 2 &4 root port & & & & C}.

esignated LT EZ &&=}

|= RSTP BPDU 2| agreement flag € &&diA &

topology change notification (TCN) BPDU £ AI26tXl %=Lt topology
2Iol RSTP BPDU flag 2 topology change (TC) flag & AI2&tCH o6FXISH
=SS ol TCN BPDU £ Mot HMelstCt.

ALEHOIl (TFet learning 2t forwarding flag JF & & &I L.

18
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8.3. Configuring Spanning-Tree Features

0l Z0lA= spanning-tree & &&0ot= 2Ol CHol &Y stCh.

8.3.1. Default STP Configuration

CIS29 E= STP O default 883 BEOUH=C.

T 5 Default STP Configuration

Feature Default Setting
Enable state HES T US.
Spanning-tree mode STP

System priority 32768.

Spanning-tree VLAN port priority | 128.
(configurable on a per-VLAN basis)

Spanning-tree VLAN port cost (configurable | 10000 Mbps: 2

on a per-VLAN basis) 1000 Mbps: 4.
100 Mbps: 19.
10 Mbps: 100.
Hello time 2 =.
Forward-delay time 15 =.
Maximum—aging time 20 x=.
8.3.2. STP Configuration Guidelines

E3016H Series = IEEE 802.1w RSTP £ XI&BtCt. £&t, 802.1w = 802.1D STP & UREHS=Z

o222 802.1D 2t2 ot? s &&= MBetlt.
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8.3.3. Enabling STP

default 2 STP = HIZ4 AEHOICH. UWIERIN FZIt EME Jtsd0l JAUYE STP £
NI == BtCt.

gk
0x
tol

VLAN JI8t2 2 STP £ & d3tAIJ1ed S privileged EXEC 2EERH U&52 HE S HELH

Command Purpose

Step1 configure terminal Global configuration E =2 &I 5Lt

Step2 spanning-tree vlan vian-id VLAN £ 2 STP E &4 3t StC}.
VLAN 2| &H<2/= 1~4094 O|Ct.

Step3 end privileged EXEC 2 & 2 HH ST,

Step4 show spanning-tree vlan | &% LI&2 & 0I5t
vian-id

Step5 copy running-config startup- | (&) & &8 2 configuration I+ 0ff X & StCt,
config

STP £ HI& & Gt ™, global configuration 2 2 no spanning-tree vlan vian-id € AtE &L},

CtS& VLAN 1 0il STP £ &« &tot 1) Hl Ol

i

SHE

g
0x
o
ol
rr
HA

Switch#

Switch# configure terminal
Switch(config)# spanning—tree vlan 1
Switch(config)#

Switch(config)# end

Switch#

Switch# show spanning-tree

VLANOOQO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
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Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fab Desg FWD 19 128.6 P2p
Switch#

Switch# configure terminal
Switch(config)# no spanning—tree vian 1
Switch(config)# end

Switch# show spanning—tree vlan 1

Spanning tree instance(s) for vlan 1 does not exist

Switch#

8.3.4. Disable per VLAN STP

E3016H Series 22 Xl= VLAN 22 spanning-tree € & &= ULH. =, VLAN trunk ZE2|
VLAN Z 2 STP state £ & &6t= 210] JFsStCH B AL X0l 32 O Ol &2l VLAN O /JUCHH, per
VLAN STP JIs2 HIg4d A1, &AM VLAN 2 MOH3SH| {8t 3tLtel spanning-tree instance £

ANESHES &L

b Note Per VLAN STP JI=0| HIZ#AS AEHOIA 0424 VLAN O CHGH STP £
S AI2ICHH, VLAN trunk port O] STP AtEH= QR RO K| 224 UL

X2 per VLAN STP Jls2 HIZ4 AlJI&H, pivileged EXEC 2EUHAREH CIS2 M2
HEICH:

Command Purpose

Step1 configure terminal Global configuration 2= 2 &I & &tC}.
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Step2 spanning-tree  one-for-all- | Per VLAN STP J|s2 HI&4 Al2IC}
vlans

Step3 End privileged EXEC 252 HASBHCI.

Step4 copy running-config startup- | (S&) &3 = configuration It 2 0l X4 & &tCt.
config

ALXI2 per VLAN STP JIs=2 &4 AI21dH, global configuration @& no spanning—tree one—

for-all-vlans @ &= AtEZatet.

Switch#
Switch# show spanning—tree

Spanning tree instance(s) does not exist

Switch# configure terminal

Switch(config)# spanning—tree one—for—all-vlans
%Warning: you may enable only one spanning—tree instance per port.
Switch(config)# spanning—tree vlan 1
Switch(config)# end

Switch# show running—config

!

spanning—tree one—for—all-vlans

spanning-tree vian 1

!

Switch#

Switch#

Switch# configure terminal

Switch(config)# no spanning—tree vian 1
Switch(config)# no spanning—tree one-for-all-vlans
Switch(config)# end

Switch# show running—config

[

|

Switch#
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8.3.5. Configuring the Port Priority

SOOI LMTHH spanning tree & EEQ2| priority £ AFE00 forwarding &EHS CIEHMHIOIAE
s, MM deE QHHOANE = prority 2 2H(EE #)E2, US0H SeE
CIHHIOIAN = Y& priority 2| gH(=E2 )2 EYE = UL 2 AEHHIOIAI 22 priority a2
JIFECHH, spanning tree = 22 IHHIOIA HSE JHA CIHH0|AE forwarding AEHE QtE1
CtE I HO0IAS2 block AIZICH.
OIE{HI Ol A 2| priority £ & a2 ™, privileged EXEC 2ERH OS2 A2 HECH
Command Purpose
Stepl configure terminal Global configuration 2= & & &HC},
Stpe2 interface /interface-name AFE AHMHOIAE FAIGHA interface configuration 2E 2
I 5HCY.
S8 AHHOIA= SelA QUHHOIAL ZE OFO0ICH.
Step3 spanning-tree vlan vian-id | 2 &HH 0l A S| VLAN EE priority £ & & &t
port-priority priority ® vian-id o B%l= 1~4094 0ICH.
® priority 21 B<l= 0~240 AOI2] 162| Hii==0I|Ct. default=
128 OICH. ¥ It =& priorityE 2I0I8CH REE a2
0, 16, 32, 48, 64, 80, 96, 112, 128, 144, 160, 176, 192,
208, 2242t 2400ICt. Ol 219 CHE s HRELH
Step4 end privileged EXEC 2E2 HAHSHC}.
Step5 show spanning-tree | £& WIE2 &0I&H(}.

interface /interface-name or
show spanning-tree vlan
vian-id

ZES

[0l

Step6 copy running-config startup- | (84) & & 2 configuration It f FCF.

config

OIEHI Ol A Q| default EH 2 23R5t24H, interface configuration @& no spanning—tree vlan

vian—id port—priority £ At&StCl.

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
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Address  0007.7012.2932
This bridge is the root

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address 0007.7012.2932

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fab Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# interface fa5

Switch(config—if-fa5)# spanning—tree vlan 1 port—priority 240
Switch(config-if-fa5)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
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fab Desg FWD 19 240.5 P2p
fab Desg FWD 19 128.6 P2p

Switch#

Switch# configure terminal

Switch(config-if-fa5)# no spanning-tree vlan 1 port—priority
Switch(config-if-fa5)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address 0007.7012.2932

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fab Desg FWD 19 128.6  P2p
Switch#
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8.3.6. Configuring the Path Cost

spanning—tree 2| path cost 2| default g{2 QI EHIOIAS HSE=22H Z2EHECH SEIF LA
spanning tree = L E 2| cost E A8t forwarding A EH2| CIEHOIAE Z&HSEICH HY e
OIEHHOIANE 2 cost 2, US0 HdeiE CHHIOIANE =2 cost gt EYEE £ UL

2E OIHHOIAIN 22 cost 2= JIACIH, spanning tree = & CHHOIA S

OIE{HI Ol A E forwarding &EHZ OtS 1) CIE Q2 E HOIAS 2 block AlI2ICH.
Note port group & AL path cost 2 &S QIEHHIOIAS £E=22H Z2HE £ QCh
220 WY ZEJ M 02 52 JE = UCH metAM port group Ol
ol M= =S 22 path cost & A& A AlEalel.
OIE{HI Ol A2l path cost & A3t H, privileged EXEC 2ERH U2 HE S HECH
Command Purpose
Stepl configure terminal Global configuration 2= 2 &I StCt.
Stpe2 interface interface-name A& O HOIAE HAIGHH interface configuration 2 =2
&I S,
2ast e HOIAE S2l& QIHHOIAL LE )FEO0|C.
Step3 spanning-tree vlan vian-id | VLAN 2| cost & & & &Lt
cost cost SO LMME [ forwarding AEHC] ZEES 2XHotD| 2ol
spanning tree = path cost & AS&tCH. path cost 20| ¥ =

=5 159 M50| Jts&2 20I18tC.
® v/ian—id 2 B<= 1~4094 0| Ct.
1~200000000 OICt. default gt

QIHHOIAS HEEEZ2H 2L

o L

® cost 2 H©<

rr

Step4 end privileged EXEC 2 =& BHASHLT.
Step5 show spanning-tree | & & L& S & 0IStCt.
interface /interface-namve or
show spanning-tree vilan
vian-id
Step6 copy running-config startup- | (&) & & 2 configuration I+ 2 0l X & &tCt.
config

OIE{HIOI A2 default @22 23R6t24H, interface configuration @& no spanning-tree vlan
vian—id cost € AIEstLE.
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Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 0
Address  0007.70bc.cdde
Cost 19
Port 5 (fab)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address 0007.7012.2932

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
fab Root FWD 19 128.5 P2p
fab Altn BLK 19 128.6  P2p

Switch# configure terminal

Switch(config)# interface fa5

Switch(config-if-fa5)# spanning-tree vlan 1 cost 100
Switch(config-if-fa5)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 0
Address  0007.70bc.cdde
Cost 19
Port 6 (fab)
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Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address 0007.7012.2932

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
fab Altn BLK 100 128.5 P2p
fab Root FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# interface fa5
Switch(config—if-fa5)# no spanning—tree vlan 1 cost
Switch(config-if-fa5)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 0
Address  0007.70bc.cdde
Cost 19
Port 5 (fab)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
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fa5 Root FWD 19 128.5 P2p
fa6 Altn BLK 19 128.6  P2p

Switch#

8.3.7. Configuring the Switch Priority of a VLAN

ARXIItroot ARIXIIOFE JbsAE =01J] RIof ARIX priority & HEE == QUL

VLAN Ol CHSt ALK priority & & &3t ™, privileged EXEC 2E2H C22 82 HECH
Command Purpose

Step1 configure terminal Global configuration @ = 2 &I 5tCt,

Step2 spanning-tree vlan vian-id | VLAN 2 A2 X| priority & & & StCI.
priority priority ® lan—id O Y= 1~4094 0ICH.

® priority 2 #fI= 0~61440 ALOI2l 40962 bH==0IC}.
default= 32768 OICt. €2 =2 +5 root A2%IX2 S
Jtsd0l =0 |R=8 priority gt2 4096, 8192, 12288,
16384, 20480, 24576, 28672, 32768, 36864, 40960,
45056, 49152, 53248, 573441t 61440 OICt. CHE S22

HEELCH
Step3 end privileged EXEC 2= 2 H A 8tCt.
Step4 show spanning-tree vlan | &% LI&2 & 0QI6tC}
vian-id
Step5 copy running-config startup- | (&) & & £ configuration I+ 0ff X & StCt.
config

X2 default &&= =756t ™, global configuration @ & no spanning-tree vlan vian-id

tet.

Ol

N
=
priority 382 AIE

Switch# show spanning-tree

VLANOOO1
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Spanning tree enabled protocol ieee

Root ID Priority 0
Address 0007.70bc.cdde
Cost 19
Port 5 (fab)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab5 Root FWD 19 128.5 P2p
fa6 Altn BLK 19 128.6 P2p

Switch# configure terminal

Switch(config)# spanning-tree vlan 1 priority O
Switch (config) # end

Switch#

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 0
Address 0007.7012.2932

This bridge is the root

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 0 (priority 0 sys-id-ext 0)
Address 0007.7012.2932

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
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Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p
Switch#

Switch# configure terminal
Switch(config)# no spanning-tree vlan 1 priority
Switch (config) # end

Switch# show spanning-tree

VLANOOO1

Spanning tree enabled protocol ieee

Root ID Priority 0
Address 0007.70bc.cdde
Cost 19
Port 5 (fab)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Root FWD 19 128.5 P2p
fa6 Altn BLK 19 128.6 P2p
Switch#
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8.3.8. Configuring the Hello Time

hello time 2 B1EE 22 M root A< XIJF 8&36t= configuration BPDU 2 D12 A& & &= ULt

VLAN 2 hello time 2 & &36ted ™, privileged EXEC 2E2H OS2 A= A

o

Ct:

Command Purpose

Step1l configure terminal Global configuration 2= 2 & 2l 5tCt.

Step2 spanning-tree vlan vian-id | VLAN 2| hello time 2 &&&tCt hello time 2 root ASIXIJt
hello-time seconds configuration HIAIXIE &&6t= =J(0ICH O HAIKI= A%

XIJF &0tASE 20| etCh.
e vian—id 2 B2l= 1~4094 O|Ct.

« seconds 2] H®l= 1~10 O|Ct. default = 2 OILC}.
Step3 end privileged EXEC 252 H A S},
Step4 show spanning-tree vian | &% LHE2 &QI6tCH.
vian-id
Step5 copy running-config startup- | (&) & & 2 configuration I+ 0fl X & 8tCt.
config

AL X2 default EH S 2 2325t24H, global configuration @ & no spanning—tree vlan v/an—id

hello-time Y& 2 AtEa6tel.

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
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Interface Role Sts Cost Prio.Nbr Type

fab Desg FWD 19 128.5 P2p

fa6 Desg FWD 19 128.6 P2p

Switch# configure terminal
Switch(config) # spanning-tree vlan 1 hello-time 5
Switch (config) # end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root

Hello Time 5 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932

Hello Time 5 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p

Switch# configure terminal
Switch(config)# no spanning-tree vlan 1 hello-time
Switch (config) # end

Switch# show spanning-tree

VLANOOO1

33 E3016H Series User Guide



Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type

fab5 Desg FWD 19 128.5 P2p

fa6 Desg FWD 19 128.6 P2p

Switch#

8.3.9. Configuring the Forwarding-Delay Time for a VLAN

VLAN 2 forwarding—delay time € € &old ™, privileged EXEC 2ERH &2 WIS HEILH:
Command Purpose
Step1l configure terminal Global configuration R =& & & &tC},
Step2 spanning-tree vlan vian-id | VLAN 2| forward time & &&&tCt. forward delay = ZEJt
forward-time seconds spanning-tree 2| listening E&& learning AHEH O M
forwarding &tefE & 0I5tI| ol JIChel= Al2t0ICt.

® vian—id 2| B<I= 1~4094 OIC}.

® seconds 2| 8= 4~30 O|Ct. default= 15 OIC.

Step3 end privileged EXEC 2E2 HAHSHC}.

Step4 show spanning-tree vlan | &3 LiE2 &0QI&tC}.
vian-id

Step5 copy running-config startup- | (S4&) & & 2 configuration It Ol X & &tCt.
config
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F X2 default @822 =36t21 ™, global configuration € & no spanning-tree vlan vian—id

forward-time Y& 2 AtEZ0atet.

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932

This bridge is the root

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)

Address 0007.7012.2932

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
fab5 Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p

Switch# configure terminal
Switch(config)# spanning-tree vlan 1 forward-time 20
Switch (config) # end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932

This bridge is the root

Hello Time 2 sec Max Age 20 sec Forward Delay 20 sec
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Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932

Hello Time 2 sec Max Age 20 sec Forward Delay 20 sec

Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p

Switch# configure terminal
Switch(config)# no spanning-tree vlan 1 forward-time
Switch (config) # end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
fab5 Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p
Switch#
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8.3.10.

VLAN 2| maximum-—aging time 2 2 &3dtd™, privileged EXEC

Configuring the Maximum-Aging Time for a VLAN

QERH OS2 MEE A

o

Ch:

Command Purpose
Stepl configure terminal Global configuration 2 =& & &tC},
Step2 spanning-tree vlan vian-id | VLAN 2 maximum-aging time 2 & & &tCt. maximum-—aging
max-age seconds time 2 AKX MPAES o) ®oll spanning—-tree 825 £
AIGHR 210 JICtel= = O AI2EOICE,
® vian—id 2 Hl= 1~4094 OILCt.
® seconas 2| Bl = 6~40 0ICt. default= 20 OICt.
Step3 end privileged EXEC 2&& HASHC.
Step4 show spanning-tree vlan | &% LI&2 & 0I5t
vian-id
Step5 copy running-config startup- | (84&) & & £ configuration I+ 0| X & &tCt.

config

ARIX2| default

MN™H O

dFOZ 575+ ™, global configuration @& no spanning-tree vlan vian—id

max—age B = AtE3dlet.

Switch# show spanning-tree

VLANOOO1

Spanning tree enabled protocol ieee

Root ID Priority 32768

Address 0007.7012.2932

This bridge is the root

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)

Address 0007.7012.2932

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
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Interface Role Sts Cost Prio.Nbr Type

fab Desg FWD 19 128.5 P2p

fa6 Desg FWD 19 128.6 P2p

Switch# configure terminal
Switch(config)# spanning-tree vlan 1 max-age 10
Switch (config) # end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root

Hello Time 2 sec Max Age 10 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932

Hello Time 2 sec Max Age 10 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
fab5 Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p

Switch# configure terminal
Switch(config)# no spanning-tree vlan 1 max-age
Switch (config) # end

Switch# show spanning-tree

VLANOOO1

Spanning tree enabled protocol ieee
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Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab5 Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p
Switch#
8.3.11. Configuring the Port as Edge Port

E0l Uiol M edge port &

E3016H Series BlAl STP & E43IAIZ &R, &Y IE
MG Ot IE S edge TEZ HAFOIA €20, 1] ZEE= forwarding A EHE &Olot=0l 2 x
Forward Time 0] AR & C}.
Note S HAZE EEN olMesE BEEAl edge port & &AAGHOF SHCH O X
2o0, HERIZS STP AN H3OF LMe @ @20l HZE EEQ STP

ZEE edge port  8&3HAH, privileged EXEC SE2H OS2 ME 2 HEILCH
Command Purpose
Step1l configure terminal Global configuration fLE= & & L},
Step2 Interface /nterface-name d&8g 2HHOIAE FAIGHH interface configuration 2E=2
& BHCY.
e QIHHOIA= Sel& QIHHOIAS ZE OF0IC
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Step2 spanning-tree admin-edge- | ;= ¢qge port2 & 5L,
port

Step3 end privileged EXEC 252 HASBHCI.

Step4 show running-config &5 LHE= =I6t0

Step5 copy running-config startup- | (S&) & &= configuration I+ 0l X & &tCt.
config

AR X Q default E82=2 =736, interface configuration @& no spanning—tree admin—

edge—port EE =2 ALEZ35let.

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932

This bridge is the root

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab5 Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p
fa7 down DIS O 128.7 P2p

Switch# configure terminal

Switch(config)# interface fa7

Switch(config-if-fa7)# spanning-tree admin-edge-port
Switch(config-if-fa7)# end

Switch# show spanning-tree
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VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932

This bridge is the root

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab5 Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p
fa7 down DIS O 128.7 P2p Edge

Switch#

8.3.12. Configuring the RSTP Mode

VLAN 2| spanning-tree instance 22 ZTZEZS S& RPEE S&FE & QUCH LBrE0l RST

M= RSTP BPDU Bt2 AIEdH M spanning-tree € #4302, 802.1D BPDU € &I E

ot S 82 ol 802.1D BPDU £ AtEStCt. oHXI2H STP S8 ZEUH M= RSTP BPDU £ Al
Q% 802.1D0 BPDU 2= AtESHCH &8t RSTP It MSdt=E WE =7 JIs2 AI2E =

STPo Z2&=2 ZEE HAGHAH, privileged EXEC ZENAMRE OS2 HE =S HELC

Command Purpose
Step1l configure terminal Global configuration R =& & & 5HCH,
Stpe2 spanning-tree vlan vian-id | £3 VLAN 2| RSTP instance 2| Z2&EZ2 S E2EE RSTP 2
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force-version rstp E2 &
vian—id 2 8= 1~4094 OICt.
default = STP 2 E0ILCt.

Step3 end privileged EXEC 2=2 B1AHSH(C}.

Step4 show running-config A% WHE= =lstll.

Step5 copy running-config startup- | (84&) & & = configuration I+ 0ff X & &tCt.
config

ol

default -

= te1™, global configuration @& no spanning-tree vian v/an-id force—
version &

b,

S3o=Z
==
=}

=
=
S A2

o
a

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932

This bridge is the root

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p

Switch# configure terminal
Switch(config)# spanning-tree vlan 1 force-version rstp
Switch (config)# end

Switch# show spanning-tree
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VLANOOO1
Spanning tree enabled protocol rstp
Root ID Priority 32768
Address 0007.7012.2932

This bridge is the root

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab5 Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p

Switch# configure terminal
Switch(config)# no spanning-tree vlan 1 force-version
Switch (config) # end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932

This bridge is the root

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
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fab Desg FWD 19 128.5 P2p

fa6 Desg FWD 19 128.6 P2p

Switch#

8.3.13. Specifying the Link Type to Ensure Rapid Transitions

Hl

E

i

CH2 L EQ} point—to-point @32 HAESICIH, 22 L E = designated LED} =L},

JI2H2= link-type & CHEHHOIAL| duplex 2E01 2o 2= Ch: full-duplex £E&= point—
to—point AZZ 2t=E|1); half-duplex 25&= 8% HEZ 2t=E L 2|8 22 point-to—point
2 A ARXL ZEQ HAZE half-duplex @3 E JtXI LD UCHH, link-type 2 default &8 2
BHAS O 2 M forwarding AEIZ2| 2 &0|E JisotH & %= QUL

Note port group 2 d duplex ZEZFH 39 &
B ZEJ M2 CE2 duplex 2EE Jt& %= UCH O2tA port group Ol
ct

HolANeE =522 23 S]E oA AtE0t

default link—type & B &5t ™, privileged EXEC 2EUNANEEH US29 HES HEICH

Command Purpose

Step1l configure terminal Global configuration @ =& & & 8tHCk

Stpe2 interface /interface-name d&8g 2HHOIAE FAIGHH interface configuration 2E=2

&S

Stpe3 spanning-tree link-type | ZE°| 23 ] E point-to-point 2 & & &tC}.
point-to-point

Step4 end privileged EXEC 2E2 HAHSHC}.

Step5 show running-config 4% HES &lstlt.

Step6 copy running-config startup- | (&) & & 2 configuration I+ 0ff X & StCt.
config

default 8822 236124 H, interface configuration @ & no spanning—tree link—type 2 &= Al

Setth
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8.3.14. Restarting the Protocol Migration Process

RSTP € Xl&dl= A®IXl= 802.1D STP € #*Sot= ARXLAL HA=0| JIsdHEZE protocol
migration HIZHLIZSS XK 8HCH AL XIJF Configuration BPDU(protocol version 0] 0 22 &3
= BPDU)E $£AEHLIH, AQX=s 1 TEZ 22! 802.1D BPDU 8t M &8t

AR G Ola 802.1D BPOU £ #=4lGHAl §0HetE NS2Z RSTP 252 MEtE X ¥=C0.
HLFotHE UERADUAM STP AAXIIF MAHE R =X =2 802.10 A2IXIJF O 014t designated
ALIXIOF OtHXIE B EHE == 20| H20ICH D22 A®IXl= (IE3S| 802.1D0 BPDU 22 AtE
ot =T

EX AAX ZEWA protocol migration EXHO0IR A/AXEN EAS AMEZEHE AMEoleiH,
At

interface configuration @ & spanning—tree mcheck £

Switch# configure terminal
Switch (config)# interface fab
Switch(config-if-fa5)# spanning-tree vlan 1 mcheck

Switch (config-if-fa5)#

8.4. Displaying the Spanning-Tree Status

spanning-tree AEIE X36ledA ™, OIS Z0 HAIE privileged EXEC @& & GILIE AFE5t2k:

Command Purpose
show spanning—tree active &M OIE HI0l A2l spanning-tree A E20tS & 6HC.
show spanning-tree interface /nferface-| S& CIEHO0lA 2| spanning—tree 82 E & &tC}.

narmme

& El

i

LAHAM 20ELC

H
Im
o

show spanning—tree summary

privileged EXEC Y& show spanning-tree Z&E2 [E IIKFEN 28t F2= command
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referenceE & 11otet.

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p

Switch# show spanning-tree active

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p

Switch# show spanning-tree interface fa5

Port 5 (fa5) of VLANOOOl is designated forwarding
Port path cost 19, Port priority 128, Port Identifier 128.5.
Designated root has priority 32768, address 0007.7012.2932
Designated bridge has priority 32768, address 0007.7012.2932
Designated port id is 128.5, designated path cost 0
Timers: message age 0, forward delay 0, hold 0
Number of transmition to forwarding state: 1
BPDU: sent 627, received 7
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‘ Switch#

8.5. Self-loop Detection

Kal0l ®E8H IR0l TS0 2= AS 2AXoHs self-loop 2 JIsS AXets gHs
==kl
8.5.1. Understanding Self-loop Detection

ARXIE Ahalel et 2

EZ dEe W30l TOAl O =
olct etth. thrs2 Jgs=2 o

EZ TS0 E2 M, 0l &= self-loop
self-loop O] At 2F 0l O

fiet Gl MIOICEH

ol

r
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& 4 self-loop &M &&

=
&5

o

WA S hub AFOIOI OIS BZ20 28t loop O =HSHCH STPIF 435 X £ AE 0|
H=20ll hub ALOI2| loop & MIHEX 220 network & 2tE S =cliohd &L 0 2 ARIXIDL
ILE PA E Soll 8&8 T2 CHAl PAZ2 SAELDH ARAXIO self-loop 2K JIsS0] &

UCH, ZE PA 0Ol self-loop 0l JUl= AHE ZRXotdl ZE PA £ MNHIA 2Iots &K
(Administrative disable)E2 2HS0 AAXIQt ZE PA QL HAZEX g UERIAE BSoH
EICH ZE PAN HZE HUIQ WERAIN XS] loop 2 EMECHUHERA WA 22X St loop 2
HAHE 2sCH STP E ArE35tel).

0x
o o
0
Q
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8 4 self-loop &M &&F 2

O A switch ZES 2H0l loop O =MSHCH STP Ot 43 &I X
loop 2 MHEIX L2220 network 2 E22tE S =¢ C 2 P
HESH W32 CAl PBZ 241510 TE PBE Sol ME6H IH20I CHAl PA 2 £=AIEICH
self-loop system 2 Xl JIs0| 43t JACH, LE PA 2t PB 2H0l self- U
ZXotD ZE PARL PBE MUlA 2Jts &EH (Administrative disable)2 2!
PA, PB 2t HZEX 22 UHE UERIE 256t = L.

e
[>- 10
0z
a2
ne
0
10
Hel
Im
=
m <2
=

b w
>

A 0
rr
mm =

mﬁ 9
[IRs
ro

HopY

8.5.2. Configuring Self-loop Detection

0l BUlME AKX self-loop 2 X JIsS EXols HHE &9

o
[wl

® Enabling Self-loop Detection
® Changing The Service Status of Port
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8.5.2.1.

Self-loop 24Xl JIs& A

AEHOIA S 24301 Dl s6tCt default = self-loop &

Self-loop 2Kl JIs0| 243 & =
time Ol NIt & &=

HRAZ 0 2H 1440 A NBE =+

XS 2 LE E2 J|s2 243t )

= 0l JIsul 25t port It shutdown &t
AEN2 HERCY.

UM 022 HFHo5HH

2 2 no shutdown

Enabling Self-loop Detection

sof =S rt 2 range & &4

t Ct. £= Po
P JIs0l Blgdat 500 JACH

ENDF & AHE imit
Limit time 2| default gt 5 0|1, 2
£=E92Z no shutdown 8t2| & DX

port It shutdown &Ei2 U=CH.
AR KO loop JF LM =X 2XoHI] oM “self-loop-detection system” command £
AMEE = UL Y ARIXIC £ EZED} loop It & AEH2HH Ol command € ALESHN loop E
2 = UL
Self-loop 24Xl JIs2 243 ot ™ privileged EXEC 2EUARH CHS2 HEE AR
Command Purpose
Stepl Configure terminal Global configuration 2= & &l &L,
Step2 interface /interface-name Interface configuration 2= 2 & &Lt
Step3a self-loop-detection Self-loop 2 Xl Jls2 43t StCh. Self loop 0l 251 shutdown
& ™ 5 minutes 20l X+& 22 no shutdown &tHCt.
Step3b self-loop-detection Self-loop 2Kl JIs& &4 3t StCt. Self loop Ol 2/6H shutdown
limit_time <0-1440> T H EFE minutes 20 XS 22 no shutdown &HCH.
Step3c self-loop-detection system System Self-loop 2Kl J|S& &4& 3t StCh. Self loop Ol 2fdH
shutdown &/ 2 5 minutes 20l Xt&2 2 no shutdown &tCt.
Step3d self-loop-detection system | System Self-loop 2 Xl Jls2 &4&3 &HCt. Self loop Ol 2l aH
limit_time <0-1440> shutdown &% &&= minutes 20l XS 22 no shutdown st
Ch.
Step4 end privileged EXEC 2 =2 B1 & &HC}
Step5a show running-config 2F E=S gelstth
Step5b show self-loop-detection Self-loop & & WHE 2 &0IstHC
Step5c show loop-detect Self-loop && LHE 2 & QI&HCE
Step6 copy running-config startup- | (&) & & 2 configuration I} 2 0l X & &Lt
config
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G822 ZE fal 0ff self-loop 2 Xl J| =& default limit time 22 & 435t ot= H8E =S BEHECH:

Switch# configure terminal

Switch(config) # interface fal
Switch(config-if-fal)# self-loop-detection
Switch(config-if-fal)# interface fa2
Switch(config-if-fa2)# self-loop-detection system
Switch(config-if-fa2)# end

Switch# show self-loop-detection

ifname sld 1link shutdown set time remain time count last-occur
fal set up . 5 min . 0

fa2 sys down . 5 min . 0

fa3 . down . . . 0

fad . down . . . 0

fab . up . . . 0

Switch#

8.5.2.2. Changing The Service Status of Port

e EZEDJF imit time 0 0 22 &£FE

Ch.

Self-loop &2 Xl JIs0 2Id AHIA =2SIts AH

=
AE2H =220 MHIA Jls dHZ2 Bt =

O J

g

ZIEE MHIA Jts &z Bt=d ™ privileged EXEC SE0MRH G828 A S HELCL

Command Purpose
Stepl Configure terminal Global configuration 2= 2 & 2L,
Step2 interface /interface-name Interface configuration 2= 2 X 5HCH.
Step3 no shutdown ZEE MHIA Jts B2 BH=CH
Step4 end privileged EXEC 2 =2 B & &HC}
Step5 show port status HLEQ MAHEEE &QIstH.
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8.5.2.3. Disabling Self-loop Detection

Self-loop &2 Xl JIs& ARX E g2 L= Port 2 range & AEHOIAM Jl1s2l HIE A3t

JtsotLt.

lo
3
Hl

Self-loop 2Kl JIs= HIZA3} oled S privileged EXEC 2EMHAEH CIS2 A S HEILH

Command Purpose
Stepl Configure terminal Global configuration 2= & &l &L,
Step2 interface /interface-name Interface configuration 2= & & &HCH.
Step3a no self-loop-detection Self-loop 2 Xl Jls= HIg4&3s StCh Self loop O 2ldH
shutdown &/ 2 5 minutes 20l Xt&2 2 no shutdown &L},
Step4 end privileged EXEC 2 &= 2 HH St
Step5a show running-config g5 WHE= =6t
Step5b show self-loop-detection Self-loop & & LHE= =0QI6HCY
Step6 copy running-config startup- | (&) & & 2 configuration It 2 0fl X & &tC}.
config
=2 £ E fal 0 self-loop 2 Xl JISE Hl €435t ot ZdEHE EWHE0H:
Switch# configure terminal
Switch(config)# interface fal
Switch(config-if-fal)# no self-loop-detection
Switch (config-if-fal)# end
Switch# show self-loop-detection
ifname sld 1link shutdown set time remain time count last-occur
fal . up . . . 0
fa2 . down . . . 0
fa3 . down . . . 0
fad . down . . . 0
fab . up . . . 0
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Switch#

8.5.3. Displaying Self-loop Status

LEQ| self-loop 24Xl JIs &8 MEHE £3|5telH, privileged EXEC & & show running-config
.

f—

L} show self-loop-detection 2 A& 35t
show self-loop-detection 0i A
® ifname : Interface name (Port name)
® [d : self-loop-detection & & (set & = sys)
® link : link 2| &'Ef (up, down)
® shutdown : SLD 0l 2|8t shutdown (block)

® set time : SLD 0fl 2|8t limit time (minutes). 2t2F 0 min Ol2t™ SLD Ol 2|all shutdown &
=, 322 oY Port € no shutdown StJ| 8t H = shutdown & EHZ U A & L.

® remain_time : SLD 0Ol 28t shutdown Al AAS=2Z =S I| MWK <2 A2t
(minute:second)

® count: SLD 0l 2| &t shutdown & ==

® last-occur : OFX|2 2 2 SLD 0ff 2/6H shutdown & Al 2F

CtS Oll= Port fa5 0l SLD J} default time ¢! 5 222 A& U= HS B0 =L Port fab =
May 29 04:48:39 2010 0fl SLD 0fl 2I3H self loop 01 2 Xl &l O shutdown & 0| &t U/UL= NS

g = ULH

Switch# show running-config
|

interface fab
self-loop-detection

|

interface vlanl
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ip address 100.1.1.1/24

Switch#

Switch# show self-loop-detection

ifname sld 1link shutdown set time remain time count last-occur
fal down
fa2 up
fa3 down
fa4 down
fab set up block 5 min 1 May 29 04:48:39 2010
fa6 down
fa7 down
fa8 down
Switch#
54
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Stacking

Ol HUAME ef el ARIXIE BILEL] IP =42 22|g &= U= Stacking 210l CHoll & " stCh.
ol ¥2 a2 E=2 4 EC:
® Stacking Overview

® Configuring Stacking Features

® Displaying the Stacking Status

9.1. Stacking Overview

E3016H Series AR XI= ot IP =42 0 e ARIXE 2clg = JACH 0 M, 22l IP
=28 M ARAXIE Master AKX, Master AAXE Sol 2eld=s A/AX AW LHOX
A

| XIS S Slave A Xlct & &ti}.

10

E3016H Series A2 Xl= Master 29I X2 Slave A2IXID
HAHDH T JASH, HEKT A (Network topology)lt L2
Master A2 Xl 2 Slave A XIE HZ 3= VLAN 2 Stack VLA

O
>
o
5
0

rr

32 VLAN 2=&2
%

= UCH Ol [,

=
o ol
]

Il
M
a
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9.2. Configuring Stacking Feature

0l #0lAd= Stacking 2 & &ot= U= &t
® Configuring the Stack VLAN
® Configuring the Stack Member
® Enabling the Stack
® Connecting to Slave Switch
9.2.1. Configuring the Stack VLAN

Stacking 2 ot M Master A2/ X[ 2 Slave A/ XIJF SAIE = U= 32 VLAN, Stack VLAN 2
A XA OF StCt.

Note 28t EZE I Stacking EE Ol 222 <o VLAN 2 S2IE 212 AESHT
=, 859 Trunk VLAN 2 &4 4 oH/H Stack VLAN 22 X|&otet.
Stack VLAN 2 & &5tciH, privileged EXEC 2E2H CS2 A S AHZICH
Command Purpose
Step1 configure terminal Global configuration 2 =& &I StCt.
Stpe2 stack vlan vian-id Stack VLAN 2 & & &tCt. vian—id 2 8 9l= 1~4094 O|C}.
default = VLAN 1 O[C}.
Step3 end privileged EXEC 2& & HH S,
Step4 show running-config 23 U= #0olstCh.
Step6 copy running-config startup- | (84) & & 2 configuration I+t 0| X & &tCt.
config

Stack VLANS| default &8 22 =16t ™, global configuration @& no stack vlan 2 At&&t
Ct.

Switch# configure terminal

Switch (config) # stack vlan 200
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Switch (config)# end

Switchi#

Switch# show running-config
|

stack vlan 200

9.2.2. Configuring the Stack Member

Master A2 X0l M 22| & Slave A2 X =S Master A2 X0l SEoi =010t

o

Ct.

Note 0] S Master A/AXINIAICH2I0IZ JHXIH, Slave ARAXINAE dF-oIHEIE
SH) 92 0IXK $L=C. S=26tl= A/AXI= Master A/AXS 22

VLAN(Stack VLAN)Oll Z=XH3H OF SFCH.

Slave A2 XIE SEotHH, privileged EXEC 2E2H 432 BtEE HEICH:

Command Purpose
Stepl configure terminal Global configuration 2= 2 &I 2 &tCt
Stpe2 stack member node-id mac- | Slave ARIXIE SS&HCL.

address ® node-id 2 H?l= 2~8 O|Ct.

® mac-address = AABB.CCDD.EEFF & 4] 0ILCt.

Step3 end privileged EXEC 2E 2 HZ S
Step4 show running-config 23 s #0olstCh.
Step6 copy running-config startup- | (S&) & & 2 configuration I} 2 0fl X & &tCt.

config

S AAXE AHIGHAH, global configuration ¥ & no stack member € AFZEHCY.

Switch# configure terminal

Switch (config)# stack member 3 0007.70BC.CDDE

Switch (config)# end
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Switch# show running-config
|
stack vlan 200

stack member 3 0007.70bc.cdde

9.2.3. Enabling the Stack

AR X = Master A X =2 Slave A X2 Stack J|1s0| &4 3 S C.

ICt:

.

APXI2 Stack VI s= && 3t 6tedH, privleged EXEC 2E2H OS2 ME = A

Command Purpose
Stepl configure terminal Global configuration 2 =& & 8tC},
Stpe2 stack role {master|slave} ALRIX|Q Stack J|SsE &4 3tEHCt.
® master — Master A9IXIZ S&&H
® slave - Slave A®IXIEZ S&&HC
Step3 end privileged EXEC 252 H A S},
Step4 show running-config 23 U ES =0olstih.
Step6 copy running-config startup- | (&) & & 2 configuration I+ 2 0l X & &tCt.
config

0K
o
[

Stack J|sS ol Mloted ™, global configuration 2@ & no stack role S Al

master switch 2| 2 CtS 1 2 CF.

Switch# configure terminal
Switch (config)# stack role master
Switch (config)# end

Switch# show running-config

!
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stack vlan 200

stack member 3 0007.70bc.cdde

stack role master

Switch# show stack

Node Mac address Status Platform VLAN
1 0007.7012.2932 active E3016H 200
3 0007.70bc.cdde active E3016H 200
Switch#

slave switch 2| 2 < Cr2 1 & L.

Switch 1# configure terminal

Switch 1 (config)# stack role slave

Switch 1 (config)# end

Switch _1# show stack

Stacking VLAN : 200

Node ID : 3

Master switch : E3016H(0007.7012.2932) on VLAN0200

Switch 1#

9.2.4. Connecting to Slave Switch

Master A2 X2+ Slave A2 X0t 43X 22 stacking & U CHH, Master A2 XIE Sall Slave A%
X0l @& = ULt E3016H Series A Xl = Slave A X2l shell 2 AIEE = U= YEE M3

StCt.

7 E3016H Series User Guide



t

b Note 0l W2 Master ASIXI 0 A D SEEHT
A2 X|2| Stack V=2 &4 3 oted ™, privleged EXEC 2E2H G2 HE 2 HEILCH:
Command Purpose
Step1l rcommand node-id Master A< X0l A Slave ASIXI0l &=58tCH node-id 2l Hel=
2~8 0| C}.
Switch# show stack
Node Mac address Status Platform VLAN
0007.7012.2932 active E3016H 200
active E3016H 200

1

3

Entering character mode

0007.70bc.cdde

Switch# rcommand 3

'/\]'.

Escape character is

Ubiquoss L2 Switch
Hello.
Switch 1>
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9.3. Displaying the Stacking Status

Stack & EHE X 3|oted®, T3 H 0l E A= privileged EXEC EH S AtE0dtck:

Command Purpose

show stack stack & BEE £ 6t
Ct22 Master A< X0l A 2 show stack B0l CHet = Z 00| Ch:
Switch# show stack

Node Mac address Status Platform VLAN

1 0007.7000.100a active E3016H 10

2 0007.7000.100c active E3016H 10

CtE 2 Slave A2IXI0 A2 show stack SE0ll L &5 2 0| CH:

Switch# show stack

Stacking VLAN : 10

Node ID Y
Master switch : E3016H(0007.7000.100a) on VLAN 10
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SsH 2LEE = Qos

= d2 &l 2832 E3016H Series A X2 A EHE W], 202 F2E StH HEAIGHLD

RMON(Remote Monitoring)S S8t 29 22| JIs0ll CHot & Z Stit.

L8t E3016H Series A2 XIJt MlSots SH 2= AIAE 2SI E M UERIS 2S A4HE
SA Wete = AT el 2 FIH22 SH UO0IHE 2eettH, &= S§= W=otl, 2
MOt 25t &0l Olel =XE HEg = U

AR 22l D152 A/AXI0 et A2 S ME28HCH E3016H Series AR X & show HEO AE HH
2 Sol0 CHst A HE2E X SlH 2 S6l0 M SstCh.
4
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H 1AM 2UHY SO

== &89
show logging m AAEQ] M 22lot] Y= 2 DE B =0
m X0 500 WMIKIC 208 MEE = QUL
show memory usage m ST AIAES HZE AIE AEHE 20 =0
show cpu usage m ST CPUEREZE B0 =L
show version m AXS HW2S/W 2 HAE 3B E BN =0
10.2. EE S}
E3016H Series A Xl= LEQ| SH 2 E MI3&ICH ZEQ SH 2= AA”HS 8l 28 =
0l &9 2 LEQ Sl JI2H gtS BEW=0

LZE SHE BI| RlolAd= 82 HH = ArEStL.
show interface [interface name]
E3016H Series A9 Xl= 2E N0 A G322 ZE SH 2 E M S8t

Link Status — & 32| & &HEH

m  Received Packet Count (Rx Pkt Count) — The total number of good packets that have
been received by the port.

m  Received Byte Count (Rx Byte Count) — The total number of bytes that were received by
the port, including bad or lost frames. This number includes bytes contained in the Frame
Check Sequence (FCS), but excludes bytes in the preamble.

B Transmit Packet Count (Tx Pkt Count) — The number of packets that have been
successfully transmitted by the port.

B Transmit Byte Count (Tx Byte Count) — The total number of data bytes successfully
transmitted by the port.

B Received Broadcast (Rx Bcast) — The total number of frames received by the port that are
addressed to a broadcast address.

®  Received Multicast (Rx Mcast) — The total number of frames received by the port that are
addressed to a multicast address.

®  Transmit Collisions (Tx Coll) — The total number of collisions seen by the port, regardless
of whether a device connected to the port participated in any of the collisions.
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®  Received Bad CRC Frames (RX CRC) — The total number of frames received by the port
that were of the correct length, but contained a bad FCS value.

B Receive Oversize Frames (RX Oversize) — The total number of good frames received by
the ports that were of greater than the supported maximum length of 1,522 bytes.

m  Receive Dropped Frames (Rx Drop) — The total number of dropped frames due to lack of
system resources.

P OhS 20] Chest SH HIOIHE &2/ 4= UCH

ol

Show interface HHS AIS

Switch# show interface

fal is up

type 100Base-TX
auto-negotiation

speed set auto, current 100M
duplex set auto, current full

Last clearing of counters : 0 days and 20:55:59 before

1 minutes input rate 24,394 bytes/min, 270 packets/min
1 minutes output rate 4,462 bytes/min, 16 packets/min
39,114 packets input, 3,738,665 bytes
Received 30,469 broadcasts, 6,373 multicasts
0 CRC, 0 oversize, 0 dropped
2,588 packets output, 624,482 bytes
Sent 284 broadcasts, 0 multicasts

fa2 is down

type 100Base-TX
auto-negotiation
speed set auto
duplex set auto

Last clearing of counters : 0 days and 20:55:59 before

1 minutes input rate 0 bytes/min, 0 packets/min
1 minutes output rate 0 bytes/min, 0 packets/min
0 packets input, 0 bytes
Received 0 broadcasts, 0 multicasts
0 CRC, 0 oversize, 0 dropped
0 packets output, 0 bytes
Sent 0 broadcasts, 0 multicasts
—--More—--—
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H2 ZE SHZX3 55 ¢
HE0 &9 2
ANAES 2= IHIHOIAS InfOut packet 2| SEXIE £ |
show port counter - privileged
H=CH
) AMNAEOl DE OIEH0lA 2| In/Out packet It octet 2| S .
show port counter detail _ privileged
HNXE B0E
o oS eIH 95X, 18, 5% S92 RYTx Y bit/s, .
Show port statistics IFNAME privileged
bytes/s, pkts/s & £ &C}.
L 2E AHMHOIALSI 5%, 1&,5& SRIZ RYTx 2l bit/s, .
Show port statistics allports privileged
bytes/s, pkts/s & £ &C}.

=s
52 SHXE BHEL

how port counter S 0|25t H M ZES W3 =&

A2t EH QIHMOIA(fal)2l 5=, 1 2,

Switch# show port counter

ifname I-Kbps O-Kbps InUpkt

OutUpkt

OutNUpkt

Switch#
Switch#
Switch# show port statistics falé

Last clearing of counters : 0 days and 03:44:20 before
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bits/s pkts/s | bits/s pkts/s

5sec 1,010 4,101
Imin 94 6,217
Smin 122 4,782
Switchi#
s dd2 SAHXO Ust SEXE =JIstAI2l= HE oot

24240f ek ==

clear counters ANAES 2= QIEHMBIOIAS SHFHEXIE =J18H8tC. privileged

clear counters IFNAME Ed AEHOIAS SHFHEIE =D|=etCh privileged
ANAECS BE QIHHOIAL snmp € RSt SHASEIE -

clear counters snmp o privileged
ZJ|5}8tCh.

10.3. CPU E2i™ S

E3016H series A® Xl= cpu  22t= =22 packet 2 Z2LIEHE dHJ| fol CPU Packet
Counter £ AIE3t0 ™ B F2| packet 0| H0tLE St =Rl &g =~ UL,

CPU Packet Counter = packet 2| ether type 0l tet, IP protocol Ol Ite2t, TCP port Ol [tet,
UDP port Ofl (et 2F6tH, =2 5 =522 CPU packet count, 22 1 & &2t2| CPU packet
count, |2 5 & =02+t2|] CPU packet count & 20 &L},

10.3.1. CPU Packet Counter & &

0l 2UiM= ARIXION AMMEZ 2 packet type 2 =IIotHLE At Mol 28 S 8 HSHT.
Packet Counter = & & & packet type 0l [h2t CPU 2 S 2= packet 2 ZF0tH default 2
A X = packet type It user Ol 2lo M2 F=JI= packet type S K& &L

CPU Packet Counter = default packet type list & JIXIH 0| type S &4& HET 1D, list Ol M
AHIE == 8lCt Default packet type 2 ethertype, IP protocol, TCP port, UDP port 2 L& =
UCE.
Ethertype

ETHERTYPE_IP 0x0800 /* IP protocol */
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ETHERTYPE_ARP

0x0806 /+ Addr. resolution protocol */

ETH_P_IPX 0x8137 /* IPX over DIX */
IP Protocol
IPPROTO_IP = 0, /* Dummy protocol for TCP */

IPPROTO_ICMP =1,
IPPROTO_IGMP = 2,
IPPROTO_TCP = 6,

IPPROTO_UDP = 17,

IPPROTO_IPVE = 41,
IPPROTO_PIM =103,
IPPROTO_RAW = 255,

TCP Port

20 :

21

137
138
139

ftp—data

: ftp
22 .
23 :
25
42 .
53 :
80 :

ssh

telnet

smtp
nameserver
domain

WWW
 netbios—ns

: netbios—dgm
: netbios—ssn

TCP SYN

UDP Port
53 :
67 :
68 :
69 :

123 :
137 :
138 :
139 :

161

162 :

User JF =Dt

domain
BOOTP server
BOOTP client
tftp

ntp
netbios—ns
netbios—dgm
netbios—ssn
i snmp
snmp-trap

& &= Q= Packet type

/* Protocol Independent Multicast

/* Internet Control Message Protocol
/* Internet Group Management Protocol
/* Transmission Control Protocol — */
/* User Datagram Protocol */

/* IPv6-in—IPv4 tunnelling */

/* Raw IP packets */

o
—

default 2 X8 E packet type 2 =

*/

*/

*/

5t5

=}

tol TS

ni

F

2F
=

ol &
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SH&l == DEXI =Dt JtsSGHC ()t2 default 2 A& & gLOILCH
Ether type : 10 (default 4)
IP protocol : 15 (default 8)
TCP/UDP port : 15 (tcp 11, udp 10)

Default 2 &&= packet type U= EEZ AIS X2 20 2ol MZ2 packet type 2 XNAGHN

count & = &= UL OIZ A F=It& packet type 2 &Ml Jts3tCH.

I 5. packet type I}

Command Purpose
Stepl Configure terminal Global configuration 2= & &I &L,
Step2a cpu-packet-counter M=Z & ethertype =0t
ethertype ETHERTYPE
Step2b cpu-packet-counter M =2 & IP protocol =t
ip_protocol /P PROTO
Step2c cpu-packet-counter tcp_port | 22 TCP port =D}
PORT_NUM
Step2d cpu-packet-counter M & & UDP port =2t
udp_port PORT_NUM
Step3 end Privilideged 2 =2 &1 8t
Step4 show running-config g8 WHE= =6t
Step5 copy running-config startup- | (&) & & 2 configuration It 2 0fl X & &L},
config

Ct.

HH

CIS2 TCP port 222 € =Jlol= 218 B0

Switch# configure terminal

Switch(config)# cpu-packet-counter tcp port 222
Switch (config)# end

Switch#

b Note Ethertype & “unsigned short”, IP protocol

TCP/UDP port = “unsigned short” 2t22 /24|

2 “unsigned char”,
O &tCl.

= Packet type 2 default 2 XI& & packet type 2
SH& 2= DEXI =It JtsotLh. ()ot2 default 2 & & & gLOICH.
Ether type : 10 (default 4)
IP protocol : 15 (default 8)
TCP/UDP port : 15 (tcp 11, udp 10
Default 2 A& & packet type W= 22 AFE X2 E 20
count E = = UL OIE A FIIE packet type 2 AHH Jts

User JF =Jtgr &= QU

\_O

ot M2=2

tCF.

ol

[}

mU

Zot s 201 &

packet type 2 A&t

10
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H 6. packet type AHA|

Command Purpose

Stepl Configure terminal Global configuration 2 =& &I 5Lt

Step2a no cpu-packet-counter | User Jt 2 & &t ethertype 41Kl
ethertype ETHERTYPE

Step2b no cpu-packet-counter | User J} 225t IP protocol 4|
ip_protocol /P PROTO

Step2c no cpu-packet-counter | User J} 225t TCP port AHA|
tcp_port PORT_NUM

Step2d no cpu-packet-counter | User Jt 2215t UDP port 4t Al
udp_port PORT_NUM

Step3 end Privilideged 2= 2 & &HC}

Step4 show running-config 48 HE= =lst

Step5 copy running-config startup- | (S&) & & 2 configuration I+ 2 0fl X & &tCt.
config

10.3.2. Displaying CPU Packet Counter

User 0l 2loll & &S packet type & X=3l6t2d ™ privileged EXEC E& “show running—config” Lt
show packet—counter type-list”& AIZaltclt.
CPU packet counter 23| 0l 23 & command = Ct8 1t 2 CF.

H 7. display cpu packet counter

Command

Purpose

show cpu-packet-counter

Arp, tcp, udp, icmp, igmp, tcp syn S2| J|& protocol 0ff CHSH 2
interface & cpu packet count € £ 0 &Ct.

show cpu-packet-counter /FNAME

XN & & interface 2| Arp, tcp, udp, icmp, igmp, tcp syn S2| J|&
protocol 0l CHSt cpu packet count £ 2 0 &Lt

show cpu-packet-counter bps

Arp, tcp, udp, icmp, igmp, tcp syn S 2| J|& protocol 0ff CHSH 2
interface & cpu packet count £ bps 2 2 0 &LCt.

show cpu-packet-counter bps /FNAME

=

XN & & interface 2| Arp, tcp, udp, icmp, igmp, tcp syn S2| J|&
protocol 0l CHSt cpu packet count € bps 2 20 =L},

show cpu-packet-counter pps

Arp, tcp, udp, icmp, igmp, tcp syn S2| J|& protocol 0ff CHSH 2
interface £ cpu packet count £ pps & 20 =L},
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show cpu-packet-counter pps J/FNAME

XA & interface 2| Arp, tcp, udp, icmp, igmp, tcp syn 2| J|&2
protocol 0l CHSt cpu packet count € pps £ 20 =L},

show cpu-packet-counter total

CPU 2 22}2 2 E packet count £ 20 =C}.

show cpu-packet-counter ethertype | 2 2 & interface Ol CPU & =2t Z2E packet count £
IFNAME ethertype € 2 £ 0 =L,

show cpu-packet-counter ip_protocol | 2 & & interface A CPU 2 22t2 2= packet count £ IP
IFNAME protocol € 2 20 =Lt

show cpu-packet-counter tcp_port | 2 2 & interface i A CPU 2 2ct2 2 & packet count £ TCP
IFNAME port 22 20 &ECH.

show cpu-packet-counter udp_port | 2 =& interface Ol A CPU 2 =ct2 2= packet count £ UDP
IFNAME port 22 2 &ECH.

show cpu-packet-counter type-list

= 0=

ol
- L=

=
M T

CPU 2 =ct2 packet 2 count &tJ| ®loH JtXI 12
2 = packet 2| type = EHECLCH.

clear cpu-packet-counter

H&E 2E cpu packet count E clear &Ct.

10.4. Logging

E3016H series AXl =21
2L A2ZEYH=E AKX

UCH AIAE BIAIX 22 D]

H
fn

0 2
o y O
= o

rr

or =
no g
o o

E3016H series A Xl= DI
SUHCH AI2Xs CLIE A
HAIXIE MAE HIHO &
£ = Syslog server 2] 271

iy

E3016H series 221 Xl= 0-7 MK 2 Severity &l &

T 8. E3016H series A9 X9 21 gyl

3 d2e 32 2l 22 20 S0 AIAE GIAIK
HIAIXIE MEotH, CHE CIHIOIAZ HIAIXE 28 =
2 BHCY.
e = UESF &t
BIOIASE HdEHE &= UATF St
HIHe AIAE 220 Ol dEge 218 MEGHD
ANAE BIAIXIE MOE = JACH =IO 500 042 21
2= AMAY HAIXIE Telnet OILt 252 SoilA,
2 ZUH g+ UL
= JHA L UCH

Severity d| &t &9

12
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Emergencies (0)

ANAEALE 20t
Alerts (1) =200l IX|JF 28 ALEY
Critical (2) Critical & EH
Errors (3) olet BIALK
Warnings (4) 21 OIAIX

Notifications (5)

Informational (6)

o

XN MEXE SR8 FE.
=
—

KOl A HI S ot

Debugging (7)

O
[ )

2 OIAIXL.

10.4.1. Al A

g2 0HAXWHE

E3016H series A2 X2 AIAE 270 HIAIXNE G5 22 WES MSE L

v Timestamp

e Timestamp = O|HEDI &Mt &, &M, AT L 2XHC! Al2H
I. F

Month Day HH:MM:SS & 20| JIZ &t

v Severity level

O

b

o <H 1>0A HI8 E3016H ARAXIS 2 HAIXIS dflg
o 0~7 DtXIS =Xt

v Log description

o LB OIBMEC CHE &fMlEt HE2E EEots HAE

0

Mo
z
ne

i

22 A28 28 A2l 271 UIAIXl OICt

May 6 11:53:48 [5] $REMOTE-CONNECT: login from console as lns
May 6 11:54:01 [5] IFM-NOTICE: Rate limit ra creation

May 7 02:10:24 [5] SREMOTE-CONNECT: login from console as lns
May 7 02:10:40 [5] IFM-NOTICE: Flow xx classified

May 7 02:10:48 [5] IFM-NOTICE: Flow xx match rate 10

May 7 05:17:56 [5] SREMOTE-CONNECT: login from console as lns
May 7 05:23:10 [5] IFM-NOTICE: Service pa add interface fal
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10.4.2.
ToANAEZOI2 L gt
&£3F ety e &3 3
T2 22 =4 enabled
Telnet NES 22 22 & disabled.
22 HH A0l = 250kb
Time-Stamp &< enabled
Logging Server disabled
Syslog server IP address None configured
Server facility LOCALY
Server severity Warnings(4)
Z £ 9| Severity Debuggings(7)
Telnet 2| Severity info(6)
Flash22 22 H& disable
Flash HHI4 ALOI = 25KB
H10. AIAE HAIX 22 &3 43 HF
gg0 &3
logging console n ZERO U ESHA R LE L EF £33,
{enable|disable|level}
logging facility ® syslog HIAIXIE 22 Facility parameter £ &
{auth|cron|daemon|kernel|local0O| =
syslog Bl Al XI £ flash 0l M&EE X2 O &

locall|local2local3|locald|locals|
local6|local7|lpr|mail |news|syslog]|

user |uucp}

dEEEE.
syslog HIAIXIE 2| 2 syslog AB0l 22X &

E3016H Series User Guide

logging flash
{enable|disable|level|size}

logging server A.B.C.D
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0

logging session B S NECZO 2 £ R AN,
{enable|disable|level }

logging size BYTE m T &E syslog O size &8

logging source-ip A.B.C.D ® syslog packet 2| source ip E & &
logging trap ® syslog server 2| logging level & &

{<0-7>|alert|crit|debug|emerg|err|

info|notice|warn}

show logging 2
{<0-7>|back| flash }

oy
=5
=
]
i
Ho

22 configuration &} 2!.

10.4.3. Logging &% 0f.

A

& =8t 32 Log level notice(5) 013+2] log message

Console 2 Ot= console & &Gt DAL & [
Ct2ut &0l dHetC console 2 log message S8 2 SHGtUA & &2 “logging console

disable” command & AFS&HCY.

Switch# configure terminal

Switch (config)# logging console enable
Switch (config)# logging console level notice
Switch (config) #

Switch (config) # end

Switchi#

Switch# configure terminal

Switch (config)# logging console disable
Switch (config) #

Telnet 2= & =8 22 Log level warn(4) 01512l log message 2t telnet session 0l &2 6t 0 At

& [ CtS 20l &F&tCh. Telnet session 2 Z log message 8= ol DA & H 2 “logging
session disable” command £ A& 8tCl.

Switch#

Switch# configure terminal

Switch (config)# logging session enable
Switch (config)# logging session level warn
Switch (config) #

Switch (config)# end

Switchi

Switch# configure terminal

Switch (config)# logging session disable
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Switch (config) #

Log level err(3) 015t2] log message E flash 0l M &St DA+ & B CrS0 201 & &StHCH. flash 0

= C|

log message 2| & E SHGt A & &2 “logging flash disable” command £ AtE &L,

Switch#

Switch# configure terminal

Switch (config)# logging flash enable
Switch (config)# logging flash level err
Switch (config) #

Switch (config)# end

Switch# configure terminal

Switch (config)# logging flash disable
Switch (config) #

Log server 100.10.1.1 0ff Ol switch Ol Al &£ 44Gl= log = Log level err(5) 015t2| log message € £
LHOXH & 2 CHS 201 8 FsStC. log server 2 log message EUHE A2 SH6ILA & R
“no logging server” command E AtE &L,

Switch# configure terminal

Switch (config)# logging server 100.10.1.1

Switch (config)# logging trap err 100.10.1.1

Switch (config) # end

Switch#

Switch# configure terminal

Switch (config)# no logging server 100.10.1.1

Switch (config) #

10.5. RMON(Remote MONitoring)

ANAE 2SXHE E3016H Series 22 X|Jt XIS ot= RMON(Remote Monitoring) JISS AFS06HA,
AMAEES B0 2802 2ot WERKIS 258 =2 = UL

CtS Z0lAd= RMON JHE 2 E3016H Series A9 XIJF XI&6t= RMON MHIA JIs0l CHGH Xt

NIal & FetLt.
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10.5.1. RMON &

RMON 2 IETF(Internet Engineering Task Force)2l RFC 1271 2t RFC 1757 0l E2l& 0 e =Hl
HE nZ22 AMAH 29X UIERIIE ¥ZA2=2 22ldcte JIsS HMESthh LeEce=z
RMON 2 CtE9 & JHXl 24 @42 A ECH
®  RMON probe
=&ote X

o AHOZ HUHEHM XANEHOZ LAN NIIHE T=VLANS SH 8 E
EF 0 agent

S8 0H0lA £= A8
o S EEE 2EXNS 2P0t JUAS U £= 012 F2S 20 HetH IHs2=2 2el
SAENAN &S

®  RMON Manager

* RMON probe 2t S4I5t eS|

e HF= Al RMON probe 2t S8t HES
= out-of-band A& =S S3H0 XM O

=

RMON-compliant
Console Manager

N

RMON-Probe

RMON-Probe

= )2 1. RMON Manager 2t RMON Probe

JIZ2l SNMP MiBs Jt SNMP agent Jt ETHE HH| KHE 22l HaC=2 21 U0l ot
RMON MIBs &= 22| THA'S FHI0I S1ZE LAN MO EE BCH 5 LAN M JRIES] MH 2
S HEES LUELL

T, NIMEN HRE 2 BAES EYT, BAES A0S EHE B HEl

30 A= €2E= A20, RMON probe £ in-band

m <
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E HES AL AHHO &

SA

{ SAH CIOIE, 0I5 HIOIE, 2 AE 2t& OI0IH,

P

&

—

[—

RMON Agent

ool =&t sz

=2 AN
=2 =2 o),

Jlsi A

I
©

w0

ELl
o
s
=

RO

A S

1o

ok

HNAHE

al
=<

KIr

o
Jo

ok

o

T
&0
U
K-

o

<

oll

E

Gl

g, 2, 0l

=Y

=
S

=
=

RMON 2| 94 1

3

S
[y

>0lA &2

T

Ct. RMON 2 LIZEZ 2= £ &0l disabled O| Ct.
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g0
Rl

oir

00

HAEIHEIHAE &,
2 = (fragment, CRC Alignment,

[

/HH0IE =, B2

SAH

b=
NS

|0

2
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A2 = ST A
ST

S= 2ot 22 XH0H B X E ES.
pSEel

10.5.2 RMON 2] Alarm 2} Event 28 &%
MEX= CLI £= SNMP Manager 0l 2o A4 RMON 2| Configuration € &&& =+ L. 0l=
Privileged 2E0AM &850, S8 He= S0 20
H 12. RMON Alarm and Event &8 &d
g30 &9 Qc
rmon alarm index ifEntry = RMON 9| alarm table Ol alarm € =D} Config
{inOctets|inUcastPkts|inNUca 4 Index: alarm table ] 28t ol A
StPkts|inDiscards|inErrors} B |ariable: alarm variable 2 2t &g MIB object
i1fIndex interval
] - SelA CIHHOoIAE XIE
{delta|absolute} rising- findex: ¢l HITIOI~ 5 FI .
/ i =2 x-S JF D24 O
threshold value {event- B /nterval alarm variable 2 2t&SH AI2F 24232
number|falling-threshold} = = &9l
value [event-number] [owner ® Delta: MIB variable 2t2| ME?2t9| g2 XI0IE
string] 2t =HSH
B Absolute: MIB variable 2 ZUigt
B Rising-threshold, falling—threshold va/ue:
alarm S 2MAIZ A& gt
" Fyent-number. alarm variable 2| delta gf0| L}
absolute 840l rising—threshold L, falling
threshold g2t0ll &M= M oY Event Ot &
M,
® Qwner string: Alarm 2 owner & Y Al.
rmon event index [log] ® RMON event table 0l event & =0t Config
[trap community string] " log: event Ot 23S [, RMON log E 44
[owner string] [description s 2101 K= KAl
string] . o
J ® Trap community: event J} &MIS O, &
St community string 2t &M trap 2 &8 S&0tE
g HAl
® Owner string- Event 2l owner & HAl.
®m Description string: Event 0ff CH&H &,
no rmon alarm alarm-index ® RMON alarm table Ol Al alarm 2 &Ml Config
19
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no rmon event event-index ® RMON event table 0l A event £ 4HAl. Config

show rmon alarm = RMON alarm table & . Privileged
show rmon event = RMON event table £ &, Privileged
show rmon log ® RMON log table £ £ Privileged

Switch# configure terminal

Switch(config)# rmon alarm 10 ifEntry inErrors 1 20 delta rising-threshold 15 1
falling-threshold 0 owner hong

Switch(config)# rmon event 1 log trap community rmontrap owner hong description
"Noti : Too Much InErrors"

Switch (config) # exit

Switch# show rmon alarm

The index of alarm : 10

The interval : 20

The type of Packets : inErrors
The interface : fal

The type of Sample : deltaValue
alarmValue N

The status of starting: RISING FALLING ALARM

alarmRisingThreshold : 15
alarmFallingThreshold : 0O
alarmRisingEventIndex : 1
alarmFallingEventIndex : 1
alarmOwner : hong

Switch# show rmon event

The Index of event : 1

eventDescription : "Noti:TooMuchInErrors"
eventType : log and trap
Community : rmontrap

eventOwner : hong

Switch#

H 13. RMON History # & And Statistics €&

24240f £ ==
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rmon history index ifEntry
ifIndex [buckets bucket-
number] [interval seconds]
[owner string]

=cl® AHHOI A0 Hot! 018 = =
X

Index: history table 2| S &H OIGI A
Buckets bucket—-number. =& & 0|
o 5 XA

IfEntry /ifindex: 2c2l& QI HOIAE X

PN
(=)

ot

Interval seconds: 0182 =& & Al2t
2HA0=2 X e

=

Owner string: History 2l owner € HAl.

no rmon history index History =&/ 2 Disable &. Config
ifEntry ifindex

show rmon history RMON history table 2 & Privileged
show rmon statistics RMON statistics table & &2, Privileged
[ IFNAME] IFNAME: E& CIEHHIOIAE KIE

show port statistics rmon RMON statistics table S &&. Privileged
[ TFNAME ] IFNAME: E8 2IHHIOIAE XIE

b Notice

s RSE =

S= & &

‘show rmon statistics” & & ‘show port statistics rmon' @&t =

Switch# configure terminal

Switch (config)# rmon history 1 ifEntry 9 buckets 100 interval 5 owner park

Swtich (config)# end
Switch# show rmon history

====== fal ======
Control-index : 1
ifindex : 9
interval : 5
buckets : 50
owner : park
--- fa2 : bucket 1 ---
DropEvents : 0
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Octets : 0
(A2

Switch# show rmon statistics

The Index of stats 1 (fal)
DropEvents 0 Jabbers 0
Octets 0 Collisions 0
Pkts 0 Pkts640ctets 0
BroadcastPkts 0 Pkts65tol270ctets 0
MulticastPkts 0 Pktsl28to2550ctets 0
CRCAlignErrors 0 Pkts256to5110ctets 0
UndesizePkts 0 Pkts512tol0230ctets 0
OversizePkts 0 Pktsl1l024tol5180ctets 0
Fragments 0
The Index of stats : 2 (fa2)
DropEvents 0 Jabbers 0
Octets 0 Collisions 0
Pkts 0 Pkts640ctets 0
BroadcastPkts 0 Pkts65tol270ctets 0
MulticastPkts 0 Pktsl28to2550ctets 0
CRCAlignErrors 0 Pkts256to5110ctets 0
UndesizePkts 0 Pkts512tol0230ctets 0
OversizePkts 0 Pktsl1l024to0l5180ctets 0
Fragments 0

EES
Switch# show rmon statistics falé6

RMON STATISTICS

The Index of stats 16 (falo)
DropEvents 0 Jabbers 0
Octets 3331342 Collisions 0
Pkts 33150 Pkts640ctets 15428
BroadcastPkts 18579 Pkts65tol270ctets 13300
MulticastPkts 14164 Pktsl28to2550ctets 3992
CRCAlignErrors 22 Pkts256to5110ctets 206
UndesizePkts 0 Pkts512to0l0230ctets 398
OversizePkts 0 Pktsl1024tol5180ctets 92
Fragments 0
22
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10.6. Qos

s ¥ Packet Filtering

E3002 series

MFC Scheduling
IN ouT
» - Classfication by 5 tuples ! - Strict queuing >
- drop -WFQ
- queuing
- rate-limit
- marking
= E3016H Series A< Xl 0l M= Qos 2+ Packet filtering 2 ®IoH CtS 0t 22 J|s2 =& E StCt.

®m MFC(Multi-Field Classifier)
I Z2EZ2, src/dest IP, UDP/TCP Port S2 XI&E 30l 2o CH2GHH classification o O
flow-rule 2 Z2 & 8t= drop, queuing, rate-limit, marking S2 £& & #(action)2 =& 4
QUCH E5H0IE 0|20t CHot A filtering Dl s2 +=&86t=0l 018 % J| & St

®  Scheduling
EciTOl HRoIF LAHSE R 012 |8t Ml 2422 Scheduling 2 12/&E2 0180t
Of Ecimol X220 et Mel=AME G2 dt= YA 0IC
- Strict Queuing Method
OI 2e|ES Qe UHOIHE JtE el Meloted) & M ArZE 0 22 HOIHE 24
TRHZ Mot 28 &R0 =2 UI0IHE %el MeldXgt 2501 €2 HoIEH=E X
cl =AMOF ZElC Btk CHY = &AIE 28 &9 =2 HI0IHZ MHWHAH K2 2829
EciTi2 M5 SHGHA ot O] B0l =0l= SHES AL A= LA0|C.
- WRR(Weighted Round Robin Method)

23

E3016H Series User Guide



2dF HE2 JI1B2=2 HIOIE1 Helole galoz SPQ &40l ChE S Hatsts Qs 20
CIS22 M ALEXIF RIS 20l S & &8 70l XIZE 8I=0l et CIoIEHE Xelgt
Ct.

10.6.1. MFC(Multi-Field Classifier)

12.6.1.1. Flow-Rule & &/l Xl

22 Melote 2 Hdd6H)| 2ol =28 HA0IEHeE #&2 H4&56/0{0F ot=0 0l= Flow-

rule = classification &8 22 J}=06tLt. Flow-rule 2 src/dest mac, vlan, cos, ethertype, T2 &=,

src/dest IP, UDP/TCP
QULY.

¥ 15. Flow-rule Classification & &

Port, dscp, tos, Tcp sync =2 KNI & E g0l 2ol CH2Fot A classification & =

HHEO &9 Q2c
flow-rule NAME classify { <0-255> | icmp | igmp | flow-rule O] HE= QIEHOIAS S8 Z2
| ip | ospf | pim | tcp |udp } { SRCIP/M | any } | E20| st 2= &2 K& E src/destip 0l | Config
{ DSTIP/M | any } CHoll ®=(L3 J1 2 classify)
] flow-rule 0 HE& QIHMOIAS EF
zc';vé:j:\j I;\léATl\l/IPE/'vtl:lassﬁy <0-255> mask MASK range 9_| ZIZES0 st XIZE src/dest | Config
ip Off CHoll & (L3 J12 classify)
flow-rule O] H ==l QIE{H 0| A 2| udp/tcp =
flow-rule NAME classify { tcp | udp } { SRCIP/M 2E=0) (st P =2 NRE sre/dest ip .
| any } { DSTIP/M | any } { <0-65535> | o D =2 XIHE sro/dest port 0 C43H = Config
SRCPORT } { <0-65535> | DSTPORT}
Z(L3 JI= classify)
flow-rule O] H ==l OIE{H 0| A 2| udp/tcp =
ZEZ0 et L= &2 XNIEE sre/dest ip
flow-rule NAME classify { tcp | udp } { SRCIP/M 5 DE =2 = mask range  src/dest | Config
| any } { DSTIP/M | any } mask SRCPORT
SPORTMASK DSTPORT DSTPORTMASK port Ol T3t 01 5 2. 0] A< Port = 16 &
£ ol OF &(L3 J1:= classify)
* Mask-calculator & 2
flow-rule NAME classify { tcp | udp } { SRCIP/M | flow-rule O] &= QIE{ HI 0l 22| udp/tcp Z
| any } { DSTIP/M | any } { l4port-range-checker | ZEZ20 st L= &2 X & & src/dest ip | Config
<1-16> | SRCPORT } { l4port-range-checker <1- | ¢t @ = &2 X|F = src/dest port 0l CH3H =

24
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16> | DSTPORT}

£(L3 J1 & classify).
0l
range-checker 2 AlS.

[=

=

&2 port 2 classification

flow-rule NAME classify {H.H.H | any } { H.H.H |

flow-rule 0| &= 2IEHHOIAL 2E

X &= src/dest Mac address 0l CH o0

& | Config
any}
Z(L2 J|Z classify)
i e NAME classify H.H.H  HHH flow-rule 0] S& QIEHHOIAS 2= &2
ow-rule classify H.H.H mas H. ,
XI&E mask range 2| src/dest Mac | Conf
H.H.H mask H.H.H | « range 2 9
address 0l CHotOd HZ(L2 J|= classify)
flow-rule NAME classify tcp-control Tcp control flag £ 0|28t classification & Confi
onfi
{ack{fin|psh|rst|syn|urg|VALUE MASK} = ¢
, flow-rule 0| HE& CIE{HI0lA 2| 3L dscp .
(no) flow-rule NAME classify dscp VALUE - _ ) Config
202 TH210ll CHOHOY & /a1 Al
, flow-rule O] B & CIHHOIA2 WY tos ,
(no) flow-rule NAME classify tos VALUE _ _ _ Config
202 TH210ll CHOHOY & /a1 Al
) flow-rule 0| & && CIHHOIA2 GHY cos ]
(no) flow-rule NAME classify cos VALUE - _ Config
gt W20l CHot B
(no) flow-rule NAME classify vlan <1-4094> Vlan € 0| &¢&t classification & & Config
] flow-rule 0] &H&& CQCIHHOIAS S3H )
(no) flow-rule NAME classify ethertype VALUE _ _ Config
ethertype i3 0l CHGHY & E
(no) flow-rule NAME classify ethertype VALUE | flow-rule 0l &&& CQIHHOIAS SF Conf
mask MASK ethertype mask range T2 0fl CHGI & & 9
i I assit d flow-rule 0| H&E CIEHOIA2 IH2!0]
no) flow-rule NAME classify tag-type ( tagge _
(no) y tag-type (tagged | untagged packet & tagged packet 0ff i | Config

untagged )

otol H&

Marking dscp , marking
dscp, tos , cos-to-tos 2

b Notice

tos, cos-to-tos = SAIH HECT X £2

stotxiget & =& Ch

(=) SEFaXe] |

fE=A=2

oM, SA E3Al

2 22401l 2o Classification = Flow-Rule 0l S& & (action)2 & ZAIZ ==t UL

Qos E </ dll Cos, Queue Z = E marking &5 U220, rate-limit S2| S HNZ& T QL.

I 16. Flow-rule 32 Mg Hd

ERTY g9 ==
flow-rule NAME match drop A& YXI5t= I3!S =3 &Lt Config
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. A2 2Xots WAS NEBE RE=F< i
flow-rule NAME match queuing <0-7> o Config

Queue 0| <80

A ZXctE W32 olEets €& Cos 8t
flow-rule NAME match marking cos <0-7> _ _ Config

© 2 430l marking &tCt.

0 LXIcts A2 i etS & & dsep 8t
flow-rule NAME match marking dscp <0-63> _ Config
oz W20l marking StCt.
) A& LXIcteE THA S ot i
flow-rule NAME match marking tos <0-7> _ Config

22 IH3!0ll marking &

& YXI6t= H3!2 tos i
flow-rule NAME match cos-to-tos o ) Config

ZXGHH IH2! 0l markin

A& LXIok=E I
flow-rule NAME match tos-to-cos o Config

ot IH2! 0l m

) A& EXots M2s XNEE mirror & i
flow-rule NAME match mirror _ Config

AFSHCH.
flow-rule NAME match redirect | F&1} 2 X5t & & INTERFACE 2
{alllunicast|broadcast|BPDU|DLF|known- redirect 8t C}. Confi
multicastjunknown-multicast}  INTERFACE g
{tag | untag }
flow-rule NAME match trap-cpu & LXIck=E W3S CPU 2 EZAIZICH Config

A& LXI5tE WAS CPU Ol high priority 2 ]
flow-rule NAME match control-cpu-trap Config

E-AIZIH, S A0 drop AlI2!CH.

A& 2XIote 20l drop-precedence E 2 ,
flow-rule NAME match drop-precedence 013+ Config
flow-rule NAME match metering A LXIchE W32 2 E S Config
flow-rule NAME match rate-limit AL Lot WA 0l rate-limit £ = Z&HC Confi
<64-1048576> g

& LXISk= T30l tos et S E 00 cos 2 )
flow-rule NAME match tos-to-cos-and-queue Config

queue 240l markinig StCt.

A& YXI6l= 20l cos 2F queue g0l XIE )
flow-rule NAME match cos-and-queue <1-7> o Config

=l gt=2 marking StCt.
flow-rule NAME match rate-limit aggregator | 7 &2t 2 XIcts D20 XIES rate-limit Con
WORD aggregator £ X &&tHCt 9

. A& Xot= A0l cpu-queuing 8t2 XIE )
flow-rule NAME match cpu-queuing <1-6> _ L Config
st gts gEettt
no flow-rule NAME match drop AL LXIolE W3S EGE FHAsD Config
no flow-rule NAME match queuing & L XIok= W32l queuing S FH A8 Config
no flow-rule NAME match marking cos & L XIok=E W32 marking S 5 A 8L Config
no flow-rule NAME match marking dscp A& L XIokE W22 marking 2 5 A SHCE. Config
no flow-rule NAME match marking tos A& L XIokE W22 marking 2 5 A SHCE. Config
no flow-rule NAME match cos-to-tos & L XIok=E W32 marking S 5 A 8HCH Config
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no flow-rule NAME match tos-to-cos 730 Y XI5t= 32l marking 2 5 A 8tCt Config
no flow-rule NAME match mirror &0 L XI5t= 3! 2 mirror & 5 A 8L Config
no flow-rule NAME match redirect &0 Y XISt= T3 2| redirect & F A &tHCH Config
no flow-rule NAME match trap-cpu A& Y XIGt= W32 trap-cpu & F A8 Config
no flow-rule NAME match control-cpu-trap A& Y XIGt= W32 trap-cpu & F A8 Config
&3 2XIot= 22l drop-precedence E F i
no flow-rule NAME match drop-precedence ABHC) Config
no flow-rule NAME match metering A& Y XIGt= 3! 2 metering E F A 8HCE. Config
no flow-rule NAME match rate-limit A& YXI6t= 2! 2 rate-limit & F A 8HCH Config
no flow-rule NAME match tos-to-cos-and- | 7721t & XIot= IH2! 9| tos-to-cos-and-queue £ Config
queue FH AT
A& 2XoteE A2 cos-and-queue E FH A .
no flow-rule NAME match cos-and-queue siC) Config
no flow-rule match rate-limit | #& 3t 2€X5t= W22 rate-limit aggregator S Config
aggregator F A st
: X3 YXIoteE IS cpu-queuing £ F A8 ,
no flow-rule NAME match cpu-queuing o Config

b Notice

o DE HZ2 flow-rule Ofl 0l HE S A0 HZ0| JtsotXAlgt
action Ofl (F2tM SAIH BEE X S ALt HE =S queuing 2t
marking cos & S A0l & &0| JsolX 2, drop 1t queuing 2 HJHXI 2
gt S & &L Action 2 & =9 = Broadcom &4 S [ ELH

b Notice

control-cpu-trap = S 2! 2 cpu 2l high-priority £ trap 5t Al, S Al 0l drop

=2 &t Igmp snooping £ =& 5tJ| 2IH A= Y packet Ol CHall A Ol trap

S FE A2 AT

=
=
=
= =30

12.6.1.2.

flow-rule NAME classify |4port mask &S AIE0t)| foi M= S& St 16 &l 4= mask H A0
2
=

mask-calculator

@2 =3 00l 228 mask =2t EF 0

T 17. mask-calculator & &

ﬂltl
r&"
o
=

nj\:l
gn
3
QD
[%2]
~

HE0

x
02

2=
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mask-calculator <0-65535> <0-65535> AZgta Zgt2 =2 228 mask @S &5t Privileged

OlHE SIIRIoH T2 =4S Bt AI210] A&t 8totXl 6l S LHEHU *UCH

0l 1) port number 4000~4100 7t X| 100 JH 2l port 0l CHol A classification
otJ1 28 mask H &t

Switch# mask-calculator 4000 4100

mask 0fal0 ffeO : 4000 ~ 4031 ( o)
mask 0fcO ffcO : 4032 ~ 4095 (1 7)
mask 1000 fffc : 4096 ~ 4099 ( 3)
mask 1004 ffff : 4100 ~ 4100 ( 1)
Required number of mask = 4
Switch#

et 20l =& 42 mask E 0IEdHA classification rule 2 HSo6tH S Ct.

12.6.1.3. portrange checker

port range checker = L4port range £ classification 5t= &2 A & =
L4port range E classification 5t J| &0l X portrange E Ut Y EHE

I 18 port range checker & 0§

242401 29 ==
flow-rule l4port-range-checker <1-16> | L4port-range-checker 2| identify = 1-16 0/ 11 port 2 Privileed
(src|dst) <0-65535> <0-65535> direction, range € & & StLCt. rviege
l4port-range-checker = =ICH 16 JWDHAl B2 & == UL+ Z12lJ 2} ldpot-range-checker = source

port &£ = destination port £ S0l otLt2H & & & == QUL

OlHE SRl Ths2 =4S BHFAIZ10] 2 et 8totXl 6l E LHEHU UL
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0l 1) fal &£
tcp src 6000~10000

Switch#configure terminal
Switch (config)# flow-rule
Switch (config) # flow-rule
Switch (config) # flow-rule
Switch (config) #

Switch (c )

Switch (config) #
Switch (config) #
( ) #

Switch (config

l4port-range-checker 1 src 6000 10000
fl classify tcp any any l4port-range-checker 1 any
f1 match drop

onfig)# policy-map pl flow-rule f1l

service-policy fal ingress pl

12.6.1.4. policy-map M A&/F=I}
OIE{HIOI A0l Flow-rule 2 = &atJ| <ol Pollcy—map% =0 HZ5tH, Policy-map 0l = P 9|
Flow-rule O] Z&t= = 0, & AHHIOIAN Ct==2l HMO| HEE 5= U2 Policy-map 0l It
Sl= =A0ll 2ol Flow-rule Ol 8522 1) =AJ (i3l SR oHCH
M25 =M= show flow-rule 2 Soll &0lst == QUCH.
H 19. Policy-map M4 2 =it ¥4
EELY EE ==
PNAME 0| Si= Z2= MZ0l #4510 PNAM ©
policy-map PNAME flow-rule FNAME policy 7t J|E0 U= BR= FNAME 2| flow It OHXl | Config
ooz FILE L.
Policy-map MM E AHSIHUL, HEE StLIS| Flow-rule € AHHIGH)| R E ChE22 S HSO0I
INE=1=
H 20. Policy-map &Kl & £& flow-rule &K 2 &
29
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g3 &89 2c
No policy-map PNAME PNAME 2| policy-map = A M| &tC}. Config
) PNAME 2| policy-map 0l FNAME 2| £& flow-rule i
No policy-map PNAME flow-rule FNAME Config
£ AMHMISHCY
M A E policy-map 2 vlan QIEHIOI A0 &HZ/oH Mot @E = G20 2L
H 21. policy-map =&/ X &
g3 49 2c
) . i S8 ZE 2IHHOIAL HY direction 22 PNAME )
service-policy IFNAME ingress PNAME _ Config
9| policy-map 2 & & &tC}.
no service-policy IFNAME e QIEHHIOIA HZE policy-map S ol MISHCH. Config
Notice policy-map 2 ZE QIHHOI AN LHeA XK otLtel ZE AIHHIOIA M=
otLES! policy-map BH0| B E L 22 =0l F=2otH A CH=9| flow-rule

=]

2 M ZI}s¢8t policy-map 2 M4 6h0 OF SHCF.

b Notice

policy-map 2| flow-rule =0l drop 2t -1 0|2/ 2| match rule Ol S A0 &HZ

2 3R, drop E2 R4 HEELCH

Ct22 HEE AIE0HK flow-rule 28 &8 =2 L3t UL
H 22. Flow-rule =8 ¥2&
g3y &9 2c
show flow-rule flow-rule 2 policy-map 2| 22E 2 =L}, Config
) i S HEZ U= policy-map 2 vian 2E{HIO| AL & i
show service-policy Config
N 20 =Lt
OloHE sSIIRIol T8 A2 USAII|J] /st FIHAI Ol E LIEHLH AL
Ol 1)fal ZE0I CtS0t &0 HEetCh
tcp 6000 & & E drop
Srcip 20.1.1.0/24 queuing 2
Tep 23 I E 0l queuing 7 (highest) 2 marking
30
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Switch#configure terminal

Switch(config)# flow-rule fl classify tcp any any 6000 any
Switch(config)# flow-rule f1 match drop

Switch (config flow-rule f2 classify ip 20.1.1.0/24 any
Switch (config flow-rule f£f2 match queuing 2
Switch (config flow-rule £f3 classify tcp any any 23 any
Switch (config flow-rule £3 match cos-and-queue 7
Switch (config
Switch (config policy-map pl flow-rule £f2
Switch (config policy-map pl flow-rule £f3
Switch (config

service-policy fal ingress pl

( )
( )
( )
( )
( )
Switch (config)
( )
( )
( )
( )
Switch (config)

( )

#
#
#
#
#
# policy-map pl flow-rule f1l
#
#
#
#
#

Switch (config

o

Ol 2) fa2 ZE0 CtS 2t 201 =8t

tcp 4010 &£ E 0| rate limit 10Mbps
tcp 5010 & E0i| rate limit 20Mbps

Switch# conf t
Switch (config flow-rule f4 classify tcp any any 4010 any
flow-rule f4 match rate-limit 10000

flow-rule £f5 classify tcp any any 5010 any

flow-rule £5 match rate-limit 20000

) #

Switch (confiqg) #

Switch (config) #

Switch (config) #

Switch (config) #

Switch (config)# policy-map p2 flow-rule f4

Switch (config) # policy-map p2 flow-rule £5

Switch (config) #
( ) #

Switch (config service-policy fa2 ingress p2

Switch#

10.6.2. Qos & & Ll2tilE

IEEE 802.1p A0l QoA tag B2 E JtXl= L2 T3 0l= I3 REE&RIE JHXl&= cos 0] /12,
P, M e &FH0 2ol A cos gt= E&E/MEEO| IS

0l 0I&0dlil A queuing &= U0 OF BHCE. E£&F, X
ol OF BtC}. O g8t2 0 £ E 7 ALOI2] 8tS JF&ICH.
Lo L3I 0l= dscp g0l A2M, 010l hE HE 8 queuing D Al It Sl OF &FCY.

E3016H Al2lZ= 2 2IEHHOIAE Z 842l queue E JHAILL /U204, 0= At0I2 mapping table

-
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S system wide ot H | XIot 12 AL

Ol Hol=22 32 YE N E Sall marking/remarking 2 gt HEE &= QUL

I 23. Qos &3 Marking/Remarking HIOI= A8 24

EETY 29 ==
A HEE 22 cos 2t 251 mapping 2 MZ 2
gos cos-queue-map <0-7> <0-7> queue at= E&EHC Ol= show qos cos 2 &901 Ji= | Config

HE0 B2 W22 queue gtHl 2Idll remarking & A

gos cos-remarking <0-7> <0-7> Config

A0 HEE 22 dscp 2L0l 2151 mapping 2 MZ
Ct.

gos dscp-dp-map <0-63> <0-1> &2 dp 8t= & & &L 0li= show qos dscp & =21 Jbs | Config

AE HEE 32l dscp 20l 2151 mapping 2 MZE

gos dscp-pri-map <0-63> <0-7> FCt. Ol= show qos dscp 2 &9l Jis | Config

24240] EE ==
A0 HEE IH2' 2 cos at0ll 2o mapping/remaking Ell .
show qos cos - Privileged
0Ol=8 B0 =L
A HEE W22 dscp LUl 2o mapping HIOI=SS 2 .
show qos dscp GECH Privileged
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10.6.3. Scheduling

E3016H Series ARIXI0ME= Scheduling = <o SPQ(Strict Priority Queue) Method 2t
DRR(Deficit round robin), WRR(Weighted Round Robin) Mothod € M 335t CIZ E= SPQ 0l Ct.
ChS 1022 SPQ 2 WRR 2| X0 &S LIEFLH D QUCH.

flowl .
soM » 1 priority
flow2
5OM _gl 2 priority Scheduler »
flow3 flowl : 60M
5OM =:‘[ 3 priority fmz - 40M
flow3 : OM

m ]2l 2. SPQ(Strict Priority Queue) Method

SPQ(Strict Priority Queue) Method P13 K& &=2Jt =2 HAS REELC=Z Xelot)| HEZ0l
flowl it 22 Z2= 2E W30l LN IS KX2=22 flow3 2| Ii3! 2 tLE ME SRl &
= R0t YAsHC.

flowl

30 weight

Scheduler »

| . flowl : 50M
- 20 weight
100M flow2 : 30M

flow3 : 20M

i

= )& 3. WRR Method
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4

?/2] 182 WRR Method 2| 010l SPQ 2t &2l ZEN X E weight E &2 2 HYsH L e|
Z0l 2o HEE 5222 WEUWH &
E3016H Series A% X192 2 82| sheduling = ¢/t Queue E M3otH T2 & CIHHO|

29| Queue A= Z2Eote SE0KO0IC.

H 25. Queue-mode HH HH

g3 &9 2c
oY Interface 21 Queue-mode E Strict &4l =2
queueing-mode {strict |drr |wrr } DRR / WRR &Aooz HZSICt Default 2 == | Interface

Strict & 41 0| Ct.

] thod <0-7> { strict | drr | ) WRR £ = DRR & &&¢&t interface 2| S& queue nterf
ueueing-metnodad <0-7> { stric rr | wrr _ nterrace
a g = strict 2 SESHU S 5101 SISHA AIR BT

b Notice SPQUINS == 8 Queue & =Xt =S5 =0t =
Ct.

O

22 WRR mode £ &3 & A2 20 Y Queue Ul Weight E HZdli== Z & 0| L.

H 26. Wrr-method Queue weight 2 o9&

2 0f El= ==
queueing-profile wrr-weight <0- | i & ZEJt wrr 25 2 [f, A& E queue 2 wrr weight gt S
_ Interface
7> <1-15> K& &tCt.
_ _ _ e ZEJtwr 25 & M, XIZE queue 2 wrr weight 2tS
no queueing-profile wrr-weight _ Interface
CIZE gtez &35t
OS2 2 LE2| scheduling 2ted AEHE st=0l 2= U StHECH
H 27. 8 Al interface 2 queue-method & weight Z3|H &
EELY £y ==
AMAESl 2E CIHHI0l A2 queue-method & weight 8t 2 =2 .
show port qos o0 Privileged
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10
I
ol g
UE@

M 3
ol
rr
s
o
ol
10
P
ol
H1
Ji
or X
M o
o

E3016H Series A%l Xl = Flow Classifier LI Traffic Conditioner il 2/l A DI3E =2
HIOIE 328 LUAESZ eIl E3016H Series Bl Al 0|2 28t HictHEI2 EcHE
FEz A2 UEHN &8 = UL

10.6.5. Filtering

Netbios 2HE= HE CIHHOIA B2 HFHO0| JtsotH,. Netbios E2HE

A AGIH, Netbios /
Netbeui / NBT Z2E 20| 25 XS & CH Dhep Z2E = JHE CIHHIOA 22 &
AP

.{
&0l JtsotH, Ol
e

2HE &40t ol e 2 EHH 0124 2] DHCP server 2! 0| Xk&HEICH S8 AL f loopback IP £
ekt == QUCH

HE0E2 LS 20,
N

[m;
A A= L2 2 show interface 2 &1 0| JtsolCt.

I 28. J|Et Filtering 2t&d €&

O 49 2c

filter netbios ST I H Ol A0 netbios 28 E & F&tLH... Interface

no filter netbios ST QI H Ol A0 netbios ZEIS GHMISHC Interface

filter dhcp S oIE H 0l A0 dhep filtering £ & A BHC Interface

no filter dhcp S oI H 0l A0 dhep fitering £ i K BHCt. Interface

filter private-ip [10]172|192]all] S QI HOI A0 AL IP filtering £ & & 5T} Interface

no filter private-ip [10[172[192]all] S QIEIH Ol A0 A& IP filtering 2 Bl X StCH. Interface

filter src-ip-all-f S CEHHOIA0 src IPJF all f (255.255.255.255) ©I Tjf | Interface
219 filtering & & & &tCH.

no filter src-ip-all-f S CEHHOIA0 src IP It all f (255.255.255.255) ©I Tjf | Interface
219 filtering S oll MISHCH.

filter src-ip-loopback SZ OIHHOIAN loopback ip (127.0.0.0/8) 2! T{3! 2| | Interface

filtering & & & &tCt.
no filter src-ip-loopback S OIHHOIAN loopback ip (127.0.0.0/8) 2! T{3! 2| | Interface
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11

B8 48 HE Y

ATEQI0 YI01S

11.1. Flash It A|AE

2 H0MeE AMAEQ Flash File System 2 22|00l CHol Al & HSHCE. Flash File System 2 Al
A8 OS Image % Configuration It2E2 M&ESte 4z MEEHH, MEE OS Image 2
Configuration File 2 AIA&! boot Al AIAEIN Loading & Ct.

Flash File System 220 228t &0
OS Image 2} Configuration File Management 0ff 2 &t H & 0§

FE 2 250 22st E0

E3016H Series A®IXl= OS image A& & & AFZ2 ol Flash Y AIAEEZ P=SHCE.

Ol ZOIA 2 MS2l Flash It AIAEO CHE JHERQ &HE 8L

QUCH L& AFS X2 @FAEN M2k 0101 Flash File System 0l M&S File 2 erase @& N
2 N2 &= JUCH S XN2AHLF HBE File 0] Reload Al 28 & Image £= Configuration File
Ol Xl =2|aHOF &t

[w

ANAE I

]
[at]
U
40
ro
S~
rt
02
oy
Q
rr
]
00
[
ny
a
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b
H
e
H
_\'T-_l
e
H
[
i
o
o
02
0y
(=)

=Rl &9 2c

show flash °® Flash File 2| &EHE 2 E&Ch Privileged

erase filename °Flash HI22H H&ES &3 &8 W | Privileged
£ AHHMISHCE

CHS2 show flash HEOUE Al&ioldE I LIEILIE £ 22 WAIE LIEFHTH. E3016H
Series A Xl= Flash File System 2 &0 CHai A Ol T o AOIE, el $M(-)
2 s B2 2E(x)0ll st B2 &M 1O ol OS2l onfiguration It 1 X| LIEFHCE.

>4 [JI[IJ

O—r—

Switch# show flash

—————————— filename---------- -—---—--—--type/info---------- CN -length-
e30xxh.r100 1.0.0 -- 10248464
e30xxh.r101 1.0.1 B* 10243920
test.cfg text file -- 314
pktdump 1(Jan 15 03:39:08) text file -— 13315
config.txt text file B* 1269

9016 Kbytes available (21490 Kbytes, 70% used)

Switch#
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11.2. Image/Configuration File Down/Up Load

E3016H Series A% Xl= 2dotHA E K28 OS Image® Configuration FileOll CHoH M FTP &
= TFTPE Ol EdH Al DownE= Up Loade == ULt Ol MEZE2 IE = FlashIt L 0l M & 6HA
Lt, M 28 Al OS Imagelt Configuration2& H&8E =& USLICH L& 2Eo RS O0S
ImagelLt ConfigurationS FTP/TFTP ServerOl & = ULt 0 ZUMM= HEAH FTP/TFTP
E SoiMd mgs Down/Up Loadot=Al & s OteHOIA J1=8 running—config®

startup—configtll tHst & “Configuration FileZt2|”el= &0l 2ol =QUCtH.

Warning YdI0IEE Image & S22 AAE DI HAEN Ok &S5 =9
E Q382 ZAS| XAl AFEHS 2] "igtCt.

configuration 0l It HLF HASECH & & AMAE2 configuration
0l 2&3dl XD 22 ES = configuration 22 2835l HIHX=
Ol-'—El.

D Warning FTP/TFTP & 80 =&&%l= configuration 2 &I AIAES
)

11.2.1. FTP € S8t Down/Up Load

Ofc= FTPE 0l&8 I Down/Up Load 0 CHEH HE O CHollA 22 &Y

%
O
30
[w]

H 11-2. FTP & &8t Down/Up Load H& O

g3 &9 BE
copy ftp flash ® FTP Server 0l &= OS Image File 2 Flash 0l Privileged
JSESRSlB N
copy flash ftp °® Flash 0ff *= OS Image File € FTP Server 0l  Privileged
SRRl
copy ftp config-file ® FTP Server 0l /= Configuration File 2 Flash Privileged
Ol M&eHCt.
copy ftp running—config ®* FTP Server 8l = Configuration File & & Privileged

°| running—-config & & & A|2!ILC}.
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copy running-config ftp ® System M 2= 2! &M running—config 2 Privileged
FTP Server Ol X & &tLCt.

Otcie FTPE Ol e Cra 20l et 0lE 2 =Ct.

Switch# copy ftp flash

IP address of remote host ? 192.168.0.1

User ID ? 1lns

Password ?

Source file name ? e30xxh.rl101

Destination file name ? e30xxh.r101

TP::192.168.0.1//e30xxh.r101-->image file[e30xxh.r101]

Proceed [yes/nol? yes

(M2k)

11.2.2. TFTP € &8& Down/Up Load

Otcl= TFTPE Ol=8H Y U2 2O it HEO O CHoHM =2 Ao =UCH

H 11-3. TFTP & S8t Down/Up Load H&E O

=E=10! &9 2c

copy tftp flash * TFTP Server 0l /= OS Image File 2 Flash Privileged
ol 4 &stCh.

copy flash tftp ® Flash 0l /= OS Image File 2 TFTP Server Privileged
ol 4 &stlt.

copy tftp config—file *TFTP Server 0l U= Configuration File 2 Privileged

Flash Ol X &8t

copy tftp running—config ® TFTP Server 0l &= Configuration File 2 & Privileged
M2l running—config & & & AI21C}.

copy running—config tftp °* System M =2 &M running—config 2 Privileged

TFTP Server O X & stLCt.

Otei= TFTPAM B0 FileS Up loadot= 20l THet HIE 20 =L,

Switch# copy flash tftp
IP address of remote host ? 192.168.0.1
filename to write on tftp host? e30xxh.rl101

TFTP send: -> 192.168.0.1// e30xxh.r101

Proceed [yes/no]? yes
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11.3.  Configuration File 2¢l

MN2
=o T

0A o
0

AAE A E3016H Series ARAXE SH6IHA XS Crst Tet0lE 2
gr0ICt. E3016H Series AAXIWAM AtEdt= Configuration Ol= startup—config 2F

running—config JF QUCH Flash M2l MEZUH ARX =I| PFs Al 2YIE
Configuration = startup—config 2t otH, DRAM UWOIAl F2Sote SHAEE 2= running-
config 2t &Ck. (4JI M= Configuration File Management Ol 2238 M&, &XH € CO2s=
gt S 89St
H 11-4. Configuration Management & & O
HE0 &9 Qc
show startup—config °*Flash MI22I0 MZ= Booting configuration Privileged
o BtH X MNEE B =CH.
show running—config s & 84F A2 E BWECH. Privileged
copy running—config startup— © &M INESE=NDS 2850l Running Privileged
config configuration Y S startup YL 2 MASHCH.  Config
write memory ® copy running—config startup—config 2 S Privileged
gt J|s& stlh. Config
erase startup—config ° AM &&FE startup configuration Y= XI& Privileged
Ct.
11.3.1. Configuration file 2| X &
AAE 2HATPI &t 832 HEGH ME2 882 DRAM Ol M&E S CH DRAM Ol H& & &
H 2= AlAE THEE A SXE KX L=C Ot 84 BBE2 A|AE | 28 AIWSE H=S
S| Rt &8 32 W22 Flash HZ2I0 H&E6HOF STt CtS2 & M2l running
configuration € E0F= FEAH 2 running—config £ startup—config & d&dt= &
SO0 CHet OlE 20 =CF.

7 E3016H SeriesUser Guide



Switch# show running-config

interface vlanl
ip address 192.168.51.1/24
<pieks
Switch#
Switch# copy running-config startup-config
Overwrite 'base.cfg'? [yes/no] y
Switch# show startup-config

interface vlanl
ip address 192.168.51.1/24

<>
Switch#
11.3.2. Configuration file 2 4HA|
E3016H Series A/ XI= AIAE THAIS Al flash HI22I0 H&EE O JA= startup—config E M
S 2 ST M AT A= Configuration file S0 22 8= configuration file 0 U
CtH erase command S Aol AHHIE 4= QUCH Bt 2 = configuration file Ol test.cfg

ctH ChS 1 20| &t

Switch# erase test.cfg
Switch#
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11.4. Boot Mode & & L AIAHE THAIS

E3016H Series A9 Xl= SgotHM 228t OS Image® Configuration FileOl CHaHAM TS 2
8 Mz 88g £ UCH Ol H 23S OS Imagelt Configuration File2 AAES TH AlS
OIDF Ze0olCt. OfeHl M= OS Image®t Configuration FileOfl CHal A

==
HEAN OsS 22 2E2 d86t= N2 ALY TH AlS LRl CHoHA £ ol =UCH.

H 11-5.Boot Mode & LU A|AE M AlS EEN

g3 &9 2=

boot flash filename ° (IS 28 A #=2& 0OS Image E & & &tLI. Privileged

boot config filename °[Is 24 Al =22 Configuration File 2 & Privileged
SHCY.

reload ° AMAEIE M AlS AIZICH Privileged

11.4.1. Boot Mode &3

E3016H Series 22X A OS Image2 Configuration Filedil CHoll M Ct& Boot ModeE & &
& Mole TS &2 F=2I0F 2060 boot flashEENWE A&E [Hol= E3016H Series A
XM MEE = A= OS Image FileOfl CHOHA 2t HEotES ollOF 6t0H, & boot config &

Hol= E3016H Series A X0 A AFEE &= A= Configuration File0fl CHol Al

SHE M

o MZ5tE= oioF =0 2l &M Flash File Systemdl &= FileOl CHOHA B M E5HE =
otO4 OF S+CH.

Switch#

Switch# boot flash e30xxh.rl101

Switch#

Switch# boot config lns.cfg

Switch#

11.4.2. ANAE THAIS

A2 THAIS2 E3016H Series A®IXI2l R On/Off & 0I&dt= H/W HQl HHO| U2
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Warning  AIAEI0| Flash File System 0l 2 S A&SIL UAS M= AIAERS 2
NESZ MAIS AMHAAME o ELH

Switch# reload

WARNING !!!

You must save current configuration or you will lose it...
"continue to reboot [yes/nol? yes

Switch#
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Utility

=
o

12.1. Packet Dump 7|

= E3016H Series A?|XI0 A= cpu usage =Xt Ol2l &&FE threshold

i0J
HO

o
o

J|J
G
ol
Kd
~
[[e)
0
20
Ol
ol

As Aot EcHH 0 et 2

=2
=

tcpdump

12.1.1. X

cpu usage Jt Ol2l &&E threshold gt

ZUCH

ll¥
1

HO

==
[=)

b o et X

o0

A A
_l__r/l\_

& A

2 AN, =AH (&

te

I

210l et tepdump Ot Ats A EH, €&

KA

cpu usage Jt & & & threshold

J

0l & cpu usage J} threshold gt 2

PN
=T

=2
S I

:I ’

elep

&0

b

JU

2 2t=6t1 cpu usage It

=)

El)

1 UAsS &= 0101 dump
threshold gt 2 Ct L Ot& MIHAl &

9]

10}
20

OF
R0

J

12.1.2. X

Ol cpu usagelt threshold

pNK=1
=T

=
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0 As F2, 018y
et

o

usageJt threshol [¢)
2AEFHE AR S A X &

@ threshold 2t 02

0l & cpu usage?t threshold

O
]
2l

TCPODUMP & & &

packet dump

packet dump packet dump
START

START FINISH

»

THRESHOLD /0 SN S S R
U/

y
10 sec

CPU USAGE

60 = Z 1 E packet dump It cpu usage It threshold 2Lt
S22 A2 cpu usage It SOtE § CHAl &35t 2Bz
threshold £ &35t A2 = packet dump Jt & & &IC}.

packet dump = & & X &=CF.

60 = Ol M0l &&E IH2! =03 410t ZH SESEULD 40= 3 T 410 S2E A2
JtEE), E2 S0 X cpu usage It threshold £ A58 B
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TCPOUMP & =

packet dump packet dump
START FINISH

THRESHOLD

TCPODUMP &l & =

packet dump
START

CPU USAGE

/
10 sec ‘
p

24l 22 2 packet dump It
2H E2E A2 cpu usage It

cpu usage Jt threshold 2Lt
SOLE § CHAl &35t 2 s

packet dump J & & &IC}.
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12.1.3. config &3 % =J|g}, X3

H 1. threshold &l &3 L oA, =38 EHH

== &9 Qc

dump traffic threshold <0-100> packet dump Jt & & E threshold & & config

no dump traffic threshold threshold 2 D13} (0 22 &H) config

dump traffic count <100-500> el 13 & dump & M3 = &&F config

no dump traffic count dump & IH2! =5 100 22 A& (default) | config

dump traffic interface INTERFACE packet dump & interface € &8 config
o interface £ any (2 interface, default)2 _

no dump traffic interface _ config

=RSEo

dump traffic enable packet dump JIs2 &4d3te config

dump traffic disable packet dump J|s2 HlIg2d3te config

show dump config threshold 2| £ 3| Privileged

CS & threshold £ 20 22 & &6l0 packet dump & & &8i5l= DA O0ICH.  (cpu usage It 20 = &

3lg B packet dump Jt &4, 100 JH2 TH2! = & Xl interface Ol CHol Al dump &FCtH)

switchi#

switch# configure terminal

switch (config)# dump traffic threshold 20
switch (config)# dump traffic enable
switch (config) # end

switch#

switch# show dump config

threshold is 20

count is 100

dump traffic
dump traffic
dump traffic interface is any
dump traffic is enabled

switch#

CtZ 2 threshold € 20 2 2, packet count £ 500 2 £, interface £ vlanl £ & &6t packet dump

= =y = =
= |°c|'>|0|' cé"%d—?—a

JEOICEH (cpu usage It 20 2 4 3

SHEI04, 500 JH2l IH2!2 vlanl interface

(o2}
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Ol CHoH A dump &HCH) =g H=2

(vlan)E & Hol{OF

interface & & Al BtE Al ip address & 0| Jts&t QIE H 0] A

switch#

switch# confi
switch (config
switch (config
switch (config

switch (config

(

(

(
switch (config
switch#
switch# show
dump traffic
dump traffic
dump traffic
dump traffic

switch#

gure terminal

) # dump traffic

)
)
)
) end

dump config

threshold is 20

count 1is 500

# dump traffic
# dump traffic
# dump traffic
#

threshold 20
count 500
interface vlanl
enable

interface is vlanl

is enabled

CtE 2 packet dump J|s2 HI
< packet dump = & T X| &

ol
ol
rr
kJ

F A 0| C}. threshold, count, interface Jt & & O UG 2t

switch#
switch# confi

gure terminal

switch (config)# dump traffic disable

switch (config) # end

switch#

switch# show
dump traffic
dump traffic
dump traffic
dump traffic
switch#

dump config

threshold is 20

count 1is 500

interface is vlanl

is disable
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ths

fo

SN
=o

io

ZJ|stot= WHEOICH

switch#

switch# show dump config

dump traffic threshold is 20

dump traffic count is 500

dump traffic interface is vlanl

dump traffic is disabled

switch#

switch# configure terminal

switch (config)# no dump traffic threshold
switch (config)# no dump traffic count
switch (config)# no dump traffic interface
switch (config) # end

switch#

switch# show dump config

dump traffic threshold is 0

dump traffic count is 100

dump traffic interface is any

dump traffic is disabled

switch#
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12.1.4. Log File o X3

H 2. Log File X3 2380

2424 0f =k ==

show dump-file FileName M log file & LHEES X 3|6tC}. privileged

show dump-file FileName OPTION s X3stth 2 580 Yot =J1 privileged
= o
=

packet dump I 2 flash Ol K& 0, show flash Y& S Soll ML MHE A2tS S0l &
ULH.

0il) pktdump_1(Jan 15 03:39:08) : 1 & 14 & 02 Al 41 250 =0 d4&& dump It
2.
Switch# show flash
—————————— filename========== —==-—--—-type/info----=----=-= CN -length-
e30xxh.r100 1.0.0 —-— 10248464
e30xxh.r101 1.0.1 B* 10243920
test.cfg text file == 314
pktdump 1 (Jan 15 03:39:08) text file o= 13315
config.txt text file B 1269

9016 Kbytes available (21490 Kbytes, 70% used)

Switchi#

CtS2 pktdump 1 WS £3|6t= WHEOICH
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switch#
switch# show dump-file pktdump 1

01:01:39.652358 [fal(l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:40.662453 [fal( 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:41.672519 [fal( 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:42.682603 [fal( 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:43.692650 [fal( 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:44.702824 [fal( 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:45.712877 [fal( 10.0.0.1 > 224.0.0.18: ip-proto-112 20
(

01:01:46.155500 [fal 192.168.0.181 > 224.0.0.5: OSPFv2-hello 44: area

0.0.0.1 dr 192.168.0. [tos OxcO] [ttl 1]

01:01:46.723229 [fal( 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:47.732996 [fal ( 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:48.743046 [fal( 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:49.753138 [fal( > 224.0.0.18: ip-proto-112 20
01:01:50.392509 [fal( 192.168.0.29.138 > 192.168.0.255.138: udp 201
01:01:50.763271 [fal( 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:51.773442 [fal( 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:52.783324 [fal( 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:53.793428 [fal( 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:54.803500 [fal( 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:55.813607 [fal( 10.0.0.1 > 224.0.0.18: ip-proto-112 20

(

01:01:56.156198 [fal
0.0.0.1 dr 192.168.0.
01:01:56.824045 [fal (
01:01:57.833789 [fal (

192.168.0.181 > 224.0.0.5: OSPFv2-hello 44: area
[tos OxcO] [ttl 1]
10.0.0.1 > 224.0.0.18: ip-proto-112 20

1)]
1)]
1)]
1)]
1)]
1)]
1)]
181
1)]
1)]
1)]
1)] 10.0.0.1
1)]
1)]
1)]
1)]
1)]
1)]
1)]
1)]
181
1) ]
1)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20

v dump & IHZ!Z2 tcpdump raw file & HEEE22 X3 Al Jl= 20 A& CHEEt
FOI5HD] fIo M= CHS 13.2.1.3 1t 20| tcpdump 2

fon
g
oo

packet 82 &

J

S8 S8 S FII6tK pktdump_1 It 2 S £3|6t= HFO0ICH
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switch# show dump-file tcpdump 19700116195734 ve

01:01:39.652358 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36074)

01:01:40.662453 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36075)

01:01:41.672519 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36076)

01:01:42.682603 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36077)

01:01:43.692650 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36078)

01:01:44.702824 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36079)

01:01:45.712877 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36080)

01:01:46.155500 [fal(l)] 0:7:70:33:11:5 1:0:5e:0:0:5 0800 78:
192.168.0.181 > 224.0.0.5: OSPFv2-hello 44: area 0.0.0.1 E mask
255.255.255.0 int 10 pri 1 dead 40 dr 192.168.0.181 nbrs [tos 0OxcO] [ttl
1] (id 4346)

01:01:46.723229 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36081)

01:01:47.732996 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36082)

01:01:48.743046 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36083)

01:01:49.753138 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36084)

01:01:50.392509 [fal(l)] 0:15:f2:27:e7:1 ff:ff:ff:ff:£ff:£ff 0800 243:
192.168.0.29.138 > 192.168.0.255.138: udp 201 (ttl 128, id 29631)
01:01:50.763271 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36085)

01:01:51.773442 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36086)

01:01:52.783324 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36087)

01:01:53.793428 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36088)

01:01:54.803500 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36089)

01:01:55.813607 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36090)

01:01:56.156198 [fal(l)] 0:7:70:33:11:5 1:0:5e:0:0:5 0800 78:
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192.168.0.181 > 224.0.0.5: OSPFv2-hello 44: area 0.0.0.1 E mask
255.255.255.0 int 10 pri 1 dead 40 dr 192.168.0.181 nbrs [tos 0xcO] [ttl
1] (id 4347)

01:01:56.824045 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36091)

01:01:57.833789 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36092)

v 22 20l §& tcpdump option 2 Fotg A< 10 didl= &
UL WE =0, “show dump-—file pktdump_1 evt” E & &
G| 2+2F H3lel X3 200l link-level header 82 (e &)
length S (v &4), timestamp (t &) S0l FIIE N &l .
raw file =32t 2AL X L= SE0| ANEEHAHL SE Al(evt @ 20| LOtgie=zor 2
0l

L g=2v =
HEO0F GtH =M= A8)0l LXIoHA 22 B 2 IY UHE

|0

12.1.5. Log File o 22|

MEEEsE 20 Wl == 20 342 22/=0h 2t 2] W2 It 3IHE = ot 2 B2
JHE old0l S0 A ML S AHe 7 M2 Hd =0
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12.2. CPU Packet Counter

0l M= CPU 2 2ct2= packet 2l EFE FE06+0 count of == Packet Counter 8 &3
ot= &0l CHoll &Y StHCt.
Note 0 HUHM AIESZH=sE Fdo =2dst d4 L ASEE command
reference £ & 1135}ct.
12.2.1. CPU Packet Counter O| o}
ALK cpu B =L 2 packet Ol SUH2LH MHE= Ol&GHX] 28 packet 0] 0| S2= BRE
BH& St fIH CPU Packet Counter & AFE3I0 M EFF 2| packet 0| S0tLt

=
SctQeEAl #elg &= QUCH

CPU Packet Counter = packet 2| ether type Ol ltet, IP protocol Ol e+, TCP port Ol tet, UDP
port Ol (el 2F6IH, =2 5 & S0t CPU packet count, =2 1 & S22 CPU packet count,
X2 52 =02t2 CPU packet count € 20 =L,

12.2.2. CPU Packet Counter & &

S|
=

0l 20lM= 22Xl ME& packet type 2 FIlot HLE &M= &

0z
Mo
02
o

Ct.

Packet Counter = 2 && packet type Ol et CPU & =0 2= packet 2 EFolH default 2
& HE packet type 1t user Kl 2ol A2 =ItE packet type 2 Al & StCt.

Default CPU packet type

CPU Packet Counter = default packet type list £ JIXI0H O] type E2 & HEZL 1, list 01I/d
Mg = SICt Default packet type 2 ethertype, IP protocol, TCP port, UDP port 2 Li=
AULE.
Ethertype

® FETHERTYPE_IP 0x0800 /* IP protocol */
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® ETHERTYPE_ARP

IP Protocol
IPPROTO_IP = 0,

IPPROTO_ICMP =1,
IPPROTO_IGMP = 2,
IPPROTO_TCP = 6,

IPPROTO_UDP = 17,
IPPROTO_IPV6
IPPROTO_PIM

IPPROTO_RAW

TCP Port

20 :

21

137
138
139

ftp—data

: ftp
22 .
23 :
25
42 :
53 :
80 :

ssh

telnet

smtp
nameserver
domain

WWW
 netbios—ns

: netbios—dgm
: netbios—ssn

TCP SYN
UDP Port

53:
67 :
68 :
69 :

123 :
137 :
138 :
139 :

161

162 :

domain
BOOTP server
BOOTP client
tftp

ntp
netbios—ns
netbios—dgm
netbios—ssn
i snmp
snmp-trap

= 41,
=103,
= 255,

0x0806 /* Addr. resolution protocol */
® ETH_P_IPX 0x8137 /*IPX over DIX

*/

/* Dummy protocol for TCP x/
/* Internet Control Message Protocol =/
/* Internet Group Management Protocol */
/* Transmission Control Protocol — */
/* User Datagram Protocol */
/* IPv6-in—IPv4 tunnelling */
/* Protocol Independent Multicast */
/* Raw IP packets */

14
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User Added Packet Type

gon
ol
2
o
alo
|~
my
o

User Jb =JIE = U= Packet type 2 default 2 XI&E & packet type 8 I
&l == DXl =0t Jbs6tCt. ()oF2 default & A& & gL0ICh.

® FEthertype : 10 (default 4)
® |P protocol : 15 (default 8)
® TCP/UDP port: 15 (tcp 11, udp 10

Default 2 A& packet type 2= EE2 A2 X2 20 2o M2 packet type = X&)

count & £ = UL OIE N F=It= packet type 2 &Ml JtsS0otCE.
Command Purpose
Stepl Configure terminal Global configuration 2= & &l &L,
Step2a cpu-packet-counter M=Z & ethertype =0t
ethertype ETHERTYPE
Step2b cpu-packet-counter M & & IP protocol =}
ip_protocol /P PROTO
Step2c cpu-packet-counter tcp_port | 22 TCP port =D}
PORT_NUM
Step2d cpu-packet-counter M=Z& UDP port =0t
udp_port PORT_NUM
Step3 end Privilideged 2 =2 &It
Step4 show running-config 2F E=S gelstth
Step5 copy running-config startup- | (8&) & & 2 configuration I+ 2 0fl X & &tC}.
config
Ct22 TCP port 222 € FJtol= A2 EHE
Switch# configure terminal
Switch (config) # cpu-packet-counter tcp port 222
Switch (config)# end
Switch#
Note Ethertype 2 “unsigned short”, IP protocol € “unsigned char”,
TCP/UDP port = “unsigned short” gt & 25l 0F StCt.
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User Deleted Packet Type

Default 2 &&= packet type 2 AN E == SiCl.
Command Purpose

Stepl Configure terminal Global configuration =& & & &tC},

Step2a no cpu-packet-counter | User J} & 25t ethertype 4Kl
ethertype ETHERTYPE

Step2b no cpu-packet-counter | User Jt 2/ 25t IP protocol 4t Al
ip_protocol /P PROTO

Step2c no cpu-packet-counter | User Jt & 215t TCP port At K|
tcp_port PORT_NUM

Step2d no cpu-packet-counter | User J} 225t UDP port Al
udp_port PORT_NUM

Step3 end Privilideged 2 & & &I &tCH.

Step4 show running-config A% WHES &lstlt.

Step5 copy running-config startup- | (S&) & & = configuration I+ 2 0fl X & &tCt.

config

12.2.3. Displaying CPU Packet Counter

User Ol 2o &&E packet type =
show packet-counter type-list"E AtZ3te

Z3|coted™ privileged EXEC E & “show running-config”Lt
b,

CPU packet counter 3|0l 2t81& command = CtS 1+ 2.

Command

Purpose

show cpu-packet-counter

Arp, tcp, udp, icmp, igmp, tcp syn S2| J|& protocol 0ff CHSH 2
interface & cpu packet count € £ 0 &Ct.

show cpu counter

Arp, tcp, udp, icmp, igmp, tcp syn S2| J|& protocol 0ff CHSh 2
interface £ cpu packet count £ 2 =L},

show cpu-packet-counter /FNAME

XA &l interface 2 Arp, tcp, udp, icmp, igmp, tcp syn S2| J|2
protocol 0l CHSt cpu packet count £ 2 0 &Lt

16
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show cpu-packet-counter bps

Arp, tcp, udp, icmp, igmp, tcp syn S2| J| & protocol Off CHSt 2
interface & cpu packet count £ bps 2 2 0 &LCt.

show cpu-packet-counter bps /FNAME

M & & interface 2| Arp, tcp, udp, icmp, igmp, tcp syn 2| J|&2
protocol 0l CHSt cpu packet count € bps £ 20 =L},

show cpu-packet-counter pps

Arp, tcp, udp, icmp, igmp, tcp syn S2| J| £ protocol 0ff CHSF 2
interface & cpu packet count £ pps 2 2 0 &LCt.

show cpu counter avg

Arp, tcp, udp, icmp, igmp, tcp syn S2| J| & protocol Off CHSF 2
interface & cpu packet count £ pps 2 2 0 &LCt.

show cpu-packet-counter pps J/FNAME

XA & interface 2| Arp, tcp, udp, icmp, igmp, tcp syn 2| J|&2
protocol 0l CHSt cpu packet count € pps £ 20 =L},

show cpu-packet-counter total

CPU 2 22}2 2 E packet count £ 20 =C}.

show
IFNAME

cpu-packet-counter ethertype

213 &l interface OlA CPU 2 22t2 Z2E packet count £
ethertype 22 20 =L},

show cpu-packet-counter ip_protocol

&&= interface (M CPU & 22t 2 E packet count £ IP

IFNAME protocol €2 2 ELCl.

show cpu-packet-counter tcp_port | 2 2 &l interface 0l Al CPU 2 =22t2 2 E packet count £ TCP
IFNAME port 22 2 0{ =Ct.

show cpu-packet-counter udp_port | 2 & & interface Ol A CPU 2 2ct2 2= packet count £ UDP

IFNAME

port € 2 20 =C}.

show cpu-packet-counter type-list

CPU 2 Sce 2 packet

count GtJ| 2o JtXID U=
2 = packet 2| type 2

clear cpu-packet-counter

MN&E=E 2= cpu packet count £ clear &Lt

Chs tl=
Switch# show running-config
|

packet-counter tcp port 222

Switch#

tcp port 0l 222 2t= MMEZ& port It SECIAS

njo

S ELCL

HH

Switch# show cpu-packet-counter type-list

ethertype default
0800 ( IP) %
0806 (ARP) &
8137 (IPX) &
STP &5

17
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12.3. DDM (Digital Diagnostic Monitoring)

Switch = DDM = X &6t
GBIC Port 2| Monitoring &

S e ATS AN 3 Y

GBIC 2| &EHE &fAlIotH AFHE RO 20
Ol 2& = A 2t(Threshold)2l HRIE E U

t. Monitoring & =2 LS4 2 L

1]

%
0x
W
1
50
(W

= 49 Nt EFHSA

=25 GBIC Port 2% -128°C ~ 128°C

o GBIC Port & & 0V ~ 6.55V

AT GBIC Port 8 & OmA ~ 131mA

RxPower GBIC Port & 25 AID| - 40dBm ~ 8.0dBm

TxPower GBIC Port & =5 AMIJ| - 40dBm ~ 8.0dBm
2t Z At 2=0tCH Alarm/Warning 2 ©HH 2] & gt HRIE JHE = A2H AfIX=5 =22 FIZ2 &4
GBIC port 2] AEHE ZAIGHH AFE XD d™e A gt HRE HOHL &5 A0 H S 26ttt

12.3.1. DDM Monitoring enable/disable

JlE2 & 2 2 Switch 2| DDM Monitoring Jls2 AN QUCH. DDMJ|s2 Soll GBIC 2| AHE 23F 2+
HOZ LOG 0l EAI=LCY.

HAO Mode 49
gbic-ddm alarm enable Config DDM Monitoring 7l s2 &4 st §tCt
gbic-ddm alarm disable Config DDM Monitoring 7| s 2 Hl& & 3t §+Ct

Router# configure terminal
Router (config) # gbic-ddm alarm enable

Router (confia)# abic-ddm alarm disable

DDM Monitoring 7150l HH U= AEHHUASE LH HRE HF3t2 GBIC 2 Monitoring & =2

ST 2t =olE £ UCH
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12.3.2. GBIC &El &2l

i Ct

0lo

{0
o
ol

DDM £ X & o= gbic Ol S0 E ALES0ol0 gbic 2l &M &EHE &l 5= QUL

A Mode &9

un
1
2
[

show port status gbic-ddm  Privileged DDM £ K| & G6t= ghbic 2 AFEH

Switch# show port status gbic-ddm

ifname gbic ddm Temperature Voltage Bias Current Tx Power Rx Power
(state) (state) (state) (state) (state)
(warn) high low high low high low high low high low
(alarm) high low high low high low high low high low
falé gbic Ext Cal 46.9 'C 3.369 V 14.4 mA -7.0dBm(0.20mW) -40.0dBm(0.00mW)
Alarm (L) Alarm (L) Alarm (L) Alarm (L) Alarm (L)
(warn) 85.0 45.0 3.406 2.900 90.0 10.0 -1.0 -4.0 -4.0 -24.0
(alarm) 90.0 50.0 3.504 3.300 100.0 20.0 0.0 -5.0 -3.0 -30.0

12.3.3. DDM Monitoring &t &3.

AEXt= Ji e GBIC OtC Alarm/Warning € 2
GBIC U0l =522 AFE X} configuration 0f
ZE OGS0l CHAl GBIC & 23 g 3% ANsE2 2 BtHE L

HHEN Mode &89
write gbic-ddm-threshold Privileged IFNAME 0l i &ot= G
IFNAME MAEANE 25,8, &

ICOIDDM S X g3 &
ol , Rx power, Tx power Ol CH
St Alarm/Warning 2 Hi gt B9IE E0HF=1D 01E &8

6'.!:% OI'EI'

03]

10
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ifname gbic ddm Temperature Voltage Bias Current Tx Power Rx Power

(warn) high low high low high low high low high low
(alarm) high low high low high low high low high low
(warn) 90.0 -5.0 3.5 3.1 70.0 4.0 -3.00 -9.50 -3.00 -21.02
(alarm) 100.0 -10.0 3.6 3.0 80.0 2.0 -2.00 -10.50 -2.00 -22.01
Configure Temperature [y/n] 2 vy
Warning High (128.0'C ~ -128.0'C ) [ 90.0'C] 2 128
Warning Low (128.0'C ~ -128.0'C ) [ -5.0'C] ? -128
Alarm High (128.0'C ~ -128.0'C ) [ 100.0'C] 2 128
Alarm Low (128.0'C ~ -128.0'C ) [ -10.0'C] ? -128
Configure Voltage [y/n] 2y
Warning High ( 6.55 vV ~ 0.00 VvV ) [ 3.50 V] ? 6.55
Warning Low ( 6.55 V ~ 0.00 Vv ) [ 3.10 v] 2?2 0
Alarm High ( 6.55 V ~ 0.00 VvV ) [ 3.60 V] ? 6.55
Alarm Low ( 6.55V ~ 0.00V ) [ 3.00 V] 2 0
Configure Bias Current [y/n] 2y
Warning High ( 131.0 mA ~ 0.0 mA ) [ 70.0 mA] ? 131
Warning Low ( 131.0 mA ~ 0.0 mA ) [ 4.0 mA] ? 0
Alarm High ( 131.0 mA ~ 0.0 mA ) [ 80.0 mA] 2 131
Alarm Low (131.0 mA ~ 0.0 mA ) [ 2.0 mA] 2 0
Configure Tx Power [y/n] 2?2 n
Configure Rx Power [y/n] 2?2 n
ifname gbic ddm Temperature Voltage Bias Current Tx Power Rx Power
(warn) high low high low high low high low high low
(alarm) high low high low high low high low high low
(warn) 128.0 -128.0 6.6 0.0 131.0 0.0 -3.00 -9.50 -3.00 -21.02
(alarm) 128.0 -128.0 6.6 0.0 131.0 0.0 -2.00 -10.50 -2.00 -22.01

Do you really want to SAVE [y/n] ? vy

0ol

S 0CH warning / alarm thresholdE =MUZ S&oHH &0 0K 280 yE =2 2

o
nx
0x

=S A0 2501 MEE A =0

[o]]]

njo
>

NG
=]
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Dynamic ARP Inspection

0l Z0lAM= ARP IH2IES ZAFotE dynamic Address Resolution Protocol (ARP) inspection

(DAl JIsS0ll CHE 88 Y s dHEH

Mo
g
[
>
00
0%
I
=2
e
o
0x
x
o
0
HT

b Note Ol HOIA AI2EI= HZ 0|0l CHE
= command reference E & X 5tct.

Ol 2 sl 22 UE22Z 0IF0HM ULk

DAIOI CH&t Ol (Understanding DAI)

DAI J|& & & (Default DAI Configuration)

DAI &8 XI& 1t M AbEH (DAI Configuration Guidelines and Restrictions)
DAI & & (Configuring DAI)

DAI & & 0l Ml (DAL Configuration Samples)
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13.1. Understanding DAI

Ol Z0lA = DAI O Cet &2 1t DAI JISS ALE 0l Al ARP spoofing 32 S gtof
CHott #HEt. Ol 22 st 22 HELZ 0IFUHAM UL

Understanding ARP

Understanding ARP Spoofing Attacks

Understanding DAl and ARP Spoofing Attacks

t

[e]]
rr
0
1
=2

Interface Trust States and Network Security
Rate Limiting of ARP Packets
Relative Priority of ARP ACLs and DHCP Snooping Entries

Logging of Dropped Packets

13.1.1. Understanding ARP

ZAES Qi MR G A Layer 2 BRI A E broadeast g0l of| A P S Al
AE BJ SAE A2 HEE ME5341 ot=0l SAE B2

=
Ol chet MAC =40t SEE 0 JAX ZCH JHESHA.

% Host A

|
|
|
: ARP Reply
|

ARP Request

< ;@ IP MAC
Host C MC %
Host B Host A Host C
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SAEBE= SAE A IP FA0 UHScte MAC FAE 2Ot fIoHAM, E2EMHAE S0 el
LIRS L SAESHAH EZEMAE HAIKX (ARP request)E &SI B2EIHAE @l
LR B=E SAEE2 SAE BIt ME8t ARP request E #=4I0t11, SAE A= Ital2l MAC
FAE SHEHL

13.1.2. Understanding ARP Spoofing Attacks

ARP = ARP request £ #=4IGHAl &2 SAEIL MEE gratuitous reply 2 ARP HIO0IS0| ©
221t ARP cache poisoning 0 A48t 4= QICH 3
=

= 218 alEs8tCk 0l2 2ol ARP spoofing
ARl 33 6t &l 2E EHdE2 S22 BEHE Sdll tRH, AKX L= 54
2 L&

E, AR, 2tRE 2 ARP Al Bt X
cizle JI2dCH 029 g2 ARP cache

0
I
o
—

ARP spoofing
ZSHCH Oeln o2
poisoning 2 GIE 20

5

Host A C Host B
(1A, MA) (1B, MB)

ayer 2 HIERIAN A&
AEZ ML OOF &
Ct.

K>II

HM

Host C (Man-in-the-middle)
(IC, MQ)

SAEA B Ce 22 ARXY 2AHHOIA A B, COHl HEIH JULH, 2F 22 MEBUH <
XISHCH IP =42 MAC F=AE ZS OH0ll LIEHLHALH: HIE S0, SAE A= IP =4 IA 2 MAC
F=A MAE AIBSHCH SAE AJLIP HS0HA SAE B SHE ZIIUAS M, IP =4 1B
HAZE MAC F=AE 2| 2ol ARP request E EZ2EAEZ MESHLH ARXd SAE B =
0l ARP request & =&IGHH, IP =2 |1A 2F MAC =4 MA E JH&l SAEQ] ARP JHAIE A 4lgH
HE S0, IP =24 JA= MAC =2 MAOI BHEEIN JATH SAE BIF SE06HH, ARAXA SAE
A= IP =4 IB2 MAC =24 MB E Jt&l SAEQS| ARP IHAIE A AlIStCH

SAECe=IPFAIA(E= B0 Uist MAC =42 MC & AI&0l= ARP response & B2 =i
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AEBOZM AR, SAE A, SAE B2 ARP HAIE 2HAIZ %= UCH ARP JHAIDL 2EE
SAEESIATE B2 &6t ETO 2 MAC A2 MC E AMR5HH S0 012 SA
E CIl EEES 2= A4S QOIS SAE C= IA, IBQH ¢12E &R MAC =42 20
AI| HE0, SHIZE MAC FAE 2HX| MAC TAZ AIETHA JI28 EcHES o) SAES
N2 Egowadnosift SAE CE SAE A SAE B2 ET AOIO Kt&IS Eol 2
S0, Oled &2 man-in—the middle attack 0|2+ StC}.

S—H—3

Host A C Host B
(1A, MA) (IB, MB)
IP MAC

Host B MC
Host C MC

Host C (Man-in-the-middle) | {ost A MA
(1€, MQ) HostB | MB

13.1.3. Understanding DAI and ARP Spoofing Attacks

DAl = ARP A= B0 J|S0ICt DAl = S56HK %2 IP-to-MAC =4 binding 2
JIE ARP TH3lE 22 P99 51 D] TP &L} 0] IS 2 main—-in—-the—-middle attack @ 2 £ H

UHERIE 238t

RP request 2 response Ol 2o HA TS S &L DAI

| S&&tCH

>

DAl = ARP HIOIZ0| Q& S&st
Jls0| g4d3teE A/IXl= O
® untrusted ZEZ =
® XAl ARP IHAIE HZSHI| MO, =418 THZ! 0]
0 U= BALEC
=]

Sotkl E2 ARPIHZ!S H

]
u
o

=28t IP-to-MAC =2 binding = JtX|

10 -

o
o
Q

DAl = ARP TH3/9| R4S ZAE M, AlZIE 2= U= OOl HI0] A aE0ase o DHCP snooping
binding QIOIEHI Ol A0 M&EE IP-to—-MAC =2 binding 2 At&8tLE.
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b Note AQXI2 VLAN 0 DHCP snooping Ol 243t 0 Y2 [, DHCP
snooping 0l 26l DHCP snooping binding GIOIE1HI Ol A D} M A =L}

ARP I3l 2 =418t QAIHBIOIAS EH0 et ARIX= OIS 20| S& st
® trusted Q1B HIOIAZ =4I ARP 22 )
® untrusted QAIEHHIOIAN HoHME 22 K58t IH2!2F &l Z5HL.

> H
o
g
[l
%
I
k-
i
S
[Pl
o
|>
Im
2
o
%
x
rr
H0
)
>
S
0
10
o
>
By
o
QO
@]
(@]
(0]
w
wn
(@]
o)
=
S

13.1.4. Interface Trust States and Network Security

DAl &= AXIS 2t QI HIOIAO CHEH trust ALE} ' ME22 S XI5t UL Trusted OIEM_HIOI*
E Sofl =48 THA 0l CHolA = 1™ DAl BAtE =3GHAl 2 =C B, Untrusted CIE{HIOIA S
Sofl =418 I3!S DAl 2 BALE =Lt
MO HERAD PHUA, SAEY AZE AX EEE untrusted 8 E&56t0 AAX0 A
ZE EZE&= trusted 2 A&FEHLH 0ldd d80IAM, 0 ARIXIE Sol WERIZ RdZe 2
ARP TH2!2 2etHALE 2 &L VLANOILE HIER IS TE ZA0AM O 0l&e R4 A
ot 2ER0tAle 20 trust &2 QIHHIOIA A& FHOl ip arp inspection trust £ AIE5HH &
Ch.
Caution UER3 2BotS <ol ARAXIII LE ARP IH2!2 HAMOIES &talH,
D Sgst J|50l ZRSEICH =, DAl JF AKX g ollxl fowarding
e 2 S5 T L= SLIHAE ARP A E BAIE & UETE A
fIXI2 CPU Z trap & &= UO0{OF StC}.
EAHZ0 U2 s XMOIIF ALz, 23 MBS Hxgs 5556t
J| grettt
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Chs DZ0AM AKX AL ARXI BUIA SAE 1 SAE 25 EE3= VLAN Ol CHAHl DAI It
A S0lctD JHEGHAL. SAE 1 SAE 20 AKX A HZE DHCP M " 22H IP
F=AE 2 LAY, 2F ALK As SAE 10 HE IP-to-MAC =4 HEE IR UL
Jdel22, AR A2 A2(X] B AHOI2] 2IE HIOl At untrusted 2tH, S AE 1 0] 8&8 ARP IH
2 AKX BUAM HIIEH =, SAEI R SAE 2= SME & = U &t
DHCP Server
B
~
PN Sy Y Port 173 Port 3/3
e
A
Host 1 Host 2
OIHHOIAE trusted & £33 S M, A2 & Sl= HHII EMSUH UERAD 20 10l
LUSICH ARIXI AOIM DAI S & &5t) UK $28, SAE 1 2 ALK B (A2l ARIX| ALOI
O QIEHIOI A D} trusted 2 HAEE N UCHH SAE 2 NHKI)2 ARP HAIE 2L AIZ == ULt 01
a2 AKX BOA DAIE 2HAIDICete 28t
DAIJt &S0l ARX= HZE SAEI HERADS UE SAES2 ARP HAIE Q&A=
AP E YAl JeiLt, DAl = DAIJE 2d8So UHE UER/DS SAES ARP IHAIE 28 Al
Jle Hs Yotk Rt

0l 20l DAI E AdSel AXINA= DAIE AHAIDIX $= ARAXY HZE AHHIOIAS
untrusted & £&oastet. 12l DAI O EFEX 2= AAXNZRE S packet & & AFGH| 2l oH
XA ARP ACLs E &&3tet. 0l8 &F0| SJtsdt0H, Layer 3 0l A DAI

| =2 o I
E MESC AAX 2 AMESHK = ARXIE =clol OF stCt.
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b Note E3016H AlelX&= DAIJF 2= ARP 3! E ZActsE UIERZE B2

JlIs= HS2t.

13.1.5. Rate Limiting of ARP Packets

DAl JIs0| &4d3t=l AX=E CPU 2 |El= ARP IH3!9 rate & HMISHSHLL. CEZEZ
untrusted QTEHIOI AN CHAHA = 1500 (15 pps)2 ARP Ii3!8t 5l &, trusted QIE{H Ol A
Ol rate = MIStotAl Z=CH CIHHBIOIA A& HH ip arp inspection limit £ AIEdiA E82 HE

= E ol CPU 2 R &= ARP IH2! Q| rate It
= £ ARP I3!S HIDISHCH AFEXI EF 2 HZE WILAl 0O ArEH 0
A HF HH ip arp inspection limit auto—recovery £ AIE3tH, 2 & AI2t0] 3Us = LEE Xt
SO MHIA Jts &Ei2 BHE 5= QUL

b Note ARP TH3!9| rate limit = CPU Ol Al software & X2l&lJ| HZ0l, Denial-
of-Service (DoS) 220l CHoll 2 S DJIHE 4= gL

13.1.6. Relative Priority of ARP ACLs and DHCP Snooping
Entries

DAl £ IP-to—MAC =4 HE S ZAIE [, DHCP snooping binding HIOIEHHI Ol A S AFZSHCE.
ARP ACLs 2 DHCP snooping binding HIOIEHHIOIAZCH HH Z AU AFZECH AAXI= ip arp
inspection filter @8 2= &0 EHUAS FR0U B ACLs 2 AIESHLH Af/IX= HH MBSO &
&t ARP ACLs 2 ARP I3!S 2 AISHCE. BHeF ARP IH2!0] ARP ACLs 2| deny A 1F 2 XIG6HH,
DHCP snooping 0l 2ol S &8 binding 0l ZMatdetE 1 IH3! 2 HID| = C.

13.1.7. Logging of Dropped Packets

APIX= HOIE IH20l CH

o

d2E 2] HIH0l M&Eotl), &8= SHS0H X AILE HAIK
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MASHCH HAIXIOF METH 2AE 8= 27 HHUHA AMEC 222 200 flow &

B (&4 VLAN, port 815, source @ destination IP =4, source 2 destination MAC F=24)Jt
HEetEIC),

OF WSt 200 HAS HHHM ALY HAIKIC 44 s

oo O

Global && & ip arp inspection log-buffer2 HI{2l AJIE AFE = U2H
(o]
AA

A A ip arp inspection vlan logging 22 & M3!° =&
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13.2. Default DAI Configuration

HH

CtS2l H= default DAl 2832 20

Ct.

Feature

Default Setting

DA

2= VLAN Ol CHoll HIZd fEfOICH

Interface trust state

2 E CIHHOIASE untrusted AEHOICF.

Rate limit of incoming ARP packets

ZE 15002 M28 SAEJ E2& = Layer 2 UE
f3ct Jt8ot 1D, untrusted CIEHHIOlA Off CHol 15
pps 2 A& &Lt

Trusted CIE{HI Ol A0l CHoll M= rate & MISHOLAl &
Ct.

burst interval 2 1 =0I|C}.

OIE{HI 0l A2 rate limit 7| S disable &0 QUL

rr

ARP ACLs for non—-DHCP environments

ARP ACLs 2 F2&f UKl £LCt

Validation checks

O BAE +=2otXl &=L

Log buffer

DAl D} E4M3IEH, deny & HU drop Bl 2 ARP
2! #8201 22 =L

log entry & JH£&== 32 JH.

MEE = AIAE AKX == =2 5 4.

logging-rate FJ|=

Per—=VLAN logging

1
deny T HLF drop &= 2 ARP TR0l 22 S CF.

11
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13.3. DAI Configuration Guidelines and

DAI £

Restrictions

-

VEPSE=TIl!

S 282 M, th=2 AtetE E=olch

v DAIE JI=d2Z AKXl N2 ARP HIOISE 2380 WIERDE 236 M=
2= ARP IH2! 2 CPUZ trap¥ == U= JIs0| E R0t

v DA|E OA? _tll_ tingress security j| O|E+ %? %A}egress check()” }\P 8|.X| []|. }

v DAI= DAIE XI5 &= AKX HZE SAEN W= SR OIXl 2L man-in-
the-middle attack® St Layer 2 EZEIMAE W0 HstE Dl 20, DAIE AFE56H
= Zhels 02X $2 S22 RH Zalotet. 01232 DAL g4 steE Sl X
St SAESARPHIOIZS ESHELH

v DAl= 2= ARP request2t ARP response I2!2| IP-to-MAC == bindingE & AGtJ|
26 DHCP snooping binding CIOIEHHIOIA S AIEEILH SEHCLZ Y= IP =240 O

StARP IH2! 2 o1 E0ol)| fIoil A= 8= Al DHCP snoopingS &4 3t Al 2.

b Note DAI Ot DHCP ABi2t M AtEE 22, DHCP AlB12| binding 822

v' DHCP snoopingO| Hl&t4 AEH0IHLE DHCP 23&0| OtLI2tH, T3 S permitdtH Lt deny

otJ| ?1of ARP ACLE AtE0otet.

v HZEQ E4= oM ARP I3!Sl rateE & Holct.

12
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13.4. Configuring DAI

Ol 20lM= DAI E & &ot= 20l ol 89
® Enabling DAl on VLANs (=)
Configuring the DAI Interface Trust State
Applying ARP ACLs for DAI Filtering (&
Configuring ARP Packet Rate Limiting (

o

Ct:
(SH)

)
&)

I

0

Enabling DAl Error-Disabled Recovery (S4)
Enabling Additional Validation (S&)

Configuring DAl Logging (S&)

Displaying DAI Information

13.4.1. Enabling DAl on VLANS

VLAN 0l DAI € enable 6lH, A9 Xl= oY VLAN S Sdll =418t IS 22 ARP I ES 2 A
StCt:

e EBEZCHAEL=ARP IHZ!

® A2X2 MAC =AE 2FSI= ARP request I 2!

o AXJt QAESH ARPrequest 0l CHst S& W2

® IS AHOIO 2415 = 2 & unicast ARP I 2!

Ol IH2'S= Z At A, &8 TH3! 0l CHoH M B S E5t10 ARP HIOISS HE ST

VLAN 0fl DAI £ enable otei®™, Ct22 &H S =&ctet:
Command Purpose
step1 configure terminal global && RLEZ ALY,
step2a  ip arp inspection vilan vian-id VLAN 0fl DAI £ enable &tLCt.
no ip arp inspection vian vian-id VLAN 0fl DAI £ disable &tLCt.
step2b  show ip arp inspection 38 g =0olstC}.
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b Note VLAN 0fl DAL £ enable 6t™H, oiY VLAN 2 Soll ¢ Tl 2= ARP I
2= AL CHAl 2olf, A2IXI2] ARP JHAI2 WIERI I &H ES =

Ct.
Ct22l 0= VLAN 200 0l DAI £ enable ot= 28 S 2 &ECH
Switch# configure terminal
Switch (config)# ip arp inspection vlan 200
S22 e &8s &olotes HEE EWHELH:
Switch# show ip arp inspection
DHCP Snoop Bootstrap : Disabled
Source MAC Validation : Disabled
Destination MAC Validation : Disabled
IP Address Validation : Disabled
ARP Field Validation : Disabled
Vlan Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active+ No Deny Deny

13.4.2. Configuring the DAI Interface Trust State

-
e

APIX = trusted QHHIOIAZRH =418 ARP IH2! 2 HAtoHAl &=Lt

Untrusted @E{HIOIAE Soll =418t ARP 22 K& IP-to-MAC = HE 2 JtXl LD Y=
ZAEICH AQIXE S506tK 22 I3!S HIDIGHD, ip arp inspection vian logging & & 0fl 2t
S HHA 3! 225 MEEHC).

OIE{HIOI A2 trust AEHE EHolHAH, CIS2 &P S =8olet:
Command Purpose
step1 configure terminal global && RLEZ A SHCY,
step2a interface /fname CtE ARIXIQE HAZE CIHHIOIASE FHAIGHY, CIEHH
OlA &8 =2 XS
step2b ip arp inspection trust ARAXe HEE CIHMHOIAE trusted 2 & &EHL
no ip arp inspection trust (default: untrusted)

ALX 2 HZE O H Ol AE untrusted & 8 & &HCY.
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step3 end Enable 252 =02t

step4 show ip arp inspection S8 Z SQIsHC}.
interfaces

CtS9l 0l= Fast Ethernet LE 1 S trusted & & &6}

rir
0%
It
1o
i
2
A
O

Switch# configure terminal

Switch(config)# interface fal
Switch(config-if-fal)# ip arp inspection trust
Switch (config-if-fal)# end

Switch# show ip arp inspection interfaces

Interface Trust State Rate (pps) Burst Interval Auto Recovery
fal Trusted None 1 Disabled
fa2 Untrusted 15 1 Disabled
fa3 Untrusted 15 1 Disabled
fad Untrusted 15 1 Disabled
fab5 Untrusted 15 1 Disabled
fa6 Untrusted 15 1 Disabled
fa7 Untrusted 15 1 Disabled

13.4.3. Applying ARP ACLs for DAI Filtering

ARP ACL 2 AtEdtdH, Ti32 &2 =3 5tet:
Command Purpose
step1 configure terminal global &&= &I el
step2a  ip arp inspection filter aro_ac/_name vian vian-id | VLAN 0l ARP ACL & & &&tLt.
[static]
step3 end Enable 2=2 =0I2tCH
step4 show ip arp inspection S8 Z =0olstC).

ARP ACL 2 HEZ i, Tt3S2 A0l =2lotct:

® ARP ACL 2 implicit deny € explicit deny M& Gt 10 ACLS H{H XAHANE
= I3!S HDIotA ™, static 2IRFEE AFE6tket. 0 2220 DHCP binding 2
ot=r}.

static IIREE AIESoHX L2H, ACLO LXots =240 el= W20 UolA=
binding 2 AZdi A TH3! S
® |P-to-MAC =4 OHE S

CL 2 2 ASHCE. Access list Jf
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permit ot= 3! =8 permit & Ch.

Ct=2l 0= 010l example_arp_acl 1 ARP ACL 2 VLAN 200 0l ¥ E5t= & ¥

mo
H
2
M
[ml

Switch# configure terminal

Switch(config)# ip arp inspection filter example arp_acl vlan 200
Switch (config) # end

Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled

Source MAC Validation : Disabled

Destination MAC Validation : Disabled

IP Address Validation : Disabled

ARP Field Validation : Disabled

Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active example arp acl No Deny Deny

13.4.4. Configuring ARP Packet Rate Limiting

DAIJt 2835t &fH AL iIE 2= ARPOll CHolt =& HALE o+, 012 elol A9

X
S| DoS S0 FHoH &Lt AP XISl CPUOIA ARP IH2! 2| rate E MISE2ZM CPU 2

b Note DAI Ot MI25t= ARP rate limit= AZE N J1S0(D] 20, A X9
E2 NFHIMOZ 2AAZ £= 2Lt 6HXI2H DAIJF M2ldt=
(@]

LEEOZM, DAIOI 28 CPU AIBEE R == U

HE0 CHoll ARP IHZ! Ol CHE! rate limit £ £ HotHAH, GS2 HYS =&Aoteh:

Command Purpose
stepl configure terminal global 8822 X SHL}.
step2 interface /fname CIE AR HAZE OB HOIA

step3a ip arp inspection limit {rate pps [burst interval (SH&) ARP
seconds] | none} A SHCL
no ip arp inspection limit
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step3b

step4

stepb

ARP packet rate limit & &&& M, C

default &8 o2 S& &L},

ip arp inspection limit enable QI HIOl ALl ARP rate limit Jls
no ip arp inspection limit enable = enable AI2ILC}.
QIE{HIOIA L] ARP rate limit JIs
2 disable AlZICt.

end Enable 22 =02tC}.

show ip arp inspection interfaces HAZ2 =0IstCl.

R

S2 A

=

ol =2lotet:

® C([|ZE=Z untrusted AIEHHIOI A0 CHA M= 15 pps (packet per second), trusted ©E H|
Ol A0 CHoll M= rate & MISHGHAI &=L

® rate pps=E =Y XM2E =+ U= AES HFHSH HRAE= 0 2H 2048 OILH.

® rate none JIREE =4IE= ARP IH2! 2| rate Ol NISHS otAl XSS HAISLE

® (=4) burst interval seconds (default = 1)=, ARP TH2! Q| rate JF &&tES Z6t=X
2 =35tz AZ2HOICH =, rate & A3t g2 burst interval = S¢F =g [ oY ZEZ
S U&= ARP T2 S HMISHSHCE gtel Hfle 1 ~ 15 0ICh

& R = ARP IH2!9| rate JF HF gt2 X U6IH, ALXE=E Y LEZ $As 2E
ARP I3!S HIDIEHCH 29Xt 822 HEE MIHAl 0] & B0t S XIE L

® OIEHOIAL rate-limit atS BHAGHAl 210, AHHIOIAS trust AEHE BAMNT 2 E HI
Ol A0 CHSt rate-limit & default g8t0l B1ZECt. rate-limit gt BHAS =0l=, trust &
EBHE HFotHets £Fe g0l Qg BEEC0H AHHOIA &F ZEE no ip ap
inspection limit 2 AtE3tH, CIEHHI 0l A 2| rate—limit @2 default t2 = SR & Ch

® ip arp inspection limit enable &S & Aol 0F, ARP IH2! rate limit It =& &tCt.

CtS 2 fal 0l ARP packet rate limit & & & ot= 0l 0l Ch:

Switch# configure terminal

Switch(config)# interface fal

Switch(config-if-fal)# ip arp inspection limit rate 20 burst interval 2
Switch(config-if-fal)# ip arp inspection limit enable

Switch (config-if-fal)# end

Switch# show ip arp inspection interfaces

Interface Trust State Rate (pps) Burst Interval Auto Recovery
fal Untrusted 20 2 Disabled
fa2 Untrusted 15 1 Disabled
fa3 Untrusted 15 1 Disabled
fad Untrusted 15 1 Disabled
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fab Untrusted 15 1 Disabled

fao Untrusted 15 1 Disabled

fa’7 Untrusted 15 1 Disabled

13.4.5. Enabling DAI Error-Disabled Recovery

ARP THZ!0ll CHE! rate limit (H20, ARP IH31Q] ==4l0| Hetel LEE AN=22 S+otedH, U3

o MHE +Hstet

Command Purpose

step1 configure terminal global &8 2 EZ XS

step2 interface /fname CIE ARXA HZE CIHHIOIAS
HAIGHLD, CIHHIOIA 8 P& 2

step3 ip arp inspection limit auto—recovery seconds (

exit 21Ct.
step4  Switch(config)# no ip arp inspection limit auto—
stepd recovery

s 57 JlsS M StCt.
step6 end Enable 2= 2 =0}2tC}.
step7  show ip arp inspection interfaces HFHZ S0olstCh
CHES2 21 HIOI A fal Ol ARP rate limit 0l 216 ARP TH2! =410 AIHZAS 2L, 10 = 20l s
o2 5RLEE &&6t= Wl0ICH

Switch# configure terminal

Switch(config)# interface fal

Switch(config-if-fal)# ip arp inspection limit auto-recovery 10
Switch(config-if-fal)# ip arp inspection limit enable
Switch(config-if-fal)# end

Switch# show ip arp inspection interfaces

Interface Trust State Rate (pps) Burst Interval Auto Recovery
fal Untrusted 20 2 10
fa2 Untrusted 15 1 Disabled
fa3 Untrusted 15 1 Disabled
fa4 Untrusted 15 1 Disabled
fab Untrusted 15 1 Disabled
fao Untrusted 15 1 Disabled
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fa’7 Untrusted 15

13.4.6. Enabling Additional Validation

F A, sender 2 target IP =24,

1 Disabled

source MAC =40l CHe &

=ad dAIE otdd, Uhs2 HgsS +=dotek:

Command Purpose
step1 configure terminal global &8 REZ XIASHCE.
step2a ip arp inspection validate {dst-mac | ip | (84) =IHRQ RS54 HALE enable &
src-mac} Ct. (default: none)
step2b no ip arp inspection validate {dst-mac | ip | | &Jt&Ql 254 A AtE disable StC}.
src—mac}
step3 end Enable E=E2 =0t2tCH
step4  show ip arp inspection d8s =0l6
FIEO R§4 HAIE enable 5t2l ™, CtS2l A&l R2l5tet
e (I29 JI/E & M0 % oStLIE AF=3alOF SHCt
® 2 ip arp inspection validate &2 0|&2 HHZS AHISHCEH 2+, ip arp inspection

validate @E 2 Z src-mac 2t dst-mac
validate & 2= ip ZAICtZ enable 3
ip &2 AFBHO| enable = L.
o N REH B Al TS 20k
B dst-mac - ARP response I
body 2| target MAC =4 E Hl

S

StCt.

B ip-ARPbody2 RE0otA L2 IPF=LE &
A= HIJIEC ARP request 2| sender IP =4,

= HEHAE IP =4

sender/target IP =45 ZALSHC

-

B src-mac - 2E A
sender MAC =4 E H| 1 SHC}.

CtS2l 0= src—mac Ol Uist FIOHEC KR&4 ZALE enable ot= 2"

Switch# configure terminal

CtH, src-mac 2

210l tHoll Ethernet 6l 4 2| destination MAC

RP IH2!0ll CHoll Ethernet oll 42| source MAC

?:,*Mi enable 3t11, & B ip arp inspection
} ds

t-mac & A= disable & 2

=22 ARP

tCt. 0.0.0.0 £ = 255.255.255.255 &

ARP response 2|

Z= A2 ARP body 2|

o

S0 ECH

HH

Switch(config)# ip arp inspection validate src-mac
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Switch (config) # end
Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled

Source MAC Validation : Enabled

Destination MAC Validation : Disabled

IP Address Validation : Disabled

ARP Field Validation : Disabled

Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No Deny Deny

A 2 AIE enable ot &Y

fol
o
I
=)
M
o

CtE2 0= dst-mac Ol CHe FItE el =

Switch# configure terminal

Switch(config)# ip arp inspection validate dst-mac
Switch (config) # end

Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled

Source MAC Validation : Disabled

Destination MAC Validation : Enabled

IP Address Validation : Disabled

ARP Field Validation : Disabled

Vlan Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No Deny Deny

fol

CtE2 Ol= ip Ol CHEt =OHHQ RS ZAE enable ot= 2 S 20HE0H
Switch# configure terminal

Switch(config)# ip arp inspection validate ip

Switch (config) # end

Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled

Source MAC Validation : Disabled

Destination MAC Validation : Disabled

IP Address Validation : Enabled

ARP Field Validation : Disabled

Vlan Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No Deny Deny
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Ct22 Oli= src-mac 1t dst—-mac 0l tist FIOHE Q0 RS 4 HALE enable ot= 2 E 2 ELH
Switch# configure terminal

Switch(config)# ip arp inspection validate dst-mac src-mac

Switch (config) # end

Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled

Source MAC Validation : Enabled

Destination MAC Validation : Enabled

IP Address Validation : Disabled

ARP Field Validation : Disabled

Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No Deny Deny

13.4.7. Configuring DAI Logging

Ol Z0il A= DAI 2| 2 logging (o CHoll & H &L
® DAl Logging Overview
® Configuring the DAI Logging Buffer Size
® Configuring the DAI Logging System Messages
® Configuring DAI Log Filtering

13.4.7.1. DAI Logging Overview

AQIXl= HOIE 3ol EHéF d2E 2] HHIH0 MEStY, &8E SHS0 HH AAE HAK
S sede 32= 220 HHOAM AR 0 222 20= flow &
2 (4418t VLAN, port E§, source 2t destination IP =4, source 2 destination MAC &= 4)Jt
StLtel 27 HIH entry = StLE Ol &2l TH3!Off CH &t
N &2 ARP QI Xt parameter 2 LA 32 S

200l e 210 HIH entry E 6tLE A SH0, SHLESI Al AE HIAIXIE A4 SHCE
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13.4.7.2. Configuring the DAI Logging Buffer Size
DAl 2] HIHS AD|E £&5tedH, G382 XY= +=dotet:
Command Purpose

stepi configure terminal global &8 2&=2 & stCl.

step2a ip arp inspection log—buffer entries number DAl 2 HIY AJIE &F
StCH (8fl= 0 ~ 1024).

step2b no ip arp inspection log—buffer entries default HI{ AJ|2 SJSHC}.
(32)

step3 end Enable 22 =O02+C}.

step4  show ip arp inspection log g8 5 =06t

CtS2l ole DAl 210 HIH AJIE 64 HE & & &L

Switch# configure terminal

Switch(config)# ip arp inspection log-buffer entries 64

Switch (config)# end

Switch# show ip arp inspection log
Total Log Buffer Size: 32

Syslog rate : 5 entries per 1 seconds.

No entries in log buffer.

13.4.7.3. Configuring the DAI Logging System Messages
DAl DI Mot 2 HAIKIE E&otedH, US9 &Ys £8olet:
Command Purpose
stepl configure terminal global 8 == XS
step2a ip arp inspection log—buffer logs DAl 21 HIHE & & EHLE
number_of_messges interval /length_in_seconds
step2b no ip arp inspection log—-buffer logs default 2 =& &tL}.
step3 end Enable 252 S02+CH
step4 show ip arp inspection log HEZ SOISH
DAl Sl =& AIAE BIAIXKIE £86tHA®, TIE2 A0 S2l6tet:
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® logs number_of_messges (default = 5) OlM, gt2 Bfl= 0~ 1024 0/CH. 022 &4
ot 2 HIAIKIDF M & Xl =0,

® interval /ength_in_seconds (default = 1) OlA, gt2 ©l= 0 ~ 86400 = (1 )0ICH 0
S HFoIH, 21 HAIXIDOL 2 80 (Z, 20 HH= &4 I ULH.

® AAE 27 HAIKXE length_in_seconds =Y number_of messages 2 HI€2 MHE
Ct.

CtS2 0= OH 2 =0tCH 12 D2l DAl 2 HAIXIE d-otESs &3

I
o

Ct:

Switch# configure terminal

Switch(config)# ip arp inspection log-buffer logs 12 interval 2
Switch (config)# end

Switch# show ip arp inspection log

Total Log Buffer Size: 32

Syslog rate : 12 entries per 2 seconds.

No entries in log buffer.

13.4.7.4. Configuring the DAI Log Filtering

ARP TH2! 2 ZAtSt =, 11 200/l CHSE AIAE BIIAIKIE 8RO Z MHE =~ UL

DAl 2l log filtering J1s€ &35t ™, (432 Y2 = 5tet
Command Purpose

step1 configure terminal global 84& S E=Z & SHLY.

step2 ip arp inspection vlan v/an-id logging {acl- 2F VLAN Ol CHoll log filtering 2 & &
match {matchlog | none} | dhcp-bindings SHCF.
{all | none | permit}}

step3 end Enable 2= =0}2tC}.

step4 show running—config A& E =0lstCt.

DAI o] 22 AIAE BIAIKIE d&0otcAY, S &2 AMEl s2lotket:
® Default 2 2E deny &= 22 A &L
® acl-match matchlog —ACLZ&E S J|Et2 2 Z 2 &L} 0l E &0l matchlog 1R E
L= deny HE0 log IFEI AASEHUJATHH,

=
EDO:'

® acl-match none — ACL It 2 XI5t= IH2! 0l CHGH 2 A &t =Ct.
® dhcp-bindings all — DHCP binding It € X|ot= 2= I3 E2 24 Stl}.
® dhcp-bindings none — DHCP binding 2t 2 XIot= W3/ S2 2ot £ =0
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® dhcp-bindings permit — DHCP binding 0fl 2/13il 31 && 2SS 2 A&t

C

A

22| 0l= VLAN 200 Ol CHoll ACL 2t 2 XIGt= TH3!IOl CHEt 22 HIAIXIE MEGHA =S 843
Ct:

o

-

Switch# configure terminal

Switch(config)# ip arp inspection vlan 200 logging acl-match none
Switch (config) # end

Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled

Source MAC Validation : Disabled

Destination MAC Validation : Disabled

IP Address Validation : Disabled

ARP Field Validation : Disabled

Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No None Deny

13.4.8. Displaying DAI Information

DAl Sl HBEE X3loteid, TS Y™ Al=stek:

Command Description

show arp access-list ARP ACL Ofl CHEt B2 E = 6tHCY.

show ip arp inspection interfaces QIEHHIOIAL trust & B HEE &6t

show ip arp inspection vilan [ v/an—id] VLAN 0Ol CHSt DAl &™)t S& Al 828 &
St

show ip arp inspection arp-rate PIEHOI AL ARP THZ! =4l rate ZEE &6t
Ct.

DAl SEHEEE T3lotHL ZD|5totdH, T2l HE S ArEdtet:

Command Description

clear ip arp inspection statistics DAl X 82 E =xJ|3+ StLt.

show ip arp inspection statistics vlan vian-id | DAI ot X2l ARP TH2!0| CHSt SHEEE =
2 5HCY.
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DAl logging 828 X3

dd = MEoletk

St HLE =DIstotd®, ChE2 82

Command

Description

clear ip arp inspection log

DAl 21 HIHE =JI35t

S

StCt.
P2 HHS WEs &

show ip arp inspection log

DAl 271 HIH 2

S &tLt.

= o U
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13.5. DAI Configuration Samples

Ol 22 LISl &2 WH=2 Z&stlh:
® Sample One: Interoperate with DHCP Snoop

13.5.1. Sample One: Interoperate with DHCP Snoop

|0l DAI € & &

>

0l MIHl= DHCP snoop JIsS AIE6te A4
HE UERKAIAIt 2EEN ACtD Ot

Default Gateway

L2 Switch

192.168.0.254
DHCP Snoop

192.168.0.2

L2 Switch

DHCP Snoop 192.168.0.1

DHCP snoop 0|
E3016H Series User Guide
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b Note Ol PA0A DAI = IP-to-MAC binding ¥2E AX2=2 DHCP
snooping binding =20 2/&=8tCl. DHCP snooping &&& DHCP

snooping i =¥ = & 115tet.

DHCP snoop 7150l 243t & A?IXI0A DAl Jls tEoted®, st 201 &

02
]
0o

Step 1 DHCP 2 IP & &% 2t= SAEQ IP-to—MAC binding 828 =510 ¥ 6, VLAN 1
0l DHCP snooping 2 &43&} Al21LCH

Switch# configure terminal
Switch (config)# ip dhcp snooping vlan 1
Switch (config)# ip dhcp snooping

Step 2

>
S

28 ZEE Trust port 2 &3 EICH Trust port ZFE =418 ARP I3!S
€I}

0 I>
M 0
Y
fell
0 e

el

Switch# configure terminal
Switch (config)# interface falé
Switch (config-if-falé6)# ip arp inspection trust

Step 3 VLAN 1 0l DAI & &4d 3 AlIZICH

Switch# configure terminal
Switch (config)# ip arp inspection vlan 1
Switch (config)# end

SHEH 2 A=K =lst

=

Switch# show ip arp inspection vlan 1

o

Step 4 ARP IS X+&+5tI| <18t flow rule 1t policy map S 44 StCt.
Switch# configure terminal

Switch (config)# flow-rule arp classify ethertype 0806
Switch (config)# flow-rule arp match drop

Switch (config)# flow-rule arp match trap-cpu
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Switch (config)# policy-map arp-trap flow-rule arp
Switch (config)# end

Step 5 JHXOL HZE EEO flow rule £ HE8H
Switch# configure terminal
Switch (config)# service-policy fal ingress arp-trap
Switch (config)# end
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ARP Snoop

ol M= E& IP =4 20l UiSt Ethernet =4 828 2=0t)] /ol AFHS &= ARP snoop

i

rl

et 2

i
07
o
0

B AtE -0l Al

MO

b Note Ol HOIA AMtEE= HZE0oo st
= command reference E & X 5tct.

Ol Z2 03 22 UE2=2 0120 M UL

ARP Snoop0fl CH&t 0lal (Understanding ARP Snoop)

ARP Snoop J1& & & (Default ARP Snoop Configuration)
ARP Snoop & & (Configuring ARP Snoop)

ARP Snoop & & 0l I (ARP Snoop Configuration Samples)
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14.1. Understanding ARP Snoop

Ol E0lA = ARP snoop JIS0il CHaH & & BHCE.
14.1.1. Understanding ARP Snoop

QUM O Z ARP cache = LIS &2

]

L0 M=

OO

SAEWNAM ARP RequestE N EGHAHLE

e SAEDN JIA [P =40 CHS ARP RequestE =&lIMS M

ujo

st ¢ A.ﬁ/\*ﬂ ARP cache = ARP THZ!0ll 2loff A% SUIOIE &M, 28 A2t S SUO0IE X

Ct3S9 H= ARP cache & H&5l= ARP 2! &2 LIEFHCH

ARP op Target address Sender address ARP cache

Request To me =0 ZMotXl ZedH M4y
Reply To me =0 ZMotH LO0IE
Request Any =0 ZEHotH HOO0IE
Reply Any =0 ZMotH HO0IE

X 1 ARP cache € &UIOIEdt= ARP &

ARP IH3!2] sender address Ol CHall ARP cache JF = SO, ({E ARP 2! 0l2tE S A EQ]
ARP cache € &6t H = L.

ARP snoop JI1S9 JIE2 HES SAED} QEGIA %2 ARP T30l 25 ARP cache Jt €40
Efs A2 LXE 4= AEZ= ARP sender 0fl Uit @2 E M S6t
snoop 2 ARP snoop binding 0l2t= (IP =4, Ethernet £4)
ARP snoop JI1s0| &4d3tE SAE &= unsolicited ARP € =416tH, ARP snoop binding 2 A4
St = ARP IH2!0ll HAIE SAEW H ARP Request 2 8&SHCH 0l =, =418 ARP Reply 2
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_I

sender & &}

ARP Request 2| 2%t & xl1e Z<0l, 0l ARP snoop binding &%

Ct0 Jt&stCh.
ARP Request Unsolicited ARP
\
ARP Reply. ARP Request
\ -
Update
\
ARP Reply
\
Update
2 1 ARP snoop (3-way handshake)
ARP 2! XM 202 J1s0] 222, (el el ARP Reply € =4I E A0 OHE 2101 R&
SHOIE TS £ QICH [MetA 0 OS2 ARP spoofing 228 S 28 6| XIEolXl= 28tLt. of
NgH ZAH0| AEE D MOl A2l ot A8E MHJHCIH, S22 LIoHE 2 AAME == UL
Caution ARP snoop binding 22 E J|8t2 2 ARP cache 2| ZHI0IEE XtEGL
4™, DAL 2 ARP ACL 2 & AtEZ0H0fF etCt. ARP snoop 2 2& ARP
binding & £ 2t M3 &tLt.
14.1.2. ARP Snoop Entry States
ARP snoop 2 ARP snoop binding 8 22| &EHE CtE 4 20| K XISHC:
State Description
INIT ARP snoop entry It & &= =] AHEH
INCOMPLETE INIT AEHLE UNSOLICITED AMEHOI A ARP request & & &8t AMEH (probe)
REACHABLE 3 Way handshake &= Soif 2S5 &FEH
STALE REACHABLE &HEH I Al age-time O Z1tst AFEH
3WAY ARP request £ 8&56t12 ARP reply £ JIChel= AHEN
UNSOLICITED SWAY AEHOIA ARP reply E £=&IGHA 28 AMEH
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ARP snoop OllAl Al2I& 4= QA= AJ 2 REACHABLE AHEH2] ARP snoop binding OICF.

14.1.3. ARP Snoop Ageing Time

ARP snoop 2 REACHABLE AtEH2l ARP snoop binding 2 ageing-time (default 80 =) S¢t &
S0otCtD 28t ARP Reply 0l 218t HHI0IE 210l ageing—time 0l & 1tst ARP snoop
binding 2 STALE &EHE HA AHHI= L.

&t REACHABLE A EHDJF & ARP snoop binding 2 A% SXI6tH ™ ageing-time 2 AFS6HA
UO ™ =},

Ls —

Caution & MAHE ARP snoop binding 0l HEZ |SXE %= ULB=F,
ageing-time 2 AIE3dt= 12 & &St

14.1.4. ARP Snoop Binding Health Check

ARP snoop 2 FIIH 22 ARP snoop binding &l Re&ds HHHE £

Jls& M38tCE ARP snoop binding 2 HI S REACHABLE &tEi2t1) StHEtE 1 28 &2 &
SCH TS 22 H=R20 health-check J1s0l RZ06tH AISE £ UL

ol ZHIJFUHIERK AN O 0lA =WolAl &=

ot

AOMOZ ZBAHGIE SAEI Attt RS [H

4

Health—check 2] S& 2 ARP snoop binding 2l 242 FII&E2=Z ZAldtD, &
snoop binding &€ & AHlE XISt {80l

fol
e
>
my)
2

14.1.5. ARP Snoop Probe

ARP snoop 2| probe JI=2 health check 2ls3t S AIGHCH. ARP snoop 2l probe JIs2 INIT &t
EH 2 UNSOLICITED & EH2l ARP snoop binding Ofl CHoH A 2+ 2=81 =IC},
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INIT &EH 2 UNSOLICITED & EH= ARP Request & 858 SAEJF =MaHX 2, ARP snoop 0l
=418t ARP Request 0l THet ARP Reply Jt 8= Z<0ICH ARP snoop 2 AIE3E HO| Jese IP

F=A0 CHoll =D12 22 probe &Y S =&t

b Note DEIP HE 0l THoH probe £ 6121 ARP request 2| TH2! I} X O0IXI2 2,
ARP snoop Ol &&6l= ARP request 2| TH2! =8 £ 0[] 2ol INIT,
UNSOLICITED &fEHAE IP =40l CHoll probe E ==& St L},

ARP snoop 2 60 Z=0tCt st =2 S, INIT £= UNSOLICITED 4HEH2] ARP snoop binding 2
AHotEz BIEXMOZ probe fl= SR

14.1.6. Understanding DAI and ARP Snoop

DAl = ARP I3/ E ZAlets BOF JISO0ICH DAl £86HA 22 IP-to-MAC =4 binding 2
JHE ARP TH3lE 2 099ine 510 HD| 9P 8Lt 0] J15E main-in—the—middle attack 2 2 £F
HEKIE B¥SsHt.

DHCP binding Ol EMatXl Z£= IP =20 Uoi A= DAl = 22 4
® Static ARP — 22 & ot= Ethernet A2 2 A E &3
° ARPACLs—oiEZ FHALE HOIE IP =4, Ethernet 2AS ACL 2 & X

[l
0l0

&

M
210
X

0

Mo

]

r0

tu

ro

[

DHCP £ AtE3dtAl 2= & IP Ol CHst ARP spoofing Al 22 static ARP S AFEdHAH L
ARP ACLES MEdIAM IP =A% Ethernet =201 e 1:1 HE S M4dt= 240ICH IP =49
Ethernet =20 CHSt 1:1 (HE 2 AIEE B2 ARP spoofing Ol THet 2= 2HSHA2EH, DF IP
E MESte SAEQ £t SItotAL HHIJF AT 8E S HAL N O0F StCt.
HESHK = LXCH HHIQ SH0ILE WO ol 248 HBS oAl 2| <o Cr23t 20| ARP
ACL 2| wildcard J1s€ AtEE = ULCH:

® 192.168.0.10 £ H 192.168.0.20 Nt X2l IP =20 CHoll 2 E HHIE oI Z&HCH — permit ip

range 192.168.0.10 192.168.0.20 mac any
e =3 IP FA HES EF 3 AF (Ubiquoss)2l EHIE AFEstCH — permit ip range
192.168.0.10 192.168.0.20 mac 0007.7000.0000 0000.00ff. ffff
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D Caution

== giCh

ARP ACL £ 1:1 BHE 22 AIE5HAl 2=CHH, permit & & 0t 2 Xot=
ARP I3!S AFE8E ARP spoofing S22 =22 H ARP cache € 25 &

ARP snoop 0| &43} T/ ARP snoop binding &&JF JUCHH, DAl = ARP ACL 0l 2ol 5lE=

ARP IH3!=2 ARP snoop binding & &2 2t 8t [ H| W StHL}.

b Note

IP O st &2l A= ARP spoofing 52 &
A

200 CHet 1:1 HE = £€38ot= 20ICh

ARP snoop binding 2% 100% A2/& + Us
ARP snoop 1t DAL £ & AtEdH S ARP spoofing
o

ZE0t OtLIDI 20,

30l F ottt 0 H

X= IP =42 Ethernet &=

14.1.7. Relative Priority of ARP ACLs and ARP Snoop Entries

DAl = IP-to—-MAC =2 2= ZAaHD| 2o ARP snoop binding & AF= SHCY.

ARP ACL 2t ARP snoop O] 0] &3 & AS Z2 ARP snoop binding 0l ARP ACLs 2Ct 14 &

AU AFE S0 ARIXI= S X ARP snoop binding 22 ARP I
binding 822 22Xl Tl= ARP I3!S HIJ|=ICt.

212 ZAStCH. ARP snoop

ARP snoop binding 0l 26 312 & ARP M3!0lct= ARP ACLs Ol 2loll sl Xl 22 1 143!
2 HIJI= L =, DAl = ARP snoop binding S HIJ| X242 20 AFZEHL
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14.2. Default ARP Snoop Configuration

Ct= 2l E = default ARP snoop &8 2 B =C.

Feature Default Setting

ARP snoop Disable.

ARP snoop ip d8& IP =A== U0
Ageing Time 80 =

Health check Enable.

Probe Enable.

Probe interval 60 =

Wait time 2 =

Gratuitous ARP update

Gratuitous ARP 0Oll CHall M= 2 AIE GHAl 210 ARP
snoop binding 2 update &tCt.
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14.3. Configuring ARP Snoop

Ol 20lA= ARP Snoop & & &ot= 2 0ll CHoll £ 8t
® Enabling ARP Snoop (2 =)
Configuring ARP Snoop Ageing—time
Disabling Gratuitous ARP update without validation (S#)
Disabling Health—check (S&)
Displaying ARP Snoop Information

14.3.1. Enabling ARP Snoop

X0l ARP snoop £ enable ot™, ARAXl= &&E IP =2 A0 CHol ARP snoop binding £
CF.

A2
te

1]
@_

A 2| X0l ARP snoop € enable 5l2™, CIS2 &A= +8istet

Command Purpose

Switch# configure terminal global &8 2 EZ XS,
Switch(config)# arp snoop ip jp—address P =4 U9 S &&6HC.
[jp-address]

Switch(config)# arp snoop ARP snoop = enable &tLCt.
Switch(config)# no arp snoop ARP snoop = disable StCt.
Switch# show arp snoop 38 g =0olstC}.

CtS2l tl= IP =2 HY 192.168.0.10 ~ 192.168.0.20 0l CHaoll ARP snoop 2 enable ot= ZE 2
SHECH

Switch# configure terminal
Switch (config)# arp snoop ip 192.168.0.10 192.168.0.20
Switch (config)# arp snoop

nio

2HEH:

HH

=2 tle €8s &olote &8

Switch# show arp snoop
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ARP Snoop : Enabled
Gratuitous ARP update : Enabled
Health Check Disabled
Wait Time : 2 sec
Probe Interval : 60 sec

14.3.2. Configuring ARP Snoop Ageing-time

ARP snoop € REACHABLE &'EH2| ARP snoop binding S ageing-time =@t 2 X &tCt. Default

ageing-time 2 80 = 0| C}.

ARP snoop binding 2| ageing-time & HZ 6t H, O3 XY= =&olet:

Command Purpose

Switch# configure terminal global &8 2 EZ XS,

Switch(config)# arp snoop ip jp-adaress IP =4 HY 2 & &6t ageing-time 2 21 & &t
[io-address] [aging—time aging—timel Ct.

Switch(config)# arp snoop
Switch(config)# no arp snoop

ARP snoop 2 enable &tC}.
ARP snoop 2 disable &tL}.

Switch# show arp snoop

SN2 &0l5H}

_

CIS2 tle IP =4 Y 192.168.0.10 ~ 192.168.0.20 0fl CHoll ARP snoop 2 enable 6t ageing-

time = 300 22 £ &ol= 2dEES 2=

Switch# configure terminal

Switch (config)# arp snoop ip 192.168.0.10 192.168.0.20 ageing-time 300

Switch (config)# arp snoop

D Caution Ageing-timer 2 g2

= OHE & ARP snoop binding 2

snoop binding Ol st

©2 &HF5tH REACHABLE 2fEH2| ARP
FEH ZAF &

Ab & E SO 2 lGHR] =0 =, 2

|5 AFESHA =0 SHE2 g

g= A
=l ARP snoop binding 0] OtLI2tH ageing-time 2 0 2 & & AGIX

Otet.

11
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14.3.3. Disabling Gratuitous ARP

Update without Validation

Default 2 ARP snoop 2 gratuitous ARP & =4I S HS, ARP request & & EGHAI 20 ARP
snoop binding & HOIOIEgtCE.

ARP snoop O gratuitous ARP THZ!Oll CHOHAI & ARP request € & &St = ARP snoop binding 2
OOIESIES otd™, OS2 HYs +=aaotet.

Command Purpose

Switch# configure terminal global &8 REZ X SHCE,

Switch(config)# arp snoop ip jp-adadress P =4 Y2 8 F ST

[io—address]

Switch(config)# arp snoop ARP snoop 2 enable &tCt.

Switch(config)# no arp snoop ARP snoop S disable 8tC}.

Switch(config)# no arp snoop gratuitous—arp— | Gratuitous ARP & =413 S [, ARP snoop
update binding 2 Ht£ Y00l E &tAl ¥=C.

Switch# show ip arp inspection

S =012
2ds =elgt

b,

G2 o= 1P
gratuitous ARP 0fl CHoll Al = ARP request £ 8 &6tS
Switch# configure terminal
Switch (config) #
Switch(config)# arp snoop
Switch ( ) #

Switch (config) #

config
end

14.3.4. Disabling Health-check

ARP snoop & REACHABLE AfEH2| ARP snoop binding Ol CHoH F=JI&E2Z ARP Request
2= A8 ARP Reply 2 ARP snoop binding 2 MEHIE 2 OI0IE stC).

4,

=4 Y 192.168.0.10 ~ 192.168.0.20 Off CHoll ARP snoop =

enable &1,

'—UI-UECI

C=2 MXAA
= =H= L

=0

ot =t

arp snoop ip 192.168.0.10 192.168.0.20

no arp snoop gratuitous-arp-update

ARP snoop 2| health-check Jls2 AISotXl 2£eH, OS2 &Hs >3otet.
Command Purpose

Switch# configure terminal global &8 &= XSt
Switch(config)# arp snoop ip /p-adaress P =4 (Y= 436t
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[jo-address]

Switch(config)# arp snoop ARP snoop 2 enable &tCt.
Switch(config)# no arp snoop ARP snoop £ disable StCt.
Switch(config)# no arp snoop health—check Health-check J| 2 disable StC}.
Switch# show ip arp inspection d&8 s =0olstlh

& 192.168.0.10 ~ 192.168.0.20 0l CH3dll ARP snoop 2 enable &t 11, health-
[e]

e E 2HED:

Ctse ol 1P =2 O
check J1s& AIE6HAl

Switch# configure terminal

Switch (config)# arp snoop ip 192.168.0.10 192.168.0.20
Switch (config)# arp snoop

Switch(config)# no arp snoop health-check

Switch (config)# end

14.3.5. Displaying ARP Snoop Information

ARP snoop o] ZEE X3|oteddH, (+S2 BE S AtEoleh:

Command Description

show arp snoop ARP snoop & &8 A2 E X356l

show arp snoop binding ARP snoop binding 822 Z£3|&tCt

show arp snoop interface ARP snoop O &4lot= ARP IH3le MEES
23| B,

ARP snoop & SHAEEE X3otLL ZJ|stotedd, TSl Hd2 Algotek

Command Description

clear arp snoop statistics ARP snoop SHl B8 E =JIgt &t}

show arp snoop statistics ARP snoop Ol =418 ARP THZ! Ol CHEH S A
dE2E St
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14.4. ARP Snoop Configuration Samples

Ol 22 st Z=2 UisS Eetlh

® Sample One: ARP spoofing detection

14.4.1. Sample One: ARP spoofing detection

i

Ol BiXMl= ARP snoop JlSs2 MEdIM SE IP =24 G0l CHel ARP spoofing € 2 XIcte 28 S
SYst G229 D88 UWERKAIM 2EEH JACHD IHESHAL:

Default Gateway
192.168.0.254

r
g

Switch C

192.168.0.1

192.168.0.3

Switch B

192.168.0.2

ARIX AWM CHE A9IXIQ Default gateway LE CHE AL XIJF
IP-to—MAC binding 82 & & 50610 ?Iol ARP snoop JlssS E4835olddd LIS
Ch:

m\J
o
nx

Step 1 EFIP =4 IEl CHSt IP-to—MAC binding 28 *=a6tJ| {6l ARP snoop 2 &
A3 AIZ2ICH

Switch# configure terminal
Switch (config)# arp snoop 192.168.0.1 192.168.0.10
Switch (config)# arp snoop 192.168.0.254
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Switch (config)# arp snoop

SHiEH 235 UA=X IS

Switch# show arp snoop

b Note ARP snoop 2 IP-to-MAC binding 822 2=35tJ| =20 ARP HIOI= 0
= tCt. “show arp snoop binding” & & it “show
| W GHE! ARP spoofing ({2 & 2 X1 = UL
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15.1. Auto-reset

ST 40U 22X LAl HHIE NS2Z reset AIAFT= IS &8 2 ot & HSHCH

15.1.1. Understanding Auto-reset

-

ZHl AL S WX & A2

MO Y2 & SHO0|I OIFHAKX s I LS.

=2 o o

1o
0

J

=2 cpu AI2E / NI22l leak / WER A Jls DYl S0l

]

o0l & = A0 Ol st
A& Y MAl reset(reboot) € LMAIZA ZHIDF Z& S& GHES GHOFSHCH,

Auto-reset J| S22 AMAHICS @=&Z UM A2 = U= RAS S S AGHH

Olal & SMAl S22 HHIE reset AlH &L

Auto-reset M S 2ol ZAIGtE R 2= Ofefiet 201 AH 4 IHXIE E %= JF UL
(1) =2 cpu 2 MEE (%)

(2) =2 memory AFE22Z 218t %2 free_memory (%)

(38) HIERIA JIs ol&t

(4) Process HIS %

PO AE S22 HIS R SHU NSH &= = & U= A2 M auto-reset
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15.1.2. Default Auto-reset Configuration

Ct22 E= auto-reset 2| default &&= 20 &L,

H 1 Default Auto-reset Configuration

Feature Default Setting
Auto-reset by Config Set Disable
Auto-reset by Cpu Threshold Disable
Auto-reset by Memory Threshold Disable
Auto-reset by GateWay Ping Threshold Disable
Auto-reset by Process—monitor Disable
Auto-reset by CPU-Network Disable
Auto-reset by Max Limit Count Disable
Auto-reset by force-reboot Disable
15.1.3. Configuring auto-reset

0l 20lM= ARAXIO auto-reset Jls=S 8Foles YHS AdHSH

Enabling auto-reset by Config Set

Enabling auto-reset by Cpu Threshold
Enabling auto-reset by Memory Threshold
Enabling auto-reset by GateWay Ping Threshold
Enabling auto-reset by Process Monitor
Enabling auto-reset by CPU-Network Threshold

Enable auto-reset by Max Limit Count

Enable auto-reset by force-reboot

Enabling auto-reset by Config Set

AR X2l auto-reset I S= &4 3t oA H, privleged EXEC 2E MM EH
| &S HEIC
(@)

enable 3t Xl & 2™ cpu, memory, process 0l (i & auto-reset )| s =& 5HAl

b2
rr

Ct.
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H 2 Enabling auto-reset by Config Set

4 Command Purpose
Step1l Configure terminal Global configuration 2 =2 &I tC}.
Step2 Auto-reset enable ANAE9l auto-reset Jls2 & 43t stC
Step3 End privileged EXEC 2= 2 HZA St
Step4 show auto-reset status A% WHE= =lstll.
Step5 copy running-config | (S&) & & £ configuration I+ 0| X & &tCt.
startup-config

CtS 2 auto-reset enable ot= YES B0 =L
Switch# configure terminal
Switch (config)# auto-reset enable
Switch (config)# end
Switch# show auto-reset status
Auto-reset : Enabled
Auto-reset maximum count : 1
Auto-reset current count : 3
Enable Reset_Time Status Reset_Count Last_Reset_Time
CPU No immediately unset 0 none
Network No immediately unset 0 none
Memory No immediately unset 0 none
Process No immediately unset 0 none

Force-reboot No

ol Ml= CtSt 2Lt
Switch# configure terminal
Switch(config)# auto-reset disable

Switch (config)# end
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Enabling auto-reset by CPU Threshold

A 2| X2 high-cpu-load 0l 2|8 auto-reset J|SsE &4& 3t 6ted™, privileged EXEC 2 E 0l A S H
2 & s A&

H 3 Enabling auto-reset by high-cpu-load

4 Command Purpose
Stepl Configure terminal Global configuration 2 =& &I 5Lt
Step2 auto-reset cpu threshold | A|AE2| cpu Threshold 0l 2|&t auto-reset JIs2 43 &
high < 7-100> low <1-100> Ct.
time <1-3600> at HH:MM High : A|AE0| 28 5l= 2 H X 0/CH
Low : log message £ = ¢/ &t cpu threshold gt S & & &L},

time : high, low gt0fl st ZUE T &5t AAHX KA
ANZtE 8E S

At(option) : &F Al 2HX EAN 2AH=5HH Hol
Reload £ &I & &L},

pal

Al

¥

ol

Ql

Step3 End privileged EXEC S = 2 HHSHCL
Step4 show auto-reset status g8 WHE= =Istl
Step5 copy running-config | (8&) & 8 2 configuration I+ 0l X & StCt

startup-config

O

Mo olo

b 60 = =2 Cpu Threshold Jt low 80% Ol4&t, high 90% 0l&t X% Al auto-reset ot= §

=
20 =L

o

Switch# configure terminal

Switch(config)# auto-reset cpu threshold high 90 low 80 time 60 at 23:00
Switch (config)# end

Switch# show auto-reset status

Auto-reset : Enabled

Auto-reset maximum count : 1

Auto-reset current count : 3

Enable Reset_Time Status Reset_Count Last Reset Time
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Network No immediately unset 0 none

Memory No immediately unset 0 none
Process No immediately unset 0 none
Force-reboot No

i Hl= Lt 2 L.
Switch# configure terminal
Switch (config)# no auto-reset cpu

Switch (config)# end

Enabling auto-reset by MEMORY Threshold

A 2| X1 2 memory Threshold 0fl 2|8t auto-reset Jl s2 &4 3l ot4 ™, privileged EXEC
CUHANRH OS2 UES HECH

FH

4 Enabling auto-reset by low-free-memory

Command Purpose
Stepl Configure terminal Global configuration 2= & & &L,
Step2 auto-reset memory | Al A& 2| memory Threshold 0l 28t auto-reset J1s2 & 43t
threshold high < 7-100> low | &iC},
<I1-100> High : A|AE0| 2&lg/= 2 H X 0lCk
time <1-3600>at HH.-MM Low : log message £ S /&t memory threshold 2t & &
StCH.

O
Ol
O
0
o
0o
o
bl
10
a

time : high, low g0l CHSt Z2UHE &
ANZtE S &S

At(option) : &™ Al LAHX ZAHU S=otH Holl & AI2H0l
Reload £ &I & &tHLY.

Step3 End privileged EXEC 2 & 2 HASHLL
Step4 show auto-reset status 43 WHE= =Istl
Step5 copy running-config startup- | (&) & & 2 configuration I+ 2 0fl X & &tC}.
config
22 60 = =2 memory AKXl low 70%, high 80% Ol&F XI=5 Al system = reload ot= &

nio
HI
2
A4
[wl

Switch# configure terminal
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Switch (consfig)# auto-reset memory threshold high 80 low 70 time 60 at 23:00

Switch (config)# end
Switch# show auto-reset
Auto-reset : Enabled
Auto-reset maximum count : 1

Auto-reset current count : 3

Enable Reset_Time

CPU Yes 23:00

Network No immediately

Memory Yes 23:00

Process No immediately
Force-reboot No

ofMle s 20

Switch# configure terminal

Status Reset Count Last Reset Time
unset 0 none
unset 0 none
unset 0 none
unset 0 none

Switch (config)# no auto-reset memory

Switch (config)# end

Enabling auto-reset by ICMP Ping fail

AR X1 2] ICMP Ping fail 0l 2|8t auto-reset J|Ss= &4 2t 6tH ™, privleged EXEC 2= 0l A £ H

2 &= A&

H 5 Enabling auto-reset by ICMP Ping fail

Command Purpose
Stepl Configure terminal Global configuration 2= 2 & &L,
Step2 auto-reset network-monitor | A| A& 2| imcp ping fail il 2 & auto-reset 7|2 & 43l
interval <7-60> count <7-60> | Interval (sec): I3 A& =D|
at HH:MM Count : Ping Loss Count
auto-reset network-monitor | At(option) : &X Al M X ZAHO0 OS5 FHEHE Al2HOI
target-ip A.B.C.D Reload £ & & 5tCh.
TargetIP(A.B.C.D) : SXX| =4
Step3 End privileged EXEC 2 &2 HZHSHC}
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Step4 show auto-reset status A% WHE= =lstll.
Step5 copy running-config startup- | (S&) & & = configuration I+ 2 0l X & &tC}.
config

22 23X =2410.1.20.253 2 5= 2tHOZ2 20 HOl packet &% A0 Al auto-reset ol=
HAE=S 20 =0

Switch# configure terminal

Switch(config)# auto-reset network-monitor interval 5 count 20 at 23:00
Switch(config)# auto-reset network-monitor target-ip 10.1.20.254

Switch (config)# end

Switch# show auto-reset status
Auto-reset : Enabled
Auto-reset maximum count : 1
Auto-reset current count : 3

Enable Reset_Time Status Reset_Count Last Reset_Time

CPU Yes 23:00 unset 0 none

Network Yes 23:00 set 0 none

Memory Yes 23:00 unset 0 none

Process No immediately unset 0 none
Force-reboot No

ol M= CtS 1 2 Ch.
Switch# configure terminal
Switch (config)# no auto-reset network-monitor

Switch (config)# end

Enabling auto-reset by Process-Monitor H| S &}

AR X2 £ Process 0l CHst Bl =& Al auto-reset JIs= 43 6t H, privileged EXEC 2 =0l
N2H s 82 HRICH

H 6 Enabling auto-reset by Process-monitorat

Command Purpose

Step1l Configure terminal Global configuration 2 =& & & &HCH,
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Step2 auto-reset process-monitor | Al A& 2| Process H| S & 0fl 2 & auto-reset Jls= 43
at HH:MM At(option) : 83 Al LAHX ZHH 2H=ctH HoHE AlZH
Reload £ &l & &tCt.
Step3 End privileged EXEC 2= 2 HASHCI
Step4 show auto-reset status A% WHE= =lstlt.
Step5 copy running-config startup- | (S&) & & = configuration I+ 2 0fl X & &tC}.
config

o

2H

M
a

CtS2 Process Deamon Down Al auto—-reset ot= H &

Switch# configure terminal
Switch (config)# auto-reset process-monitor at 23:00
Switch (config)# end

Switch# show auto-reset status
Auto-reset : Enabled
Auto-reset maximum count : 1
Auto-reset current count : 3

Enable Reset_Time Status Reset_Count Last_Reset_Time

CPU Yes 23:00 unset 0 none

Network Yes 23:00 unset 0 none

Memory Yes 23:00 unset 0 none

Process Yes 23:00 unset 0 none
Force-reboot No

i dl= Ct3ut 2Lt
Switch# configure terminal
Switch(config)# no auto-reset process-monitor

Switch (config)# end

Enabling auto-reset by CPU-Network &%

ARXS £ CPU 2 Netork SFIH2l £HE BHEA|l auto-reset J|s= & 43t 6tHH, privileged
EXEC 2E0MEH TS WS AL

H 7 Enabling auto-reset by Process-monitorat

Command Purpose

11 E3016H Series User Guide



Step1l Configure terminal Global configuration 2 =2 &I tC},
Step2 auto-reset cpu-network at | A|AE 2| cpu-network Threshold 0l 2|5t auto-reset JIs2 &
HH:MM A3t &Lt
At(option) : 83 Al LAHX ZHH 2H=ctH HoHE AlZH
auto-reset cpu-network cpu | Rojoad = st ).
threshold high <7-100> low | yigh : A Ag10] 25l 2 TI0ICH
<1-100> time <1-3600> Low : log message £ = ?| &t cpu threshold gtS & & &tCt
time : high, low 2t0il CHSH ZUE SE6HIIfI8 LAHX 2K
auto-reset cpu-network _
. . AZ2tS Z &St
network-monitor interval ol M =
<1-60> count <1-60> Interval (sec): IH2! A& FD|
Count : Ping Loss Count
auto-reset network-monitor | At(option) : ZZAl ZAHX =201 QH=5HA JoHE Al
target-ip A.5.C.D Reload € &i&etCt.
TargetIP(A.B.C.D): 2= X =24
Step3 End privileged EXEC 2 =2 HZ &}
Step4 show auto-reset status g8 WHE= =Istl
Step5 copy running-config startup- | (8&) & & 2 configuration I+ 2 0l X & &FCt

config

CtS 2 Process Deamon Down Al auto-reset 6t= & &

Switch# configure terminal
Switch(config)# auto-reset

Switch (config)# auto-reset

Switch (config)# auto-reset

Switch (config)# auto-reset

Switch (config)# end

Switch# show auto-reset status
Enabled

Auto-reset maximum count : 1

Auto-reset

Auto-reset current count : 3

Enable Reset_Time

CPU-Network Yes 23:00

Memory Yes 23:00

Process Yes 23:00
Force-reboot No

of M= CtS1t L.

cpu-network
cpu-network

cpu-network

Mo
HI
2
A
[m]

at 23:00
cpu threshold high 90 low 80 time 60

network-monitor interval 5 count 20

network-monitor target-ip 10.1.20.254

Status Reset Count Last Reset_ Time
unset 0 none
unset 0 none
unset 0 none
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Switch# configure terminal
Switch (config)# no auto-reset cpu-network

Switch (config)# end

Enabling Limit Count of auto-reset

nio

Auto-reset suppress = S& =2 (&&)0 2ot0 XNXZH2=Z auto-reset 0] L= A
atJ| {8 JIs0ICtH.

| X1 2| Auto-reset suppress Jls= &4 3t 6tJ| ?loil A= privileged EXEC 2 E0IA £ H
Ct22ol &S HECh

H 8 Enabling Suppression of auto-reset

Command Purpose
Stepl Configure terminal Global configuration S =2 &I 5Lt
Step2 auto-reset reset-count <I7- | Reset-count S S0l auto-reset Jls= 43}
100> | unlimited Reset-Count : auto-reset 5t S9t 5128 £ O reset count
Step3 End privileged EXEC 2 & 2 HH ST,
Step4 show auto-reset status A3 E= golstit,
Step5 copy running-config startup- | (24&) & & = configuration I+ 0| X & StCt.
config
Ct22 auto-reset ot 20 = JISHRAE 5 2= M A= BE2 BEHEN
auto-reset 5 3| 0|4 £ O|FREH = auto-reset S&2 GtAl £ =0
Switch# configure terminal
Switch(config)# auto-reset reset-count 5
Switch (config)# end
Switch# show auto-reset status
Auto-reset : Enabled
Note Jls off, E& system clock 2 J|E22 24:00 0l current count “0"2
2 x=J|g &.
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Auto-reset maximum count

Auto-reset current count

5
3

Enable Reset Time Status Reset Count Last Reset Time
CPU-Network Yes 23:00 unset 0 none
Memory Yes 23:00 unset 0 none
Process Yes 23:00 unset 0 none
Force-reboot No
Enable force-reboot auto-reset
Auto-reset EZ210 AZSi0| AAZ2XIF &S AlIZ2H0 S&SIESE & = UL
T 9 Enabling force-reboot auto-reset
Command Purpose
Stepl Configure terminal Global configuration S =2 &I 5tCt,
Step2 auto-reset force-reboot at | delay-time & & 2 2 auto-reset S &2 X A2ICH.
<MONTH> <1-31> <year>| &, 2, &, A2}, 2, X2 8H5t1D 0 128 2L0|4a &H &=
HH:MM:SS SiCh.
ST AIZFEC Ol F 2 Al2tS 8FEHC.
Step3 End privileged EXEC 2 & 2 HASHLL
Step4 show auto-reset status 8% HES &lstlt.
Step5 copy running-config startup- | (S&) & & 2 configuration I+ 2 0fl X & &tC}.
config
auto—reset &F Al && St Al2H0ll reset &0l dHUESE ol BES 20 &L

Switch# configure terminal

Switch(config)# auto-reset force-reboot at 1 12 2012 00:00:00

Switch(config)# end
Switch# show auto-reset
Auto-reset

Auto-reset maximum count

Auto-reset current count

Enabled
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Enable

Reset_Count

Last Reset Time

CPU-Network
Memory
Process

Force-reboot

Yes

Yes

Yes

Yes

ofMle Chs1 &0

Reset_Time Status
23:00 unset
23:00 unset
23:00 unset

Jan 12 2012 00:00:00

Switch# configure terminal

Switch (config)# no auto-reset force-reboot

Switch (config)# end

none

none

none
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